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//FH AN R

ByteArrayInputStream is = new ByteArrayInputStream(zhansanByte);
/I BATBAFI, AR P i BT §

ObjectInputStream in = new ObjectInputStream(is);

Person person = (Person)in.readObject();
it java.io 11 F ) ObjectOutputStream ¥ writeObject /7%, ¥ Person 2551 zhansan J¥

BIAk - AL, AR5 Pl ObjectInputStream (1 readObject 75 7 15 B4 [ 31146 4 person
W%,

4 WG HIETEfE L W hitps:/github.com/eishay/jvm-serializers/wikio
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/] Hessian #ETIFFIL, FHESIALIRMEM =74 hessian-4.0.7 jar’, #3HHET Java (1)
Hessian HI/FFICF S FRFAL I SEBL, SRR

ByteArrayOutputStream os = new ByteArrayOutputStream() ;

//Hessian & 5|44

HessianOutput ho = new HessianOutput (os) ;

ho.writeObject (zhansan) ;

byte([] zhansanByte = os.toByteArray():

ByteArrayInputStream is = new ByteArrayInputStream(zhansanByte);
//Hessian # B A 54k B st £
HessianInput hi = new HessianInput (is);

Person person = (Person)hi.readObject ()

it com.caucho.hessian.io £ T[] HessianOutput f¥] writeObject J7iZ:¥f Person ) SE {5
zhansan JFH A F 84, SRJ5 8T HessianInput [ readObject J5 12K 7 15 841 i 7 #14L I8

1.1.3 EF TCP Y £ RPC

FF Java ] Socket API, FATREME LI —AME . RPC WA, EXAGIF, O 7RSS M
BORBZEORNZmEMR. REHHERESTmARM . HET TCP thill i SEHL) RPC 251K
WE 1-5 fixe.

O

SayHelloService

B 1-5 JXF TCP % RPC =LK H

R S5 $E CANSEILERAE R R, B4R AL T SayHello 757k, E1 4 String K93 %,
W B HOR R T E R[] hello iE /& byebye, US4 T:

5 Hessian, http://hessian.caucho.com/#Java.
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public interface SayHelloService ({

/**
* FlATa RO
* @param helloArg A4
* @return
*
public String sayHello(String helloArgq);
}

AR 55 Y SEDR.:

public class SayHelloServiceImpl implements SayHelloService ({

@Override

public String sayHello(String helloArg) {

if (helloArg.equals ("hello")) {
return "hello";
lelse

return "bye bye";

}
N5 %514 ¥ & Consumer 273 A RHD :
/ /4= LAR

String interfacename= SayHelloService.class.getName ();

/] E Bm AR PAT O Ty
Method method = SayHelloService.class.getMethod("sayHello",

java.lang. String.class);

/1% BeAk it B) 32 3t 0 Ko
Object[] arguments = {"hello"};

Socket socket = new Socket ("127.0.0.1", 1234);



| KBS HIMIGEAEIRTT 55T

/1 ¥ F ik b M Ry i B 5%

ObjectOutputStream output = new ObjectOutputStream(socket.getOutputStream());
output.writeUTF (interfacename); //#& 2 &4R

output.writeUTF (method.getName()); //% &L4F

output.writeObject (method.getParameterTypes());

output.writeObject (arguments) ;

/| NZ SRR T R PAT R
ObjectInputStream input = new ObjectInputStream(socket.getInputStream()):
Object result = input.readObject ()

SEREREOMAR. TERHNOTENTEZEENSE, JHEE Socket K H AL EI Mk 552
77, SRS ImIANE R LA TETER, EHRREER VO CTRD, SERRrA~3H
S T RS RS, EEMAATEATREIFARZER VO, DRHERKFILE.

AR 4532 Provider ZRHIEE 0 2B ACHRD .

ServerSocket server = new ServerSocket (1234);
while (true) {

Socket socket = server.accept();

/ Bk HA% &
ObjectInputStream input = new ObjectInputStream (socket.getInputStream()) ;

String interfacename = input.readUTF(); //# v %4k
String methodName = input.readUTF(); //#&&4&
Class<?>[] parameterTypes = (Class<?>[])input.readObject(); //A LR

Object[] arguments = (Object[])input.readObject(); //H#Kxt%

/ / ATIR R
Class serviceinterfaceclass = Class.forName(interfacename) ;
//#FE]d 28 class
Object service = services.get (interfacename);//BIFRE LM%
Method method = serviceinterfaceclass.getMethod (methodName,
parameterTypes) ; //HK/F&if M &y 7 ik

Object result = method.invoke (service, arguments);

ObjectOutputStream output = new ObjectOutputStream(socket.getOutputStream()) ;
output.writeObject (result) ;
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AR 45 42 it ity 2 5K IR 45 S B AL I S5 TBUTE services 3X > Map 1 (AL B IR 45 F 6 e o 7 4k
REELT, JEHE NS TEMAUR), #id— while 7835, ARTIEBCHERIIER, BRFHRE
M8, WO AR, TEAR. SECRRMSE, i Java B RETEUSE: O R Z AR
Jrik, PAT AR EE RIR 145 iR 55 BIH 2

TEELSEIAEF= BT, W R 2 AR i R N AR 2 A E SR BUAR S5 Al 55 ) 75 22 ) e
PR AR gk, R RACEE, IRSSEEH . EAEEISLR S, LA EXEAHS
BARRTCIE AN .

1.2 ETF HTTP tmMYEY RPC

1.2.1 HTTP ik

HTTP & Hypertext Transfer Protocol G SCAEHITID MW4ES. BRI 4EM P4 (World
Wild Web Consortium) A1 IETF (Internet Engineering Task Force) A 1EMIELR, H&E L REKA
BT R AT e bRk, 294 iR AORRAS 22 HTTPL.1.

&l 1-6 Fron, HTTP thiSUsd TR HZE WL, EAEAE TCP Al IP Prillz I, 4T TCP/IP
Tk BB KPR TR, Rk, EEATELE T EHEEmE AR B REIERN B
P R TR UTBnd i OF 2t I I VN (1K g S ANUALC] I S e i Rl oy VA E i

PISURBAS OITE, S T EAFHERAR HTTP i, BRATAT LKL T Java ) Socket API < H
S VAN R N RS P, SRETER PSR — s R S AT

PAMSLIR K A 1 (s = n 11 1-7 P

HTTP (mzmm)
TCP (ts4m)

1P (msE)
BeEROR

B 1-6 HTTP M %A% B 17 Pl R Aok i 64 X
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e T RS I ROk — A, IRF MBI B A S, ST 42N “HELLO”,
IR “HELLO”, IR [A145 %5 F s MR g “hello 7, 75 R [R145 % 7 5 (I Wi B 49 “bye bye! .
ISEIRR R B an 1] 1-8 Ffrw .

<<enumeration>>
Encode
ByteUtil
5
ProtocolUtil
7 .
Request -
Server | _..--: ] Client
e P
Response
A 1-8 il FEIMeSER
SGE K E X

public class Request {

/**
* WY AL
*/

private byte encode;

*/

private String command;

* A KK
*f
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private int commandLength;

}
P s K B AR Ay 2 A 2 K E A TR
LIV BE

public class Response {

J**
* Y B
* /

private byte encode;

/**
« K
2/

private int responselength;

) *x
* vr’;]ﬁ
®/

private String response;

}

B IS 1 A i L N P 2R A N PN A A B

A PRSI, BT LKA 127.0.0.1 & SR E IR S 8%, Ak, SRS I T
/ /R

Request request = new Request();
st

request.setCommand ("HELLO") ;
request .setCommandLength (request.getCommand () .length());

request.setEncode (Encode.UTF8.getValue());

Socket client = new Socket ("127.0.0.1",4567);

OutputStream output = client.getOutputStream();

/1 E itk K

ProtocolUtil.writeRequest (output, request) ;
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/ /1Bl L B A

InputStream input

client.getInputStream() ;

Response response = ProtocolUtil.readResponse(input) ;

&P i e iE—A request 153K, it Socket 43 16 3 1% B3zt vy , F MGz s O B (5 &
¥gi8 B— > response X% .

R 55 S S BP0 2 SR AR -

ServerSocket server = new ServerSocket (4567) ;
while (true) {

Socket client = server.accept();

/ /LB B W
InputStream input = client.getInputStream() ;

Request request = ProtocolUtil.readRequest (input) ;
OutputStream output = client.getOutputStream() ;

//4E AR
Response response = new Response();
response.setEncode (Encode.UTF8.getValue()) ;
if (request.getCommand () .equals ("HELLO")) {
response.setResponse ("hello!");
}else(
response.setResponse ("bye bye!");

}

response.setResponselength (response.getResponse () .length());
ProtocolUtil.writeResponse (output, response);

}

IR 25 i ST 2/ i P SR, AR IR T SR A A OS], i S AN ] R . W HELLO @y 4,
IR 25 B 445 W) N2 < AF HS - “hello !, 75 DU . 45 HY “bye bye! s
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ProtocolUtil ]—#E 4> R 8 0D

public class ProtocolUtil {

public static Request readRequest (InputStream input) throws IOException{

/ /BB
byte[] encodeByte = new byte[l];
input.read (encodeByte) ;

byte encode = encodeByte[0];

/ /BB AR E

byte[] commandLengthBytes = new byte([4];

input.read (commandLengthBytes) ;

int commandLength = ByteUtil.bytes2Int (commandLengthBytes);

/ /B A
byte[] commandBytes = new byte[commandLength];
input.read (commandBytes) ;
String command = "";
if (Encode.GBK.getValue () == encode) {

command = new String(commandBytes, "GBK") ;
}else

command = new String(commandBytes, "UTF8");

/ /R KB el

Request request = new Request();
request.setCommand (command) ;
request.setEncode (encode) ;

request.setCommandLength (commandLength) ;

return request;
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public static void writeResponse (OutputStream output,Response response)
throws IOException{
/ /¥ response 0 L& B 4K P 5%
output.write (response.getEncode());
//output.write (response.getResponseLength()); #H4% write —4 int %
B AMPUK 8 1k, £ & 24 1%
output.write (ByteUtil.int2ByteArray (response.getResponseLength()));
if (Encode.GBK.getValue () == response.getEncode()) {
output.write (response.getResponse () .getBytes ("GBK")) ;
}else(
output.write (response.getResponse () .getBytes ("UTF8")) ;
}

output.flush();

}

ProtocolUtil ] readRequest J5 ¥2:45 M A% 15 338 R ) far NI e U K 1) encode. command.
commandLength =24, BEATH N g, H 935 % Request Xf %R [H], 1M writeResponse
T BV FH U2 K Response A % o (1) =7 BOHR 4 5 8 R 4B 5 N\ HH v

AN FHETE, OutputStream FEIEEAN—/ int K8, SBHULK 8 A, EFHHmA
24 i, Pk, TFEKIEARRIEHS A TR, Java XA £ Big Endian 7357, LIH 8,
BT 1) P 2% Bt 382 K H Big Endian 515 7 K BEATAR MK . DRI, FRATIFESEAT 04 (1 A& 4
i 2 Se K HL A MY Big Endian F57; [FBE, 7EERIRNONT, o 75 ST AN R e

public static int bytes2Int (byte[] bytes) ({

int num = bytes[3] & OxFF;

num |= ((bytes[2] << 8) & 0xFF00);
num |= ((bytes[l] << 16) & OxFF0000) ;
num |= ((bytes[0] << 24) & O0xXFF000000);

return num;

6 X7 Big Endian I Little Endian 7155 1] 2 i{ http:/zh.wikipedia.org/wiki/‘7 45 ¥ .
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public static byte([] int2ByteArray(int i) {
byte[] result = new byte[4];
result[0] = (byte) ((1i >> 24) & OxFF);

result [ (byte) ((1i >> 16) & OxFF);

(byte) ((1 >> 8) & OxFF);
(byte) (1 & OxFF);

Il

1]
result[2]
result[3]
return result;

}

LR, XA ARSI, AR ARAEERME. BIERPHE R
SCHLERE R, %IRRT RO R R AL, LUK AR ATEEME. BT REE. SR
iy Iy RN BURRGE. SRR, Al

1.2.2 HTTPi&EkENmAz

1P 1-9 Af 75, Web | % 3% 5 Web IR %% 2% 2 [ — ¥k HTTP ik 5w b f%, 75 258 an
FINPE.

http:// www.google.com : 80 /index.html

| L
v
1. 3 5 28 URARHERR B AR AINTTP Y, F#AfTHur | YRZBH S www .google.com
2 BT NS RN, BWHZIHABXIRBY LB 74.125.31.147
3. 8T ur BT MRS GORZ80IR0, FALIEEE) 80 ——————

1SR AR R T RIT4. 125, 31, 14TE980 1R B8 @ :,;_,z*;c.;;m_“%} §
<: > i,

2 Pl 4% 8874.125.31.147
5. B BOBHBRIECTER @ I i
&l 95 8874.125.31.147
6. IB % B2 0RREA 2 mE R, a8 ANaR, EH 0 s\@ hn_—
7. 0528 X NS B 55 28004 1 = P lif 95 #874.125.31.147

B 1-9 % 7 5 MR 4w ot AT HTTP il 2 I #id A2
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e, FP7EN A bk P4\ http://www.google.com/index.html, WIRAFE & vm I, ¥l
WARSBRINA 80 I .

BERGELER DNS RFEHJFITHAMEN, 93] www.google.com XN ] IP Ikl

(74.125.31.147).

X WS RIS P IP il (74.125.31.147) HIARSS 2% 80 i O HIER:, FmH &% HTTP
GET i&K.

R 55 s B2 P o R X ) HTTP GET 153K G, &M —B HTML AR5, 3 5 23R 95 el 1
9 HTML X5, TEANKEIRE (0B #5300 BASUHSE) FFE TR iTE . XHF,
JR %53 i) HTML SCASE DA BT AG R % R ILAE A TR

1.2.3 @it HttpClient %1% HTTP &3

BEE HTTP Ul Z A, B E@AUR R TR KA WA/ ks 2% (Browser/Server)
B REHERT, BRMNFEECEI MRS mAIETFER, LRI IRS mRNX SR H
&, BZE—HFEEIT Socket API REMX—Y), LW RHBAWIIEE, HHEXMITERER
HEEMER, TH RSB —EA LXK, LR ZE AR . I A HI55 . HitpClient
HIHIL, AX— R ER A T — A BRI T %

HttpClient 2 % 4 H JFR A Apache G X TR —ANTIH, EX HTTP HhiUaE 1)
SRRHAT T HE, RUEEMETREER MR g TR

Tl f5)7 &— BT HitpClient SEHL A& 3% HTTP GET i K (94015

//url W @iFme E HTTP #k, #9Ai%F KA HTTP #F K

String url = "http://www.google.com";

/1K
HttpClient httpClient = new DefaultHttpClient () ;
HttpGet httpGet = new HttpGet (url);

E: 3 8057
HttpResponse response = httpClient.execute (httpGet) ;

HttpEntity entity = response.getEntity();

7 HttpClient, http://hc.apache.org.
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byte[] bytes = EntityUtils. toByteArray(entity);
String result = new String(bytes, "utf8");

IXBACHY M) Google MRS 25 &3% T —X HTTP GET i5K, It H MRS 2Lm 5 1) P 44 18
UTF8 H4utd#g Xt 17 i, 3 2 Ak 55 o Wi K f¥) HTML SCRYS

18 1L HitpClient, FATTA] LA A 2% 5 M S I 2w ) W0 8% BT AR 58 4 TAE, 525 IR 4% i i i
REAH, XWAEHZNRET HTTP il S8 RPC (I3t .

124 {EAHTTP XL

e F TCP WM SEIL RPC, i FAR T 1-6 BTtk it 72, RES S R G bt bl
FBAAT RS, W MR T, PR TR, fEmETERE, SEILE KA BRI R .
HIE BT 2 MO RZE AT, SR e, B THrE Xl E SRR,
LG R &) i IR AE X IS RE, B SEILEE V- 6 R A

B FLIE I IR AT, R R B FLEC R ()2, N AR T3 T8 & 1/ SRR R
H, WmHRREEET TCP $hilCE LI RPC, AFE & M s & im N 2/, 1) Andriod. HTML 5.
iOS. Symbian %, 5% FH T A A K T AR TG K A& R AR, TAERK, LR
I S A P 73R T HTTP Py RPC AT LA{# F JSON & XML A& =X i i B 044
il JSON Al XML 1 i A% K brdE, JFIRIMENT TR QAR S8, R BT — 00T K
B TR Z 20U A vy, AR IR ] 5

B KUY R, JET TCP Phill RPC (528, FIFREXE L LR, 8. VO

JMERZ A TSI, SEBURRECN A EAREEIFRIEN T, EE—AMADRIEIR,
W LWBOR, RAPERTFEN. A FHET HTTP PhslHseaikst, R 2 s TR
Web 784% O H# HLAN R 4T TIX Y6 4014, 41 Tomcat. Jboss. Apache %%, JF& A Gin] LUK S % [
K5 P AE 5 (s b, 1Ak BE R S A0

AR, LT HTTP PR se I Hoak T30 —li. tiTR LRI, RXEEFREN
FE0AE L, AT HTTP PR T b 1 7 1 80 o B2 AR TCP Dl A4 3T oy FH 0 7 1 U
2. ik, [ mM%HEE F, il HTTP PriEAn Al e, g & kT TCP Phst it Haife
B, A G I Ta) T

gk, SR SRS ) gzip KO IEA, fetsdinix - Jeih. WA RIS, 4
SRR LR RE AT T R (SR A, JE T HTTP PR RPC i AT IR DA
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1.2.5 JSON #1 XML

JSON® (JavaScript Object Notation) & —F & K EIRAIHIE 5, UISCTF AR, A5 T
ik A3 /R JSON J& JavaScript ) —/N 4, (HHEPSL TEF MSCAK L, 1453 JSON Bh
HAR R BHR A HE =

KB FFIM Rl JSON M, v LAZEMZS FaEH 7 [t T &4, H&AF & LT
ARRAH TH, AERRHIKE ISON S8 ok Hoxt N i 5 i it 22 A% 2.

¥ Java X5 person JFFIML A JISON A&, i 7 SBACAS I -

Person person = new Person();

person.setAddress ("hangzhou,china") ;

person.setAge (18) ;

person.setBirth (new Date());

person.setName ("zhangsan") ;

//JSON *F & 55 4&

String personJson = null;

ObjectMapper mapper = new ObjectMapper () ;

StringWriter sw = new StringWriter();

JsonGenerator gen = new JsonFactory () .createdsonGenerator (sw) ;
mapper.writeValue (gen, person);

gen.close() ;

persondson = sw.toString();

5 XA person X%, 1l jackson-all-1.7.6.jar’ T F 5,54 f¥] ObjectMapper 2§, i1t (%
A JsonGenerator X%, H4XF% person JFFILA A JISON #%3X, A JISON H U1 T

{"age":18, "birth":1372856925139, "address" : "hangzhou, china", "name" : "zhangsan" }
Wi Z TR, FIFEATLOKE EI& JSON & 7 FI4k ik Java xf 4, ACHR B 1R W) A
//JSON st & K51k

Person zhangsan = (Person)mapper.readValue (persondson, Person.class);
A7 E4E N\ JSON H 55 Person 28] class, #t iR LI ¥ 5L A Person 2114 %t
XML 2B 1T JEFRiCiE 5 (Extensible Markup Language), 0] LU R bric it . & X

8 JSON [1AH A 44 W, http://www.json.org/json-zh.html .
9 F#HbhE A http://jackson.codehaus.org/1.7.6/jackson-all-1.7.6.jar.
10 XML (#4H A 44 W, https:/zh.wikipedia.org/zh-cn/XML.
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HAERM, R FAVFR X B ORISR BT E X, FFhric B 7S B S
JRIES . XML $REL58— 107 R RER RIAS ST T 5 F R e A B 7 O 2 h A B, dRiE
4 Web {&4i.

B Java XfRFFFILRL XML A&, &5 RS

Person person = new Person();

person.setAddress ("hangzhou, china") ;

person.setAge (18);

person.setBirth (new Date());

person.setName ("zhangsan") ;
g9

/ /¥ person s £ A5 A XML

XStream xStream = new XStream(new DomDriver());
/ /& E person £#5%) &

xStream.alias ("person", Person.class);

String personXML = xStream.toXML (person) ;

i 2 WA A [F () person XF%2, {#i ] xstream-1.4.4 jar £ 741 ) XStream 25, 5644 person 2
ERRVCE B4 0 person, LME T 5E, JBil toXML J77%%% person X% 7 HL AU XML 3CA:
<person>
<name>zhangsan</name>
<age>18</age>

<address>hangzhou, china</address>
<birth>2013-07-03 14:49:44.919 UTC</birth>

</person>

itz TH, RIFEMAER S K XML SUA 7840k Java X4 :
/ /¥ XML BE_F%)4LiE R A person & %

Person zhangsan = (Person)xStream.fromXML (personXML) ;
Sl fl AR ) XML SCAS, (] i@ XStream ] fromXML /7 #:45 $L %7514 4 person
KA % .

1Tk 0 Ak https://nexus.codehaus.org/contem/repositories/releases/com/thoughtworks/xstream/xstrcam-

distribution/1.4.4/xstream-distribution-1.4.4-bin.zip.
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1.2.6 RESTful 1 RPC

AT EEN AR A FI URL 88 XS, PRSI 3 T ZEH . —Fi2 RPC
b, 55 —FhA& REST KA% .

RPC KA URL ELEAFFRMR, ELREAE HTTP iR A2 5 br il 75 2 A2 8 F i R 454 1
2R REFEHSHEITT, WFFR.

http://hostname/provider.do?service=com.http.sayhello&format=json&timestamp=
2013-07-07-13-22-09&argl=argl&arg2=arg?2

hostname R NARS IR I ENL L, service R m P2 H RS0 47K, format E ik
FSH R, timestamp FIRE /7 Ui id KT 18K, argl Al arg2 KRR T H ERI S 4.

ifii REST iX/Mi, #% /& Roy Thomas Fielding"*7F 2000 4 f1H 118 P42 1. Fielding
g MNMEFEEZEMA, M2 HTTP Hhi3 (1.0 iR 1.1 fRD M EZw i # . Apache IR 5528 S AF (1)
YE& 22— Apache & SME TEFE. ATLL, MMXBIE—4kEK, #ZlgE T ZH
oV, FEENT B A T R R . Fielding K5ith X FLIBE R4 411 () 42 44 J5UIU) 5E 44 49 REST,
B[l Representational State Transfer (1455, HEF A S 2 R ILER A5

ERNBZRERES, RMZHELIRHO L RENRIZ, BRI RMEE LDk, a7l
kB R —EWRM. —BOUARS, RaT LAMEH URL Sk LT UG n) o 1 5% P50 B E
sk, HeanfE AT LLE L PG A& SRR, thal LUE I GIF MUk R, —BOCARRT LLERL
HTML REI, thof LUl JISON. XML SRR M. Viial—/NEIR, 8%/ b 5 RS umd i
MR E, Hih KBIEFARERZEI . HTTP HUE R R AL, Bk, BTG ReR A
TRAFLEIR S5 i o 40 SR P i AR B 1 IR 5o, MBS A T B, X R BT HTTP P
f LR #4E 730, W GET. POST. PUT. DELETE. IX{#i/ Fielding F1#&H 1) REST JsLllfy)
AMKRE B, 54 REST RN, EFRZ A RESTful KU .

RESTful KA ) —ANEAR 2, i HTTP ik xf M () POST. GET. PUT. DELETE J;
2, SRR M CRUD 4k

NEKEFE RESTful XU URL, Wikl 1-10 oK.

12 Roy Thomas Fielding, http://en.wikipedia.org/wiki/Roy_Fielding.
13 Fielding ff) 1 18 3C W http://www.ics.uci.edu/~fielding/pubs/dissertation/top.htm.,
14 CRUD, http://en.wikipedia.org/wiki/Create, read, update and delete.
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POST http://hostname/people  BlEnameyzhangsanpeopleiZF

GET  http://hostname/people/zhangsan iR Blname}yzhangsanHipeopleiZ

PUT  http://hostname /pecple/zhangsan 3g3xname yzhangsanfipeopleiZRE#T |
DELETE http://hostname/people/zhangsan ffllfRnameyzhangsanBipeopleic i

B 1-10 RESTful A 4&# URL

AT T B SEUAN A SR R, 253 % FH SpringMVC 5k SZI RESTful KUK ¥ URL, E#B4MLHS
unr:

@Controller
public class PeopleController ({

@RequestMapping (value="/person", method=RequestMethod.POST)
public String post( Model model) ({
/[ SLALFT VAGK B #7518 4%

return "/result.]jsp";

@RequestMapping (value="/person/{name}", method=RequestMethod.GET)
public String get (@PathVariable ("name") String name, Model model) {
/[ BLAL T VAR BARYE B AR & AR E 4]

return "/result.jsp";

@RequestMapping (value="/person/{name}", method=RequestMethod.DELETE)
public String delete (@PathVariable ("name") String name, Model model) {
/ / SU AL VT AR E M R AT A%

return "/result.jsp";

@RequestMapping (value="/person/{name}", method=RequestMethod. PUT)
public String put (@PathVariable("name") String name, Model model) {
/ /WAL FT VAR R P A8 4

return "/result.jsp";

15 SpringMVC showcase, http://blog.springsource.com/ZO10/07/22/spring-mvc-3-showcase‘.
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St F- Rl — AN TR AR R (K Ab B, BFE— Contoller 1, AN[A] method [iEsK, XN ASE H) /7
EALEE, —ESEASTE URL , WS HREFENEN . f.

FAXI KL, RPC K& URL HEEGE TG, SRS ¥IT k& T sz e g,
[ ISt 500 7 (A% G0 S A AR . 170 RESToul KURS (A< =22 F HTTP Phist i i& LA )LD
BefE 7 AR RPC Pl SHALMMERIERR!, URL BEREMER, MBEEHES, X
W& RAERHEF, (HEMEMLIEREMES, E&RPREIELRS, mAEE 2k
TIRERAE R RS -

Ak, EHE N RIERZE, {F RESTful tLEEIR RPC —Hf R G L& FhigdE,
MR, XATREFFIELYIRVEE IR, WE 1-11 B,

POST argl=hello arg2=123

U‘RL http://hostname/provider/sayhelloservice /2013-07-07-13-22-09.json

B 1-11 RESTful T & L& A3 4F

URL ' hostname KM ZMRSIEHET FIFENL4, provider FKzxv (1) Ak &S $2 4L 77,
sayhelloservice & X W [ ik 458 01 & FK,  json 3 7 I 5 75 %2 MR 45 i 1% (9] 1 5040 4% X
2013-07-07-13-22-09 K7~ (2% P di 7 (7] (RS [R) 8K, argl A1 arg2 ZHCRH] POST J5 AKX H ik
Friio RS I e SR N ) S 5O, A e AR RIS I AT — XS Y, RARSKEiiE SR ¢
Iva sl .

1.2.7 EF HTTP A RPC KL

BT Java [ Serviet #: 0, FATEIL TR T HTTP Pl i) RPC KA 2R . [F) i
BT TCP hil @ E AR, XA, a8 TIRS MR e XSS, IR K0 o
H A iRk SR B T, HEE A 1-12 s

&R ESTIBANMEF, MRS i O 5 SEIARAE R L, AN IX UK BaseService #2441 74
FtR 7772 execute, MAEZ AT A & X sayHello 777k, XA AT LLIRAD> AN B8, BRIK T Java
S 5 R B PE e K

k55 4% 11«

public interface BaseService ({

public Object execute (Map<String,Object> args);
}
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BaseSgervice
Jsonutil Service
< ...................
m— SayHello! '
I s
. o -
iceConsun rw“ """"""" ServiceProvi

B 1-12 4 -F HTTP #L RPC X4 URL #7 RPC %L
Ak 55 SR -

public class SayHelloService implements BaseService({

public Object execute (Map<String, Object> args) {
//request.getParameterMap () RHE K #H array, & FEEE
String[] helloArg = (String[]) args.get("argl");

if ("hello".equals (helloArg[0])) {
return "hello";
lelse(

return "bye bye";

}

6 551 B il o R AR
@Override

protected void doPost (HttpServletRequest req, HttpServletResponse resp)

throws ServletException, IOException {

=
String service = "com.http.sayhello";
String format = "json";

String argl = "hello";
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String url = "http://localhost:8080//testhttprpc/provider.do?"+"service="

+ service + "&format=" + format + "&argl=" + argl;

/ /B F R
HttpClient httpClient = new DefaultHttpClient();
HttpGet httpGet = new HttpGet (url);

L3 &)
HttpResponse response = httpClient.execute (httpGet);

HttpEntity entity = response.getEntity():;
byte[] bytes = EntityUtils. toByteArray(entity);

Il

String jsonresult new String(bytes, "utf8");

(JsonResult)JdsonUtil. jsonToObject (jsonresult,

Il

JsonResult result

JsonResult.class);

resp.getWriter () .write(result.getResult () .toString());
}

AR 5516 9 B R ST BT MRS AR, IR AR, AR T AL S AL

PEFELT T iEl ) URL, 23 HttpClient 1 Fl 52 XA URL, [MR% 5 &% HTTP GET ik, R4
Ui R4 1 SR A% UM N, SRS TsonUtil K7 i 3 1) JSON H [ J7 %11k A JsonResult X %, 2%
¥ 45 Rl i HitpServletResponse i H

Hie 55 b 4 #0 43 S B AR «

@Override

protected void doPost (HttpServletRequest req, HttpServletResponse resp)
throws ServletException, IOException {

WEZS =

String servicename = req.getParameter ("service");

String format = reqg.getParameter ("format");

Map parameters = req.getParameterMap();

BaseService service = serviceMap.get (servicename) ;

Object result = service.execute (parameters);
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/ /AR JSON %R %

JsonResult jsonResult = new JsonResult () ;
jsonResult.setResult (result);
jsonResult.setMessage ("success") ;

jsonResult.setResultCode (200) ;

String json = JsonUtil.getJson(jsonResult);
resp.getWriter () .write(json);

}

MR & el iR &5 v S & E SR, SREUE SR IR S B AR AT B R BIsg X, $BIFHE A
AN RS, SR NSRS e, BEHS RIERIRSH A 15K AR AL,

IZ[A]f¢] ISON Xt % 5€ -

public class JsonResult {

[/ ERKERD

private int resultCode;

/ /AR &P AR A 8

private String message;

/%R

private Object result;
}

IZ[Aff] ISON &% hsg LT 45 b resultCode, FH KRG KT 45 RIFPIRA, 1 message
DI Sk fi e 32 1] (1) resultCode, result Ay iR [Pl ()45 B 4T % .

Servlet [1fiC & :

<\—— BEHEH -—>

<servlet>
<servlet-name>ServiceConsumer</servlet-name>
<servlet—class>com.http.testhttprpc.ServiceConsumer</servlet—class>

</servlet>

<servlet-mapping>
<servlet-name>ServiceConsumer</servlet-name>
<url-pattern>/consumer.do</url-pattern>

</servlet-mapping>

<l-— BERBFT -->

<servlet>

<servlet-name>ServiceProvider</servlet-name>
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<servlet-class>com.http.testhttprpc.ServiceProvider</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>ServiceProvider</servlet-name>
<url-pattern>/provider.do</url-pattern>

</servlet-mapping>

ARG E T T MRS T RS IR A E U B4R, LSO N HIE SR A EER . Gl
CLEBRST, HTTP G KPHH R BN [ 4 HI2 4

B2 T RPC XU#% (¥ URL, AISCHTEREIR RESTHul X% ) URL, A% T SpringMVC thfig
TR AEHERNFAERBREZMVTHAFTED O AL, HERSFIREM, it URL
58S, JSON 8 XML KP4 5 ROFFIfb#RfE, AT EHRITHRANEE, EREE
PSRRI ThEE, EFFRANRBEREEZ KGN LA S5 EH. EEMERKSHHLZMS
HER, —BEIIAARARMELREE T w8, AR S e 3t i ), $ 2zl 5| AHERE
BT 4 I 1]

AT SCFT & XA IR 458 0 BaseService 5 5E81 SayHelloService, AR %5 1H 9 3 18 4 < g K hS
LU

@ResponseBody

@RequestMapping (value="/consumer", method=RequestMethod.GET)

public JsonResult consume () throws ClientProtocolException, IOException{

/1 5%
String service = "sayhelloservice";
String format = "json";

String argl = "hello";

SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss") ;
Date now = new Date();

String nowStr = dateFormat.format (now) ;

String url = "http://localhost:8080//testrestfulrpc/provider/" + service +

"/" + nowStr + "." + format ;

/ /4R K
HttpClient httpClient = new DefaultHttpClient () ;
HttpPost httpPost = new HttpPost (url);
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List <NameValuePair> params = new ArrayList<NameValuePair>();
params.add (new BasicNameValuePair ("argl", argl));

httpPost.setEntity(new UrlEncodedFormEntity (params, HTTP.UTF 8));

/ /¥R
HttpResponse response = httpClient.execute (httpPost);

HttpEntity entity = response.getEntity():;
byte[] bytes = EntityUtils.toByteArray(entity);

String jsonresult = new String(bytes, "utf8");

JsonResult jsonResult = (JsonResult)JsonUtil. jsonToObject (jsonresult,

JsonResult.class);

return jsonResult;
}

SpringMVC J#i i @RequestMapping i1 fi#f 5k SE 3L URL A1 515, ReqeustMethod GET 1|
R 7 N %52 HTTP GET 53K, 13K URL Bf5 1) json YR5E T i K ¥R [A126 84 JSON #% 3,
F L8y xml, W2 tHARR () XML, (1T RESTful A% URL FEXRERRTE, Bik—#n 2
FOR AL POST Jy sCHEAT A4, Bt RIS, B3 JsonUtil A 3L444 0 JsonResult X{ %, M
@ResponseBody VEf# 7 £ 44 jsonResult X % EHZITFI4k i K URL Ja 4835 i i Lt -

25 SR o R AN F

@InitBinder
public void initBinder (WebDataBinder binder) ({

/ /% E B HEEk
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss") ;

dateFormat.setLenient (false) ;
binder.registerCustomEditor (Date.class, new CustomDateEditor (dateFormat,

false) ) ;
}

@ResponseBody
@RequestMapping (value="/provider/{servicename}/{timestamp}", method=Reque

stMethod. POST)
public JsonResult provide (HttpServletRequest request, HttpServletResponse
response, @PathVariable ("servicename") String servicename, @PathVariable

("timestamp") Date timestamp) {
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Map parameters = request.getParameterMap()
BaseService service = serviceMap.get (servicename) ;

Object result = service.execute (parameters);

/ /%% JSON %R 4

JsonResult jsonResult = new JsonResult();
jsonResult.setResult (result) ;
jsonResult.setMessage ("success") ;

jsonResult.setResultCode (200) ;

return jsonResult;

}
initBinder /7% EZ Mo T H WIS S HOAg #e A He e il B, KRBT URL € i

timestamp 2%, [fl@RequestMapping 7% & X T 15K URL W, URL "1 {07 servicename
Al timestamp P§/NZ4, H AL POST 153K URL %M (1)1 3K J5 402 json i A& xml, XN
PAFTA Rt A% X 38T servicename $REIAHN MRS, M request AT POST i =Kid k1t
ZH, (BB RE M execute k. HATSERRSE, HF EAL E @ResponseBody 71 fi#, Spring fE
ZR2H jsonResult X G4 it Ko B A% U

4> SpringMVC fic & :

<!-- FAX e k%2, d6eController, @Service, @Configuration ¥ -->

<context:component-scan base-package="com.http.testrestfulrpc" />

<!-- /B Spring MVC @Controller #X, -->

<mvc:annotation-driven />

<bean id="contentNegotiatingViewResolver"
class="org.springframework.web. servlet.view.ContentNegotiatingViewResolver">
< -- EERAYRAHGBTARAL K -->

<property name="defaultContentType" value="application/xml" />

<!-- ¥Rk L E mnimeType #9We4t, B /user.json => application/json -->
<property name="mediaTypes'">
<map>
<entry key="html" value="text/html'" />

<entry key="json" value="application/json" />
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<entry key="xml" value="application/xml" />
</map>

</property>

<property name="defaultViews'">
<list>
<ref bean="mappingJdacksonJsonView" />
<ref bean="marshallingView" />
</list>
</property>

</bean>

<l-- H#t g -->
<bean id="jaxb2ZMarshaller" class="org.springframework.oxm.jaxb.Jaxb2Marshaller">
<property name="classesToBeBound">
<array>
<value>com.http.testrestfulrpc.JsonResult</value>
</array>
</property>

</bean>

<!-- Hrh A JSON #44% -->

<bean id="mappingJacksonJsonView"
class="org.springframework.web.servlet.view.json.MappingJdacksonJsonView">
<property name="prefixJson" value="false" />

</bean>

<!-- & A XML %4 -->
<pean id="marshallingView"
class="org.springframework.web.servlet.view.xml.MarshallingView">
<constructor-arg ref="jaxb2Marshaller" />
</bean>
Spring fit # 11140 & 1 JF ki @Controller Vi S A 4% 2 (R (0 REBLRE SX L it BT
E S R 5 TE A T AR 0%, R A FL BT LB, (2
AP AL T BT TR R, (o) B0 S5 9 /0 R 5, RS ik B IR R S
LIRSS 4545 BRIAE T, 30 T 46 S A KR TR e ket I T
T HTTP Prst it 241, M54 T HTTP Dhistits RPC fEWBARL Ty (e el 1 67 SR
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#Han C#. PHP. C/C++. Java Z[RIIAHE A . JF H, 1 Web &8 KT8 FimiE R 1) & 1,
— R BB T B RIERAE 5B HIEIKZaTT, Wi TEI A . AT RS
H % A A B R SEt, TS TER A A .

13 ERSSHVEBEBMAEIIE

1.3.1 RRSUBET

AR B R Tk 5B RE MR ms, FESEAAER A NKER
%, RIEBETE L, FEFHINH, FRRBNLSTF RN IR A plo A, pradi i 2 e 8 724
MM dK. AFEDLFHEAFS R, BRI RS, SRR IRRE TS A HEK &
M, BRESEKR, XFigittFR A SOA (Service-Oriented Architecture).

SOA ZEtyrh, MRSHEFF MRS LR, EARZIRS T HRBERHARS L sIR, R
JARS R, W 1-13 s,

[T~ — ™1

| RBIE :
:>5enum1~+—— F—— ===
[ —

B 1-13 MRH%dhrE&EH
XS T PO R IR A R, AR N A5 i 2 GRS S AR R, i RBbkn, X 7T
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R KBS i b o O B0 J5 i R 55 4% SR HRE PR AR 25568 B A St ik A S, E 0 AR N 1 93K
P SRR, R G RS BT U ), XA AR IR S S B, W 1-14 PR

remote_ip

round_robin

weight_random

| |
' |
' |
I random I
' |
' |
' |
|

A1-14 BREFHAEHAHTEH

R 5 (RSN, T LR il 1y 20K IR 45 b ARG B S AE AR R, B S
i 2 A A e I 25 B R 57 A0 0 R, 4 T LS o A 1 BB A 67 RIS T 8 46 o FS 4%, iR
HI LVS 8 Nginx 2550k 15 %8, S HOGRC B, SRR R iR 25 1 o A £ 3 50 g i, 4l 1-15
Frace TS HLaS Som dE nT i A, RIS A RE I 252

consumer request

serverl server2 server3

>

—— —— — — — — — — — — — — — — ——— —

B 1-15 ARSI R

WA AR Z R I, e PV A A BRI K, BT 1-16 Pz 1R 2
T A BRI IR 25 S (AL A 6, ol e o JF HL, MOt PR S AR
VAN A = |

W e s A0 ] LVS . Naginx S 4F Iy 47 i b R 8 Br i asg, o i it 16 o A0 L1 ™ s
LI 45 T 2 0 B B IR S B WL, AR 1T AT I 55 A R



32

| REDHIMISZAIRIT 550K

consumer request

R

. |
service1 service?
2L AEIE

serverl  server2  server3 serverl server2  server3

B 1-16 %MRE5%dh i HHERMH

Behy, FTE RS ATE MAZKIURS(E BT, SRS BE R 55 44 FRA1H W 4 il
S WINRER, M2 ARSACE 0o W 1-17 iR, ARSIRMEE R 00, KL IR 55
AR, RS s b M B AR S RCE PO, MRS5SV ol i o Al 4% W A v LR AR 13 A R 9 il 45
LS5, B AN A B EEE, EI T — SRS HIT R . LRSS EPLEE
2y, FHRNRIHLES 75 22 AE 8 ) At M IR &5 B & b O SRS BR, R AnAH R IR 5 o &, A
HR 55 78 B AT W RE R A A Bl S KA IRSS TR AE AR . fERXANIRES S RS o Uy
FESR— R IR 5 I R E AW RS ICE DL, AREHEWRIE BRFRIAM, &m0
FEAT AR AF I AR 55 L FU AT R, 1T AS 75 B RS 14 K 3 R 455G 3 25 3R BURH 1 1 R
FHuhkFFR, HEIRSMHNEFRAGZE (WA LLEE TE) . XF e O urgiiifsk 72
SR 50 4 BT 3 B0 PR RO () R, 9 LR OKURE T IR &S e &b T g

BT ZooKeeper HIHF AFIIEFF AN i, FRATTREIE UL T 55 I b 8B )i g A 45 28 1R (1
2. M. G WL RN zab B, MRS ACE [ QA OREF B U ZooKeeper A 1
FARFPEA leader EZEHLH], REORBEFA] /7 (EHDREATY 2. WL ZooKeeper K SH R 55 2 AT
s Hles LS TR, §ATE, ARPELF, HIGH OS5 M RE S 7 v 2 ji 1T 1
BB L% B SR B B MR e, A Y G S S SR A2 & ZooKeeper b SRR 37 1) R
FHEA R, HADMARAE A AFHI AT . JE T ZooKeeper XI55 B0 B PO (048 &l i 1 55 45
RAVEMNH, MAEATHIR
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i ]

| RSBEEDI |

: ZooKeeper :

| ,

| ZooKeeper :

SRS | e | SEMARSS

e ]
- T |
| RSO |
| |

RPCIZAZIE A I :

|

[ | !
| |
| |
| |
| |

A 1-17 T ZooKeeper #9535 b1 fi 3534 7 2 4

1.3.2 HiFB¥EEE

T T 5006 2530 9l AN 5 L o SRR B IR 45 0 M ik 90 i B UL o p - £ KAl
RPC . ffike, W T RIS G 0I5, AR T AR5, G PEIN Ut
AR B SRR AR 2, L SR SRR A ik BENLIA. BRI
WAV ALK IS . AL . R, AR LIRS O R TR TR

1. %138 (Round Robin) %

W WA 7 5 B, A SR AL T 5 M2 U i 55 L, e Y w15
Gl IRTAN Fe IR 55 i 2 o (L ORI 214 i (1) AR 4 0 28

X B A A serverWeightMap (1) Map A5 bt oK 26 IR 4% e RISCTE sy, DAt
SRS ST VA S, o BE T LR AL S T AT TR 22 A 1, EAb HA% F A,
AL s IR T

serverWeightMap = new HashMap<String, Integer> ()

serverWeightMap.put ("192.168.1.100", 1);

serverWeightMap.put ("192.168.1.101", 1);

/B EH 4

serverWeightMap.put ("192.168.1.102", 4);
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serverWeightMap.

serverWeightMap.

//AEH 3

serverWeightMap.
serverWeightMap.

//REA 2

serverWeightMap.
serverWeightMap.
serverWeightMap.

serverWeightMap.

put ("192.
put ("192.
put ("192.
put ("192.
put ("192.
put ("192.
put ("192.
put ("192.

168.
168.

168.
168.

168.
168.
168.
168.

=

.103", 1);
.104", 1);

.105", 3);
.106", 1);

1.107", 2);
1
1
1

108", 1);

109", 1);
.110", 1);

Hooh P Hhlik 192.168.1.102 FIALE A 4, 192.168.1.105 FIRLE A 3, 192.168.1.107 (IR E R 2.
Wit iz b7, SEERIE LR R BT .

/ /518

public static String testRoundRobin () {

[/ E#HAE—AN map, EREAG TRSEFE LEATEFHA LA

Map<String, Integer> serverMap = new HashMap<String,Integer>();

serverMap.putAll (serverWeightMap) ;

//BAF 1P ik 1ist
Set<String> keySet =

ArrayList<String> keyList

keyList.addAll (keySet) ;

String server = null;

synchronized (pos) {

serverMap. keySet () ;

new ArrayList<String>();

if (pos >= keySet.size()) {

pos = 0;

}

server =

pos ++;

}

keyList.get (pos) ;

return server;

}

T serverWeightMap ¥y ibhil 51 REAN&M), BENTREATHLAS L4k, PR E SN, W
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b, O 7S Al RER BRI R [l B, anECAH AR, T TR N R S B serverMap, SEH
AR E BRI B AR, BRI S N AR, XHETRSSIATREE, S LG
serverWeightMap W& S0 Tok R4S serverMap, WEiRiH, X —HEFRS SR fEd,
itk g5 as sl FERIRSS 48, MBI RE AR ITIE RN . B LA AT A, oM AR A T4
S A LN, BRSSP KA T RE VT o) BIANAFAE R kE . DRI, FEARSS W Bl HO S B s %
ez, I HBHA TN AL, tanE Rk — ki

AT AL E AR & pos, A T IRIERSS 28 IE BN, 7FBELEZRMER N H ik
synchronized £, 15 7 [/ — I 2| A —MLFEREB B X pos HIMH, 75124 pos B I KIELL,
T JCTEORAUE IR 55 25 B BRI, 25 7] g 5 30 keyList 20487

AWM RIS I H TR T, A BMENE KR 40 5, (B4 P Re Aot 24 25K
. AT pos R EES T, FFESIANEELFIEMBL synchronized, ¥4 F X
WA I R R AEH B TR

2. BE#l (Random) %

Bk RGTRENLER L, AR S i AR S5 A 8 R 1 R MESRBEALE I o — B BTV . R
G AT LA AN, B R A R, HSL iR R R R TP A R B — B R
Medsds, ot 2E AR .

BEAIL ST R 8 o R SR A ARG -

/ /AL

public static String testRandom() {

/) A E—/ map, #EBIY TFRS S LA TFEFHGFLANM
Map<String, Integer> serverMap = new HashMap<String, Integer>();

serverMap.putAll (serverWeightMap) ;

//BAF TP sk 1ist
Set<String> keySet = serverMap.keySet();
ArrayList<String> keyList = new ArrayList<String>();

keyList.addAll (keySet) ;

Il

Random random new Random () ;

random.nextInt (keyList.size());

int randomPos

String server keyList.get (randomPos) ;

return server;
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AR, BRAVEEML, AT EAETEEHILR I KRS, FERK serverWeightMap & il F
serverMap H. it Random ] nextInt J5v%, HXETE 0~keyList.size()X [ [F]—NFEHLE, MM
MARS 23 FIR P REHIRI R — & RS as b, #HATREl. ETBESEHER, FH s,
FENLE R R BERIE TR EER AR . Fikt, RESHE— e BT EMH — e rkaet
Y Fe R A ?

3. IRibtErG# (Hash) 5%

YR L RS A i AR IR 7w U 1) ) TP Hbchb AR, 8 eGSR BSOS B AN EUE, i
BUEX RSB FIR AR/ PDHEATHRIZEH, [RMESREREV MRS ST 5. RABAE
AT B, [F— 1P kR P, 4EmARS SR FIRAZR, RS RIE 5
J& v AR 55 28 AT V7 i) .

TR RS 7 SR S IR AR A e B AR A

public static String testConsumerHash (String remoteip) {

//E#HAE—A map, #LBEAH TRSFE LE&FTRFHYF AR
Map<String, Integer> serverMap = new HashMap<String, Integer>();
serverMap.putAll (serverWeightMap) ;

//BAF TP #uit 1ist

Set<String> keySet = serverMap.keySet();
ArrayList<String> keyList = new ArrayList<String>();
keyList.addAll (keySet) ;

int hashCode = remoteip.hashCode () ;
int serverListSize = keyList.size();

int serverPos = hashCode % serverListSize;

return keylist.get (serverPos);

}

il 2 H % AH% 7 3 remoteip 40, HUS TR AEL, XFIRS 88 ¥R M AN, 45 3
{8212 FH O IR 55 28 72 IR 25 88 5 R P IR R 5 M o SV RAE T AR5 i TP Mo hiboks S sy &5
R — &Rk, HEGmRSAREFIRA T OISR AT LA RSS9 2% & IR 54 (it &
Z 8 ST A AR A session 231

4. i (Weight Round Robin) 3%

ANTR] PR S i 6 45 4 1T e ML 2% 6 G B 21 8T R 4010 SO AN M), RS B U R )t A
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M. fARCE S MABIRKIYLASIE EmfRE, A ELHER, MRIEE. fEE
HIpLEs, WL H o FBRIIAE, R RGENE, MBI RERIF A EIX — ) B, R
SR H A% FEASEE 73 i 2] ) 3 o

DAL WS SEDLR) 7 S B AR

/ [ Aot 48
public static String testWeightRoundRobin () {

[/ EHAE—A map, BEEAGTRS B LEATEFHAFLEA
Map<String, Integer> serverMap = new HashMap<String, Integer>();

serverMap.putAll (serverWeightMap) ;

//BAF IP Husk 1ist
Set<String> keySet = serverMap.keySet();

Iterator<String> it = keySet.iterator();

List<String> serverList = new ArrayList<String>();

while (it.hasNext ()) {
String server = it.next();
Integer weight = serverMap.get (server);
for(int i = 0; i < weight; i ++){

serverList.add (server) ;

String server = null;

synchronized (pos) {
if (pos >= serverList.size()) {

pos = 0;
}
server = serverList.get (pos);
pos ++;

return server;
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5#WEERM, RRERIURS bk 2 AT 17— BACE T A4S, RAERCE R
/N, g Hh ik EE 5T MG 0 B R 55 s bk SR b, BB, %R 55 A8 RERE PRSI SR AR R .

5. hniBEHL (Weight Random) 5%
S iR AL, DA BE AL AR S v R 55 A8 AN [F] (P B A0 i o, BC B AN RN AL
B, NFAKZE, ERRAERMYERRS 250, 1mAET .

ANALBEHL LA #8734 AG -

/ [ Ao AL KA
public static String testWeightRandom() {

}

[/ E#OE— AN map, BELEAG TRESELEPF TR FHGFALRMA
Map<String, Integer> serverMap = new HashMap<String, Integer>();
serverMap.putAll (serverWeightMap) ;

//BAF 1P 3k 1ist
Set<String> keySet = serverMap.keySet();
Iterator<String> it = keySet.iterator():

List<String> serverList = new ArrayList<String>();

while (it .hasNext ()) {
String server = it.next();
Integer weight = serverMap.get (server);
for(int i = 0; i < weight; i ++){

serverList.add (server) ;

}

Il

Random random new Random () ;

int randomPos random.nextInt (serverList.size());

String server = serverList.get (randomPos) ;

return server;

AT THIHATT 9 S0 JEOR SEBUIR 2518 9 4 1 SR IR E R 2 ity 3RAT A i b O e 1,
LA Je i (K 2 63 IR 95 481 10 3l A s s KR R e W IR A5 28 G RT3, (HAE, s o 1
ot ? fESERRTFBCH, TSR UCEU 3 i 20 AR AR SR AR 8 B0 2 JRAT )0 500N 2 Ml R4 X
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N MWEVESC R, USRS 2SI AR R sk, ARGk &k ik
e, Bit, TR LA SRS T Bk $E, S/ NERBUAE R T 5.

6. &/)\EHEH (Least Connections) 3£

BONEFREE R RTERERE, BT EmRS ISR EARME, 3FFiERNATEA R
12, EE SR GRS 4 MarfERE I, G EH MR EEEE O — &R
% an R AL B YT K, AT B LR 55 v AR 25 2y IR RCR, B A H R B — S HL8s .
T NER B LRSS 2 IE AR AN, ot S IE hmB, A TEAN, BS
BEE HATSEI

1.3.3 ZhESECE N

(4] 5 1) HEWEAE AT LE I i 2 TC i 2 TR TR, T IFRERG, — o B
Frg H P RR ok, 59— i AR T g SRS, BERER TR, SRS RAEM,
IX AT T SR A R R R i SRR B R, SRR Sh AR E AU A 5 R SE L .

T Groovy HIAIE 5 it 1 4w 1 B Java ) class 71709, IZ1T1E Java BEHUNL L, HAEW
([RUFHBER Java HHATAC T, PIHGX BT Groovy S, FIFHEIAEE, SRScol 2381 i)
MIZh B E

SWIUES~F ) 1k ASEL KT

GroovyClassLoader groovyClassLoad = new GroovyClassLoader (Thread.

currentThread() .getContextClassLoader()) ;

Class<?> groovyClass = groovyClassLoad.parseClass (sourceCode) ;

GroovyObject groovyObject = (GroovyObject) groovyClass.newlInstance();

String server = (String) groovyObject.invokeMethod ("execute", serverWeightMap) ;

B 4 groovyClassLoad, k44 Groovy (] class IN# %] Java EAIHL (JVMD A 47
Yo, AN 1%L TVM N AFR) Perm X, LUEAE X S8 2 g 858 classload $kFi% class.
groovyClassLoad i % LL i Java ) classload 14 2%, [Htix oK b F 30K NS
Thread.currentThread().getContextClassLoader()f% A it 22 . 48 fii il i groovyClassLoad [f] parseClass
Jiik, HE T sourceCode JiT /511 Groovy FUINsE U £ 77+ . itiid newlnstance ViRl
it/ GroovyObiject, ¥§i % 84512 KAk ik J:, WRIGINAT T 1 execute J5 k. T A MAAT i
¥ IR %5 5 de b ik bt IR %5 45 server iR [,

S L9235 > Groovy 11 class, ) LUK LG 1 —BOUA, fic 7 HH K fr i i SC
Pl s S S L 4816 ZooKeeper () watcher ML, Ff HLRC L AE: ZooKeeper Ik 55
by S FIASTE e W B B ] AR 2B R -
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F Groovy SEILHI AL
class DynamicRule {
def execute (serverListMap) {
def serverMap =[:];

serverMap.putAll (serverListMap) ;

//BA4F IP ik 1ist

def keySet = serverMap.keySet():

def keyList = new ArrayList<String>();
keyList.addAll (keySet) ;

def random = new Random() ;

def randomPos = random.nextInt (keyList.size());

String server = keyList.get (randomPos) ;

return server;

}

WIS ZhAS AL E B EEMN, B AR RS TR TR AMAIER T, Ralaefrey
ARG SRS FNRT R, A2 A 55 A 2 (8] ) 0 JE - 437 i b 2% 75 oKk 75 28 1 Ty
BN, RS TS AN F Groovy A, 78 TREPECELFENAT, A7 EIHATH
NARKS E . WRET ZooKeeper [ watch HLHISRSEIN, 2 ERA T N A T /S #iAg i 5¢ ik
F )4

1.3.4 ZooKeeper NBSNIEEE

ZooKeeper'® /& Hadoop FHI— N FIRH, B3 AR X R LM AT SE PR R 4,
RAEM DI RRAFERELREY . BFWRES. 2MFP. AR5, ZooKeeper & AT LS # & 11,
FERf )Mt Zab (Zookeeper Atomic Broadcast) PHSCRARFEEIE M3t M E kK% 1
Paxos T I EFI AT, ZPMLEFEH N BL: leader election T B A1 Atomic broadcas iy Bt .
Bk 25 H— A leader, HAMPIHLASNFR N follower, FTA IS8 AE #EMEAE 1% 4Y leader, 10
ik broadcas K T 7 11 587 15 UF follower. 24 leader jij {5tk # leader K 2: K £ %41 follower I,
BEHOFIEASH — B leader, ikFTH IR ASERME ] — N EFIPIRE . 4 leader PEEXSH
k, HRZHIRGHETHT N leader FPRAFIN )G, leader election I FERRLEH T, H5uE A

16 ZooKeeper [ iR 1 /44 W, http://zookeeper.apache.org/doc/trunk/zookeeperOver.html ..
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Atomic broadcas [JIIFE. Atomic broadcas [f]2 leader F1 follower 2 [8] 1= B, {FiF leader A1
follower M ARG A . ZooKeeper FERE )4

& 1-18 Fizs.

Client‘l client | [client | [client | [ client | [client] [client| [Client

A 1-18 ZooKeeper &84 #"

ZooKeeper MIFZOHSERML—MERIAISCIF R YL, $RAL—LE7] A HRAEM — L N A iR
({91, znode HIHEIT Y watch), JF HAEREH)EE X EF L BRERESFI A 5. Zookeeper B
(EILFE R T RA RS & RG2S, R 2 5 8 1 AN S3E 0 77 ROAF7E, R BEREAH T A EN
 H5e AL .«

% FA$ ] Linux (& 4T/ Ubuntu™ 3K 58 i ZooKeeper iz T H 15 {144 2, ZooKeeper 7] LLIZEAT
(e RE RS, X T4 2T E sk, X Ca e e, BT AN 45
WA RS (44 8. 1 T ZooKeeper 3T Java JF &M, Kitk, %M i%{RiE Linux 4 Java
IZATHIHAEE, 5T Linux F Java FEIIE R, W EHAMXFECARE T, HAeHAHNH.

(1) #EANmsr Hat, 1 wget 2 MWE M K4 ZooKeeper.

sudo wget http://mirror.bjtu.edu.cn/apache/ZooKeeper/ZooKeeper-3.3.6/

ZooKeeper-3.3.6.tar.gz

longlong@ubuntu: /usrs sudo wget http://mirror.bjtu.edu.cn/apache/zookeeper/zookeeper-3

--2013-07-16 19:19:30-- http://mirror.bjtu.edu.cn/a e/20 per/zookeeper-3.3.6/20

Resolving mirror.bjtu.edu.cn... 60.247.46.2 8:

Connecting to mirror.bjtu.edu.cn|60.247.4

HTTP request sent, awaiting response... 2

Length: 11833706 (11M) [application/octet-stream]
Saving to: "zookeeper-3.3.6.tar.qz’

2013-07-16 19:19:50 (599 KB/s) - zookeeper-3.3.6.tar.gz’ saved [11833706/11833706]

(2) )i F#% [0 ZooKeeper-3.3.6.tar.gz 11, ifir % Ha ZooKeeper-3.3.6 4 ZooKeeper, it
% F2431Y) ZooKeeper-3.3.6.tar.gz 1.

17 P&}y K http://zookeeper.apache.org/doc/trunk/images/zkservice.jpg.
18 Ubuntu, http://www.ubuntu.com.
19 A BRI 4% 40 W http://zookeeper.apache.org/doc/trunk/zookeeperOver.html.
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sudo tar -xf ZooKeeper-3.3.6.tar.gz
sudo mv ZooKeeper-3.3.6 ZooKeeper

sudo rm -f ZooKeeper-3.3.6.tar.gz

(3) BRRAEMHEZE, 7E profile LM &G H 75 H ZooKeeper H) &4k,

sudo vim /etc/profile,

# ZooKeeper BLE

export ZOOKEEPER_ INSTALL=/usr/ZooKeeper
export PATH=$PATH:$ZOOKEEPER_INSTALL/bin

(4) 6% ZooKeeper HIFC & 14

cd ZooKeeper/conf

cp zoo_sample.cfg zoo.cfg

(5) $UT vim zoo.cfg, KHECE B SR LT T A,

A%

tickTime=2000 #ZooKeeper JR% Z upkitia, £424 ms

initLimit=10 ##&FR&AEH leader 947 441LETiE]

syncLimit=5 #leader 5 follower SRR KX EZEE, " mA8id syncLimit*tickTime,
leader A% follwer 5e4f, MIRF BRI A PMIL follwer

clientPort=2181 #30D

dataDir=/tmp/ZooKeeper/data ##iEH %

dataLogDir=/tmp/ZooKeeper/log #HB .EHBX

(6) BUEACE + HIM H %

cd /tmp

mkdir ZooKeeper
cd ZooKeeper
mkdir log
mkdir data

(7) JA3) ZooKeeper-

cd /usr/ZooKeeper/bin
./zkServer.sh start
longlong@ubuntu: /usr/zookeeper/binsg . /zkServer.sh start

r/zookeeper/bin/../conf/zoo.cfqg

Starting zookeeper ... STARTED

(8) WLAMETH] ZooKeeper [ 77 )% /iy 1. H zkCli.sh K & F ZooKeeper (K945 U L L
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[zk: localhost:2181(CONNECTED) 1] help
ZooKeeper -server host:port cmd args
connect host:port
get path [watch]
1s path [watch]
set path data [version]
delquota [-n|-b] path
quit
printwatches on|off
create [-s] [-e] path data acl
stat path [watch]
close '
1s2 path [watch]
history
listquota path
setAcl path acl
getAcl path
sync path
redo cmdno
addauth scheme auth
delete path [version]
setquota -n|-b val path

(9) &F “/” FHIPT A

Ls [/

[zk: Llocalhost:2181(CONNECTED) 2] ls /
[chenkangxianl, root, zookeeper, rootq]

1.3.5 ZooKeeper API & B &/t

ZooKeeper F2HL T ANZ K 4 23 [ B, i n] LOA R EHtE — /DR RE )
ARG ERREA Y SR znode, znode [ T A G eG4 S H o Kt 2 Ah, IERERSIAE T
W, YA RO R, BE L R AR, JET watcher ML, SR AN
(P03 SN s 1T e ARSI %) i o

Boe, SEBIfL A ZooKeeper X%, 1R =AS%. url Jj ZooKeeper k5545 bl .
sessionTimeOut 42> i I IN 1], ZooKeeper (#1431 N IN [) f) 1 B hy % i e i o, {HLAE
ZooKeeper [fJ Server i 23 47 P /> fil & , minSessionTimeout A maxSessionTimeout ,
minSessionTimeout [FI{{ 2L IA 4 2 15 tickTime, maxSessionTimeout [KI{EERIA K 20 f# tickTime,
WA #5 Ay ms. tickTime th I 45 5t 16— ANC T I0T, & Server PA) 47 thil st 1) 32 46 (1) fe /N IS 1) B
U 5% ) 4 K TF) sessionTimeout 2 1:f minSessionTimeout~maxSessionTimeout 1X Ntz [Hl, Server
2> (1411 minSessionTimeout %, maxSessionTimeout f Jy sessionTimeout, $8 Jii hiX 4~ Client Hr il

A~ session AT i A B8O BRI watcher. 01 143 7 boolean watch 13y ik 1% 7\ true,
DR D watcher 75 E R T e I watcher, WAL false, WIASVEMHMEf watcher, 1XH
21 HoE s

ZooKeeper zooKeeper = new ZOoKe@p@r(Url,SGSSiOﬂTlmQOUL,null);
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1. BB R
it ZooKeeper f] API H38 —A™ znode 15 i, WREMAIERN, TEHEETABE (Ut
fb A froot) BEMFIEIE CGXEFEEMRZ “root data” EXNFRFH). ViABR (InRARRL
BB, WFE % A 1ds.OPEN_ACL_UNSAFE), LA BN AT s8R, 1 28k 1-1 fros.
% 1-1 ZooKeeper 5 S ayZER

T aRR B B
CreateMode . PERSISTENT FEAT f, Z AR P b R e AN MIBR
CreateMode. EPHEMERAL N9 i, 25T R A 2 i T A% 4 S I B
AT A, ZWAERE PR TEASMER, &
de.
CreateMode.PERSISTENT SEQUENTIAL A3 T W — A M
IGAEHT A, % AR m SR E MR, JPE
CreateMode. EPHEMERAL SEQUENTIAL
reaeMode SEQ FESL4 T M A

BN Bl
//8) & /root F .85, RO SHKIE A "root data", HRIIRA I, FAAANTAIFE,

/1 RV ERER A AT A
zooKeeper.create ("/root", "root data".getBytes(), Ids. OPEN ACL UNSAFE,

CreateMode. PERSISTENT) ;

2. MBRTIA

AAFRANT A, BHERXDMT R LRERCLRBT, 1 delete 777 7T LUK Z T siMiER .
MR i 75 B2 48 5 11 IR A S version, WIRIREA-1, WILEHTHMIRA, ZooKeeper 2 HiHK
MRS B9 RORRCAS R 5 MR 55 2% _EIRRCA — B, R — Sl 7 %

il =N TR

zooKeeper.delete ("/root",-1);

3. REMEMHAAE

R CH W AP RAEEIE, ATLLE ZooKeeper [ setData J77%, K5 (517 3115 o4
£, thATELIEE ZooKeeper [ getData 77 RIKEUZ T s RAF KB, — A znode i £ fit 6 {4
7 1 MB I8 .

BB FIREUYT 55 B 7~

//&E/root W EMEIE, MAFTH-1, WwRERRIADZG T E, 2MbF5F

zooKeeper.setData ("/root", "hello".getBytes(), -1);

/ /B4 /root F EMIE, A stat
Stat stat = new Stat();
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byte[] data = zooKeeper.getData("/root", false, stat);

setData J7 A E /root 15 K1 EHE 4 “hello”, getData 7772 HU15 root 7 ki {547 15 B4,
false /R AERIERIA watcher, =S¥k Stat, FRTAMRE, B—MEHBSE, ¥
R[ENZT A SRR ERE R

4. RMFHR

ZooKeeper SZHFECA R AURARINTAT A, FIREMRSEH create 77, {BERT AU
fFLE, A 5%,

B 75 sl

zooKeeper.create ("/root", "root data".getBytes(), Ids.OPEN ACL UNSAFE,

CreateMode. PERSISTENT) ;
zooKeeper.create ("/root/child", "child data".getBytes(), Ids.OPEN ACL

UNSAFE, CreateMode.PERSISTENT) ;

5. MM RERFE
HIAT RGN, BE SFEE DT ANBR TN AN, B FEANMRLTH &
il fk’ /'E 1 ﬁZE

Stat stat = zooKeeper.exists("/root/childl", false);
if (stat == null) {

System.out.println ("¥.ERHFAL");
lelse(

System.out.println("¥ .&&44E");

}
F| Wi /root/childl 15 A2 BAFLE, WIR SAAAE, IR[FIAY stat A4 null, 5 0WIR[F] null.

6. watcher A2l
R HRE R EE, it watcher ML, ATLALEZE A AN, watcher i ESLIR
org.apache.ZooKeeper.Watcher % [1. 5 JT (KRB 3 BAL F WK 1-2 Frosiy LA Ol
*1-2 PHEROKSER

TEARTSEW m B
EventType.NodeDeleted TV 4 A
EventType.NodeChildrenChanged 16 40V AR YT A
EventType.NodeCreated A1) 1 R
EventType.NodeDataChanged 1 Y B




46 | REDHIMISEHIT S50

watcher [)5EHL /<451 -

public class ZKWatcher implements Watcher ({

@Override

public void process (WatchedEvent event) {

if (event.getType () == EventType.NodeDeleted) {

System.out.println("node delete");

if (event.getType () == EventType.NodeChildrenChanged) {
System.out.println("node NodeChildrenChanged");

if (event.getType () == EventType.NodeCreated) {

System.out.println("node NodeCreated");

if (event.getType () == EventType.NodeDataChanged) {
System.out.println("node NodeDataChanged") ;

}

T EF RN Z, ZooKeeper ) watcher f&— XML, a2k, MIXIEAHSREZLIFHT
ZJ5, T BB M watcher, X — fAR1E AIUIE o X ANEF Pt 4 45 76 AL 38 S 4F R0 F 87 i | watcher
1X B I 8] e AR T BRSO K TvE A

AP BB T EE—F, ZooKeeper F i A4 FHIPIF R 74

\

*  org.apache.ZooKeeper.KeeperException.ConnectionLossException, 7 /7 ¥ 5 H i — &
k55 %% socket VERE LSRR, &K
*  org.apache.ZooKeeper.KeeperException.SessionExpiredException, & )™ ¥ii [{] session 145
It sessionTimeout, A AT AT (] #4f .
ConnectionLossException S AJ LLIE S FUEUEAT ALY, %) i S AR M1 4h 1 ZooKeeper I
PRI IIR B, ANzl — MRS H 1 o, TR B A, RS 33T SR W S &
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SessionExpiredException 5 AN GEIM I FALEAT AR v, 75 BN FH EHT BN R & P i
(new Zookeeper()), X T ) watcher #1 EPHEMERAL 5 /5 #5552 24

1.3.6 zkClient B9{E A

FEAE P2 I i 25 i 1] session expire XK, T EAER W K EGITERERE, T
@7 session. FL#EEAEH ZooKeeper (1] API K SEHL, A g4 LLAMIHT . XAy ZooKeeper [f) watcher
e IRPERT, WRZEHE T wather SEIL R AN /AT AL, 75 MBI 1) — Lo, LLSLIN AR watcher
KA FOFEM, KX PEIT B R FF AT 8. JF H, ZooKeeper ) API 210+, 7 s
ERIN A 2t byte B2, a0 AR ELAEORAE XA ST R, 75 B0 5 S o —RE IR AY, b
U T EHATAH G P A TAE . XA ZooKeeper [¥15 — 77 % F i T H AU zkClient,
AT LA LA G Hiff ke A ]

zkClient fi# ¥k T watcher B X PEA M ], ¥4 znode W4T H e XA 715 RARIL. 2
P tl . R SRS R AR =25, 1 zkClient 4t —¥% watcher ] WatchedEvent #1334 F =
Fpt i rh 224028, watcher $0AT o FUB AR (I [RIB, 73 AR DY) watcher. zkClient 78 &4
session expire 57 I 2> H 1 8 B 1) ZooKeeper SLFI AT EiE . 244K, XI5 KT A 1) watcher
FI' EPHEMERAL 7 fi#0K K%, AT BAFE zkClient & XHERSRAS L4 N 1zkStateListener
'LIf7 1) handleNewSession /7 75 EATAHR (K403 . [RIF, zkClient &4k T ZkSerializer #% -,
ol AT I AR TSI AH G B4, a6 T znode A 74k -

zkClient” & GitHub™ ()T H, %45 Apache 2.0 License, T GitHub &M T
zkClient [P, 15 P A 7 B, e JL UG AD AL 2 vl (A IY) jar SO Rt BR W R

(1) M GitHub b F 8 TRE P4 CAS o
git clone https://github.com/sgroschupf/zkclient.git

D:\tmp> git clone https://github.con/sgroschupf/zkclient .git

Cloning into ’
remote: Coun

27>, done.
1239 d(delta 357>
.53 MiB | 28.048 KiB/s, done.

(2) 1 Eclipse "B it 4> zkclient [¥) Java LF#, Wik 1-19 fros.
(3) 4% zkclient Fl =% R sre Al lib 994~ s $ A Eclipse, W&l 1-20 Jfi.

20 zkClient, https://github.com/sgroschupf/zkclient.
21 GitHub, https://github.com.
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4 323 zkclient

4 3B src
> B orglOltec.zkclient
> # org.I0ltec.zkclient.exception
> 8 orglOltec.zkclient.serialize
> #3 org.lOltec.zkclient.util
8 lib

> mh JRE System Library [JavaSE-1.6]

4 @) Referenced Libraries
b [ commons-io-1.4jar

b @4 hamcrest-core-1.1jar

4 3 zkclient b (e junit-4.7jar
b g8 src b (g logdj-1.2.14jar
2 lib b g mockito-core-1.8.0.jar
> =i JRE System Library [JavaSE-1.6] b (@4 objenesis-1.0,jar
> @} Referenced Libraries b s zookeeper-3.3.1jar
H1-19 #HE4 B 1-20 ¥ A Eclipse

(4) it Eclipse ) Export I F H jar XM, @1l 1-21 Fior,
Wewot 0

Select

Export resources into a JAR file ¢

Select an export destination:

'type filter text

.0 JAR file |
&) Javadoc
s Runnable JAR file

A 1-21 F & jar <
FEAF R zkClient Z B, 75 Z5ELHIIL—A zkClient 5, $5E ZooKeeper k5528 (11l %)
%, zkClient X ZooKeeper [IFEAS AP 7 —Ldsf 3, o 2 sk 5 hn i vil -

ZkClient zkClient = new ZkClient (serverlList);

VA % A
zkClient.createPersistent (PATH) ;
VAL 55 o (K2

zkClient.create (PATH + "/child", "child znode",
/1 BAFF¥ 5

List<String> children = zkClient.getChildren (PATH) ;

CreateMode . EPHEMERAL) ;
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[/ RAFTF R EAK

int childCount = zkClient.countChildren (PATH) ;

[/ FE T ST B

zkClient.exists (PATH) ;

/| BNEIE

zkClient.writeData (PATH + "/child", "hello everyone");
a3 S B E-E

Object obj = zkClient.readData (PATH + "/child");

/ /R E,

zkClient.delete (PATH + "/child");

zkClient ¥ ZooKeeper [f] watcher #/l. il e b —FEE INA 5 BRI T, I XX R
A LURFFIY, o — kR . a2t 4 watcher 585, zkClient 2 B3I 38— 4
[A] ) watcher. 19 p5 7 =FRRAFTENTE], —HKRFIWRMEN, —REHEMNEL, TF K
R A .

T 19 rUR SRR 7R AR -

//3TAF T S 6T AL
zkClient.subscribeChildChanges (PATH, new IZkChildListener () {

@Override
public void handleChildChange (String parentPath,
List<String> currentChilds) throws Exception ({

b))
VT 1) A B A2 A 1R s A -

/ /3T A2 4% ) T AL
zkClient.subscribeDataChanges (PATH, new IZkDataListener () {

@Override
public void handleDataChange (String dataPath, Object data)

throws Exception {

@Override

public void handleDataDeleted (String dataPath) throws Exception {
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})
V1 RO ORI 22 A L - ARG -
/ /TR #EAER S T

zkClient.subscribeStateChanges (new IZkStateListener () {

@Override
public void handleStateChanged (KeeperState state) throws Exception {

}

@Override

public void handleNewSession () throws Exception {

}
1)

K session expire 5 & AT EIER, BT 5K T I watcher Al EPHEMERAL 7 /4 #0
B2, W] LLYE handleNewSession 75 % HidE 47 AH N () 2048 Ab 11

1.3.7 HHEMAFIHERHEM

Bk SSHAKE L, RIS, 6 AL A8 RO ok B K, e A Tk 7 4
PRSS Rtk )M EAE B, A BORBEIRAE . B, [ — A8 1 £ 35 B s &% sk 11 Lvs.
Nginx ¢4 77 SRBEATHE AN U B BT AL, & 1-22 Bk, SRt ) Bt R ah e 2,
B 55 i e B S BT I 55 A E L, AL R BT IR 45 40K R ke SR SR UM L s T ) 3
BHHE, HH— GRS “stand by”, BEREMAGRIAGE, (0% T UM 8 & 00 5 oA,
W A2 TS .

—BJR%545 ZooKeeper HBEMT T IERE, W AUEEANAEAE 7 WLV MV 9 watcher, IR
51K 9 BB 30— I A) 3R A IR S5 it HLaS 5 B AR . RIFH 3L znode (K95 R watcher B,
K FAE A B AT WFIIRIUIR %515 S ABCE fots, 48— 45 IR 55 44 FRORI L X I 0 IR 45 B %) 45 .,
PATI eI T 55 I R B o IR 95 S KPR CEER L FERL DL . ZooKeeper Sl M]iliid Zab
PSC MR S5 C AR SRS R RE B 1T ZooKeeper A B ZRAM ML AL leader L 2ASHLEI, it (p It
15 (AT 25
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consumer request

= mm' %@ﬁ&sﬁm:ﬁﬁ? ,,m |
WA TEHRE e

-
:service1 :
| B |
—l— — — — :
I
[
[
[
I

A

|
|
| serverl  server2  server3
|
|

A 1-22 4/ LVS & # Nginx #5184

ZooKeeper LI fERLHIT rip A&l 1-23 o, IRSS1RHLETE R B, 5 HER AL AR % 2K
g5 s ik, DAY R aQE M B SS BC & oLy, RS 9l 8 Jd 0 ik 55 1 B PP O R 3R A 75 221
FR R 55 2 FRT 20 R ROBLES IR 3T e Sl B T A 4 0 SR T Sk, eI — B IR 4%
BT . MRS EHLEE TR, BT znode JEFFAT mUREYE, AHRZAIHLAS AT LLBh At
MG 55 P o0 BUR RS B, - fuk A AR 557 2 # 1) watchero 7EIXANERES, RS0 2 E KA TESR
R RS R MRS E L, AR ARG E BRI A, 5 E
P AR D28 A7 (¥ IR 5 1k B A5 I8 T A 752 A 17 5K 380 b 45 P o 25 R AT 2 9 i
%Mk g2%, EHEIWS Mtk 5| RA AR (HLAs L T8, BEAT R MR RS H H T
JFHIAR R watcher JEAT R4S Mtk A BB A5 . X R IC RO Sk, AT IR S5 1 B 1E IR 55
{5 BATAE R, JUP AR E 0, R T 27 S B 4% T U R IR ) L
JFH R KB T MR 55 Be & P i K T

A 1-23 MR 4fie kP st
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B 1-23 PRSI E S0 S =B S, B b —E AR A, FRREIRS A
Wi el LA WBIFTE RS, RS AR R 2 RS A AR 5528 b hik, AR 550 2
HEE R EEZREFR L — bbb R R R SRR S SRR R 2
ZooKeeper [IFFATT i, HHAE persistent 17 i1, 1M1 R SSHEAEE O HBNEST AT, WIRAAEFE AT £,
52 ephemeral i, —BERFB/EVEE T, 1RBmbiz ik,

L8R, BRFHEL K, RS ZEFKBARRS 0B aRnt, $5E AN O RAEREE 2 i
RATHE, ¥R, sSUERRERSAHE, ERGSHTE. MR ZRENA UL TFE 7 #
AR ARSI M TT, EFHFEFEMRS AWML e, LU T ARG PRAE, JELAUAE R IR S
AR TEIEKE. Fit, RFEHEHRENEBRFEY Ashtbinisik, DI7ELERR iRt
SERIE

XTECE 1-23, B 1-24 90T — )2, FRFRT KR, GRS EA PR s, 1)
consumer F provider. XRSIHBE BN, BIFEMRZACE OB, 7EIFTAABIBTE % 1)
consumer 71 /. FEEHINE VLA bhE, W 1-24 fioR. X6, HFHEE G BRI AT X
Ak 25 /) consumer 1 g 15 kL, (EREDETE ML ANIE B — RSB RLENLASVH 2R T -

A 1-24 .4 consumer # IR 5B F P& W S A
HT ZooKeeper FT 5L ik 5518 9 1 SRENIR 45 32 A3 Hhu bk 371 3R (K038 o0 SC s AR R o

String serviceName = "service-B";
String zkServerList = "192.168.136.130:2181";
String SERVICE PATH = "/configcenter/"+serviceName; //MR % &34 42

ZkClient zkClient = new ZkClient (zkServerList);

boolean serviceExists = zkClient.exists (SERVICE PATH) ;
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if (serviceExists) {//IREHF4E, B a5 &
serverList = zkClient.getChildren (SERVICE PATH) ;
}else{

throw new RuntimeException ("service not exist!");

/) EMFA L

zkClient.subscribeChildChanges (SERVICE PATH, new IZkChildListener () {
@Override
public void handleChildChange (String parentPath,

List<String> currentChilds) throws Exception {

serverList = currentChilds;

)i

X BARHD 1 5B E B —A zkClient X5, FIWIIRS BT HR T CEEM, MRERATE
MHZ AT 8, MR R B XRS, 4kifiddH RuntimeException. 47 SRAF7ENR 4544 PR B K9 A3
M ER A b B A £ 5 IR S5 AR A ML 75 . SRR B IR ST IR AL B bk FURR R, (AT LR
JE AT FTHE R M A s Sk, BB — A IRS AR, RREERA. IR asbkyR AT
CIVBEAFAEAR M, RA ik s R AW, A FEEHERZIR, URMMNEITH. FHit,
T EAE MRS SRS R 5 B, VM4 1ZKChildListener MiW7d%, —EAMRFES L4, T4
S F ML, BT SO T 2 ZooKeeper i 4, 430 T SN M ER N B AR . (324K
AT A BT B R4 EhE . G IZK ChildListener ] handleChildChange J7 A& ##0AT, 1Ei%
J7 i B LT YT s AR T R, A S 4T serverListo

IR 45434 9] ZooK eeper HEBEVI MR 55 11054 X BARAY

String serverList = "192.168.136.130:2181";

String PATH = "/configcenter";//#¥ £3%1%

7ZkClient zkClient = new ZkClient (serverList);

boolean rootExists = zkClient.exists (PATH);

if (!rootExists) {

zkClient.createPersistent (PATH) ;

}

boolean serviceExists = zkClient.exists (PATH + "/" + serviceName);

if (!serviceExists) {

zkClient.createPersistent (PATH + "/" + SerViceName);//ﬁ']g;”&%iﬁﬁ



54 | KEHHIMISIRGIZIT55LHK

/) EMEAIRS S, TAET SNOHELREFAT SHRE

InetAddress addr = InetAddress.getLocalHost();

String ip = addr.getHostAddress () .toString();//KIFAM IP

/RIS ATRS BT L

zkClient.createEphemeral (PATH + "/" + serviceName + "/" + ip);

MRS IRUEF LR BT, 1 56 HIWT & 75 77 7E/configeenter AR 1 A1, A RAAFAE MG, 134 W7
AT AFE AT IR AR N9 i, WRANFAE, GIEMN ARG A AR . o, 3R1G 200
PLASHY IP Haudik, 7EARSS A FRIT s T G HHE Y 53

HMH ZooKeeper A7 zkCli.sh /N T H., FATREN i R M F PR 55 SRt & Pr &1 1917 5

zk: localhost:2181(CONNECTED) 2] 1s /configcenter
service-B, service-A]

[
[
[zk: localhost:2181(CONNECTED) 3] ls /configcenter/service-B
[192.168.142.1]

it ZooKeeper KEEHURF BNAEM . Moy Lk 5 FELAIshARSN, A @E, FErEL.
LG Ao 45 1) B8 it e 2 WA FH S 38380 8 1 46 P i SR F1 B U R [ . U P A B ST
I ARS5E 9 # A 4% ZooKeeper b IRHUEOHT IR &l 513, FoAh B (s F At 2 A7 B AT, 1X
FEIRBH B E RS E BRALZERN, JLPFAKEECE DO, G RKECEE 0L .

1.4 HTTP IR/

BEE B ) BN WIS, 1548 PC AP AEZETFAL. PAD S HAL A it o L A I ] ke A
4T 457 Android. i0S. Windows Phone %% ) & i/ R4 T & KR EAEH,  [H-—3K W,
JUFMRPIIhGE, NH] B HRE AN AFERFE (Android. i0S. Windows Phone. PC Web) JT
RAFRRA ] APP.

P ZENLERE, SHKMEKMTRERE TREMh L, M HRE e e
W, FE—BHMOC, g MEEIBEER W, H P ER AR R, RHE— 2.2 kTRl
AW Bk, FET RAEAREE 0B R OT G =7 B Asv), fE
=7 Re s P A X LR 0 F P SR AL S IR S5, BAR FH P AR SR,
LRI RS B1EA R, TR RMEARER . X R TRAT R BCE & . il 1-25 ik,
XM R E Sk Google X & # T Google+f] APT. 4R, XHI Bl iy ), fide 4 14 %
AU PR ISV 428G B, R TR R A ) B AAIEER 0 G801t 548 & o) B
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8+  signinwith Google oy @

Simple, secure Interactive posts Over-the-air installs Integrated Hangouts
authentication

Halp your users prompt friznds e Let web usersinstantly download and Build collaborative Hangout Apps
orsin yourapp from nstall your app tc their Android that bring people together in new

gevice

Learn more

r;q L |I q 1
=) : il

| J
Profile & social graph Lasting re-engagement  Engagement analytics Google+ plugins
access
0. 1% App activiiies can help you re-engage Tune your performance with stats on Add plugins to your site to grow your
grnscuors from orcles and protile users when i7s relevantin the future downloads, signed-in users, and their sudience, on and off Google+
garn more Learr maore Learn more

B 1-25 Google+st - & & 3 #) API*

MIRRITIfE, MRS, EARKTEE T, BaBLERTERNIFR, o LML A A
WA 1) SOA K ZR, TE A IR B AR I, BE T ALIERE 1, FRARTT R RS YE I BAS o
it T2 i APP. 85 =75 ISV [N I # 250E 1 28 JE 0 4% Sk e %5 7 i >R, %5 58 % HTTP P
WAL B 1S B R MBI S, FEIE K S8, R[UH. cookie. head %%, SMFAENS
S LA EAE BT, AT S 2 AR U 37 SRR R U TR 3R, PRt TR S M, BB R
GRS L AT AL ML S, AL R N k248, Rk, DA
AR AR R, SRR B R L 4.

I (gateway) [RFEFI(E Y Bk T . W&l 1-26 iR, gateway #ZUCOMSF! APP
() HTTP i, SEmoMI BUR 5 A il . ksl J, MR AR S 249K, FUIRSSAC
O AN (I 25 44 R 8, T I R 25 SR (g k) 2, 30 o AT 4 281 ) 9K
B, LB R R I K i B R B 4 U o RS R AR T AR A
(2%, Y IERIIRN, 1 gateway $50C WS, K R R4 HH 465 % ) 9t AP

22 Google+ API iy [ b il ) https:/developers.google.com/+.
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A 126 ATREAHELERM

— 7L gateway RERSIRIGFHIER LA, TEBETEKEGHE JERAGERBE )5 ik 5%
MZATHATEBMIE IS, TR FRA X e A HAHCH W8, ABREIE RS
MANH, WARNFR. 55— H, gateway il IR 5542 FRIEAT RS B A0 a3 i B, i
BARKF & 2Z B G Rt B AR 528, BKT FFRAE4ERA .

HE 1-26 TATATLAGHN, IRFHRAE A B IMEMARS K, FEit, X TAMEHK APP
Fit, BB gateway HEAT RS 8% B LA BB K MFE K, gateway REENMMEHIZ LTS, —H
gateway K&, FrEKBERINT APP # ik M. JFH, BTFHRAERIEKIIAEE gateway
BT ZERRAE KRR, HREREAN EmERMEZ M, M, HRExHEZ K. K
b, ERITZY], AFEZBIRGREM RIZMEZMNL, UK gateway BT R,
LAEZE R B BIMR PR 2 A, eSS P 7 (1T R A &

B 1-27 FiosigR—Fp ORISR T 5, — SRR R AL S BE, RRlieah
APP [ HTTP #3K, ZifiE “/KAL” EEEARAN, MBS ALAS BT 2. WX
AT AT PY & BB, T 500 SR REREAT S . S ¥ & Z It A7 Lok R T,
—HHAP—(EYL, BB NRE RO, AR SRR PRSP
KPR 55 o
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RN
R © qEsm

A 1-27 gateway 89 R H)
KT RAM A R TGN, RIS, AT



Fo=

AR RGEMIZHE
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—ARA, Bt KRR B XEZANH G, EEAT AR SN IIHEL%, KMNFIL L
R AS RN ZAERZH, BT @AN B H XD ERRE TR E% ZooKeeper,
FAVAT ZFARMIGT TR M A shiksh, BOEPARXERA L%, HANEME. 27X 0N E
A, REFNF, AR CDN 2%, AN ELA,. BRADNERAT, TALEAZH TSN
Bkt A AR, BETHAA. 2 XX 4%, BEKERA%, Bisd4%, HEBELEF,

THRAEHEIERNTESGHARRET, REHBEENOES, RS ZGEWALRERFLE
ot BREWE, GIRRAQHABEN, BENAERELSAAEARE—ANELR, AR, £
HFEZ A —EEG, RRBIFRSZAG AERE, FHREIEEGES,

A G X Z A B3R, MySQL 1245 T 2469 ACID 424F, I HFFSHEBEEE . B XY
£ BB where i2a) 5, s BIETEHEILFT AL, BT LG NEE, iR, £,
HF . oaFHRAE, PRI, RBFHE, FanBEd, HkER, 122, T
B2 PR H AT P LA BT RIEN TR, BT ARENE R, RERAFREEL
£ ARHBEERAZBR A, BHT RGO HAMN, FABFRAGRIAEEEREANEL
e A ABRFAEEEIVEP, RATER A AR T E—NoSQL, E5ELHXER
HEEFRRAEMNET, EREM SQLEAE9EET REKMIE, EA key—value T XEAT
S, RET 25T NMEREeL, St LS A @ATY &, AthEZHE, AT
AN b it R, BT AEN LR &0,

Ent X A%, KetEA M@ —Fa X, [ET 572088, HETARK
BAEDT) P, ABBRERE, §THLREERELR T FHNLIE R, HE
TR EIRT A% EmNABEE, BIT oA K R0 EescE, 47 A %mk5% 2 Hbn
G P, RAER BB, B AG THAEAR, 54 XH BTGB AH L, RIS
b, GREEFBNIES, B RENZ GRS

FHAO LN EEG X EZAETRA—ANEFELHAE, CRAEGHINPFTLEIS
k. EMERGE L, MRHEE like A FIKTRM, ABME,AXTRT, BT
F R A F, FAEN NoSQL 448 %, FHAFIT S R ABERFATL R E MO FIM,

AT E LN B AR Ao T AL

. oA R YA memcache #9415 JA By A X R, 6,46 Hash JEk 09 e

o E LW A KRG I R I %, LA MySQL # 4A X 47 & . HBase & API AALA

. Redis #9120 %,
o dodTHE A A KK B £ Y ActiveMQ R MK £ S W AR A R, VARIEAT AR ) 693845
o BHAAM LN FLESH X AG P HIER, G ] iy L AR Lucene i
1R A48, VBT Lucene #9FF R A% % 31 % T 1 Solr 694

s
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21 DHINEF

FERIKAET, KEME. SR EdEE, MENCHEESAFERANE— 1R
o MIBEREE PE M IR D AR R RGN IR E P I BER B 1E, — IRER S AE SR 2 wirin—J=
%, MTHRGYSSHKAFENARENAR, HFHMRREEHAMES, MR
HREPA R SFES 0, N AFRBGERBRRIRSE, A AES T o mEs.

AT VEG B4 A5 REAF M AL E memcache, UL R REFHIN H . AR
K135l T43 43X session.

2.1.1 memcache & B 23k

memcache' & danga.com fI— N H, ERE-HKIFENEMENAGRAENREFRY,
BERY Livelournal $2 AR 41, J& SR i il skt £ i KB sk B SR, 76 7 A o 2>
XTEE BERI T 0], SRS LR UG R R, R AR EE ) SR .

M THEAFHREEIER S EEIREE S, memcache i key-value 247 il A1 1) £ 475
TENAF 44 —5K B K¥) HashTable, 75X £ 25 () [a] 24 BEFRK R O (1), fRIE T XH4L
PR E ARV 1) . WAFRY SRS R G BRINT, 4 AR B £ 175 [ RAF A BT (1 3% I, memcache
e LRU (Least Recently Used) 5%, W di ANE U in) BB IR R, DU H 25 (8] SR A7
HrHIEHE . memcache F70f SCIFRIEHRAK L 2 RIEZFEN, B REFFMEHLE], AT LK &
BRSO SR ISR, FHEESARS ST, Marim N EN, AT Lul e
“HHINBERFII, BEAEIERRR A X R .

1. memcache fj%&2t

HF memcache 1§ F T libevent KHFEAT =R M 4R ER AT, R AE % 3% memcache 22 |{T,
e B e %% libevent.

T libevent®, X H FKAMIZ 1.4.14 fiAT) libevent.

wget https://github.com/downloads/libevent/libevent/libevent-1.4.14b-
stable.tar.gz

1 memcache Tii | Hitik 4 http://memcached.org.
2 LiveJournal, http://www.livejournal.com.
3 libevent, http:/libevent.org.



F2E DHIARGEMIRE

61

longlong@ubuntu:~/temp$ wget https://github.com/downloads/libevent/libevent/libe
vent-1.4.14b-stable.tar.gz

--2014-03-19 04:52:41-- https://github.com/downloads/libevent/libevent/libevent
-1.4.14b-stable.tar.gz

Resolving github.com (github.com)... 192.30.252.129

Connecting to github.com (github.com)|192.30.252.129|:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://cloud.github.com/downloads/1libevent/libevent/libevent-1.4.14b-s
table.tar.gz [following]

--2014-03-19 04:52:55-- http://cloud.github.com/downloads/1libevent/libevent/1ib
event-1.4.14b-stable.tar.gz

Resolving cloud.github.com (cloud.github.com)... 205.251.212.145, 205.251.212.82
, 54.230.126.248, 5

Connecting to cloud.github.com (cloud.github.com)|205.251.212.145|:80... connect
ed.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.119:80/1Q2W3E4R5T6Y7U8I900P1Z2X3C4V5B/cloud.github.
com/downloads/1libevent/libevent/libevent-1.4.14b-stable.tar.gz [following]
--2014-03-19 04:53:04-- http://218.108.192.119/1Q2W3E4R5TE6Y7UBIS00P1Z2X3C4V5B/C
loud.github.com/downloads/libevent/libevent/libevent-1.4.14b-stable.tar.gz
Connecting to 218.108.192.119:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 474874 (464K) [application/gzip]

Saving to: "libevent-1.4.14b-stable.tar.gz'

oIk :

tar -xf libevent-1.4.l14b-stable.tar.gz

longlong@ubuntu:~/tempS tar -xf libevent-1.4.14b-stable.tar.gz

AlE . Ywi. %23k libevent:
./configure

onglong@ubuntu:~/temp/libevent-1.4.14b-stable$ ./configure
hecking for a BSD-compatible install... /usr/bin/install -c
hecking whether build environment is sane... yes
hecking for a thread-safe mkdir -p... /bin/mkdir -p
hecking for gawk... no
hecking for mawk... mawk
hecking whether make sets S(MAKE)... yes
hecking build system type... 1686-pc-linux-gnu
hecking host system type... 1686-pc-linux-gnu
checking for gcc... gcc
hecking whether the C compiler works... yes
for C compiler default output file name... a.out

longlong@ubuntu:~/temp/libevent-1.4.14b-stable$ make
echo '/* event-config.h' > event-config.h
' * Generated by autoconf; post-processed by libevent.' >> event-config.h
* Do not edit this file.' »> event-config.h
* po not rely on macros in this file existing in later versions.'>> even
-config.h
echo ' */' >> event-config.h
echo '#ifndef _EVENT_CONFIG_H_' =»> event-config.h
'#define _EVENT_CONFIG_H_' >> event-config.h
-e 's/#define /#define _EVENT_/' \
-e 's/nundef /[#undef _EVENT_/' \ )
-e 's/#ifndef /#ifndef _EVENT_/' < config.h == event-config.h
"#endif" >> event-config.h
all-recursive
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sudo make install

Entering directory " /home/longlong/temp/libevent-1.4.14b-stable’
install in
Entering directory "/home/longlong/temp/libevent-1.4.14b-stable’
: Entering directory "/home/longlong/temp/libevent-1.4.14b-stable’
z "/usr/local/bin” || /bin/mkdir -p "/usr/local/bin"

est -z "Jusr/local/lib" || /bin/mkdir -p "/usr/local/lib"

/bin/bash ./libtool --mode=install /usr/bin/install -c libevent.la libevent
core.la libevent_extra.la '/fusr/local/lib’'

ibtool: install: /usr/bin/install -c .libs/libevent-1.4.50.2.2.0 Jusr/local/lib
/1libevent-1.4.50.2.2.0

ibtool: install: (cd /usr/local/lib && { ln -s -f libevent-1.4.s50.2.2.0 libeve

|[] { rm -f libevent-1.4.s0.2 && ln -s libevent-1.4.s50.2.2.0 libevent
}; D

Libtool: install: (cd /usr/local/lib && { 1n -s -f libevent-1.4.s0.2.2.0 libeve
.so || { rm -f libevent.so && 1n -s libevent-1.4.s50.2.2.0 libevent.so; }; })

% memcache, Ffi#)k:
wget http://www.memcached.org/files/memcached-1.4.17.tar.gz

longlong@ubuntu:~/temp$ wget http://www.memcached.org/files/memcached-1.4.17.tar
.gz

--2014-03-19 05:02:12-- http://www.memcached.org/files/memcached-1.4.17.tar.gz
Resolving www.memcached.org (www.memcached.org)... 69.46.88.68

Connecting to www.memcached.org (www.memcached.org)|69.46.88.68|:80... connected

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.145:80/1Q2W3E4RST6Y7UBI900P1Z2X3C4V5B/www.memcached
.org/files/memcached-1.4.17.tar.gz [following]

--2014-03-19 05:02:24-- http://218.108.192.145/1Q2W3E4R5T6Y7UBI900P1Z2X3C4V5SB/w
ww.memcached.org/files/memcached-1.4.17.tar.gz

Connecting to 218.108.192.145:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 326970 (319K) [application/x-tar]

Saving to: "memcached-1.4.17.tar.gz’

>] 326,970 1.78M/s in 0.2s

2014-03-19 05:02:24 (1.78 MB/s) memcached-1.4.17.tar.qgz"' saved [326970/326970
]

longlong@ubuntu:~/temp$ tar -xf memcached-1.4.17.tar.gz
Lon

ACE . %iiF. %% memcache:

./configure
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build system type... 1686-pc-linux-gnu

host system type... 1686-pc-linux-gnu

target system type... 1686-pc-linux-gnu

for a BSD-compatible install... fusr/bin/install -c
whether build environment is sane... yes

for a thread-safe mkdir -p... /bin/mkdir -p

for gawk... no

for mawk... mawk

whether make sets $(MAKE)... yes

.for gcc... gcc

whether the C compiler works... yes

for C compiler default output file name... a.out
for suffix of executables...

whether we are cross compiling... no

for suffix of object files... o

whether we are using the GNU C compiler... yes
whether gcc accepts -g... yes

longlong@ubuntu:~/temp/memcached-1.4.17$ make
ake all-recursive
ake[1]: Entering directory °/home/longlong/temp/memcached-1.4.17'
aking all in doc
: Entering directory °/home/longlong/temp/memcached-1.4.17/doc

1

: Entering directory " /home/longlong/temp/memcached-1.4.17/doc
: Nothing to be done for “all-am'.
: Leaving directory " /home/longlong/temp/memcached-1.4.17/doc'
: Leaving directory " /home/longlong/temp/memcached-1.4.17/doc'
: Entering directory °/home/longlong/temp/memcached-1.4.17"'
gcc -std=gnu99 -DHAVE_CONFIG_H -I. -DNDEBUG -g -02 -pthread -pthread -Wall -l
error -pedantic -Wmissing-prototypes -Wmissing-declarations -Wredundant-decls -I
T memcached-memcached.o -MD -MP -MF .deps/memcached-nriemcached.Tpo -c -o memcachg
-memcached.o “test -f 'memcached.c' || echo './' memcached.c
mv -f .deps/memcached-memcached.Tpo .deps/memcached-memcached.Po
gcc -std=gnu99 -DHAVE_CONFIG_H -I. -DNDEBUG -g -02 -pthread -pthread -Wall -k
error -pedantic -Wmissing-prototypes -Wmissing-declarations -Wredundant-decls -i
T memcached-hash.o -MD -MP -MF .deps/memcached-hash.Tpo -c -o memcached-hash.o

sudo make install

longlong@ubuntu:~/temp/memcached-1.4.17$ sudo make install
install-recursive
ake[1]: Entering directory °/home/longlong/temp/memcached-1.4.17'
Making install in doc
make[2]: Entering directory °/home/longlong/temp/memcached-1.4.17/doc’
install-am
: Entering directory °/home/longlong/temp/memcached-1.4.17/doc’
: Entering directory ‘/home/longlong/temp/memcached-1.4.17/doc’
ake[4]: Nothing to be done for “install-exec-am'. »
test -z "/usr/local/share/man/mani" || /bin/mkdir -p "Jusr/local/share/man/manl
Jusr/bin/install -c -m 644 memcached.1 '/usr/local/share/man/manl’
: Leaving directory " /home /longlong/temp/memcached-1.4.17/doc’
: Leaving directory * /home/longlong/temp/memcached-1.4.17/doc’
Leaving directory " /home /longlong/temp/memcached-1.4.17/doc’
: Entering directory '/home/longlong/temp/memcached-1.4.17'
: Entering directory ‘/home/longlong/temp/memcached-1.4.17'
"Jusr/local/bin” || /bin/mkdir -p "/usr/local/bin”
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2. B#h53%F memcache

J& zh memcache IR%%:

/usr/local/bin/memcached -d -m 10 -u root -1 192.168.136.135 -p 11211 -c 32
-P /tmp/memcached.pid

SHHE X F

s  -dRTFRBINE AT HE:

e -m¥EESELL memcache N FFEE, #A72 MB, XEIEERZ 10 MB.
e -uf8EIEAT memcache AP, X B F55E /2 root;

o -1fEEIRUT ARG AR 1P Mk

* -p X E memcache WU H)Im 1, XEIFERZE 11211;

o cTRERAKAVRIFEZE, XRKREN 32

e  -P 55 memcache ] pid L RAFHILE -

longlong@ubuntu:~/temp/memcached-1.4.17$ /usr/local/bin/memcached -
ot -1 192.168.136.135 -p 11211 -c 256 -P /tmp/memcached.pid
longlong@ubuntu:~/temp/memcached-1.4.17S$ ps -aux | grep memcached

Warning: bad ps syntax, perhaps a bogus '-'? See http://procps.sf.net/faq.html
longlong 8132 1.0 0.0 47996 816 ? Ss 05:57 0:00 /usr/local/bln/
-d -m 10 -u root -1 192.168.136.135 -p 11211 -c 256 -P /tmp/

2% #] memcache k%5 :

:~/temp/memcached-1.4.17$ kill "cat /tmp/memcached.pid

G __ubuntu:«/temp/memcached-1.4.175 ps -aux | grep memcached
Warning: bad ps syntax, perhaps a bogus '-'? See http://procps.sf.net/faq.html

2.1.2 memcache APl 549#f 3

memcache %5 /' 3 5 i 45 Sl i FEE TCP P2 _E ¥ memcache P SRIEATAS, i
SCREPAITREE AR, X PEANEERE 2 58 SCAAT ARG ML EEE . SORAT B R AR R E S i
) w2 B AR 55 S MRS, T I 5 A4 A 8000 ) = B2 % 7 v AP IR 95 O BOHE P 3 . el TS 4
e BE K B T W T AR 2 7 Ui AR 45 o 2 (8] 3EAT AR AN A6, BRI G A ﬂ ffﬂrﬂiﬁ’??f\i}rx‘v E5Y
A7 B A8 LB A AT BRI, FH LR 55 i AN 75 B0 O AFAR I AR A 728 R 745 1

memcache PSSCREE L W )LD 5 ORIV S AN /RRBCEAR :

4 memcache MW https:/github.com/memcached/memcached/blob/master/doc/protocol.txt.
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o set MEIRRAFINEAFMS S, WREAFNIRS A FFER) key, MR

o add B EIEHE BIRAFRE A, WREAF RS ARAFEFFER) key, I8 54

o replace ¥ EIEF AT RS 25 P AHFI key, Q1 RZAFMRSS B AFAERIFER) key, W
S NIE

o append ¥ EHEIE I B O AFE B )5 1

o prepend K EHE B N O 2 A7 LE 1 KR A T

o cas $RAEXAEER] cas #AE, EOBARIFEATEAE R AT, BEERA PO AEDR;

o get NRATIRS 28 RELE YR ;

o incr ATUFEES AT I E R AR,

o decr XU EAS AT AR AT

o delete K& AF IR 55 a5 LB MHFR o

memcache B /72 [1) Memcached-Java-Client’ T E.f0 2 T % memcache W} Java 3%,
i F e ] LA BB 7 (0 e 5 A7 IR S5 o BE ATl , EIWIaa i 7 an T -

public static void init () {

String[] servers = {
"192.168.136.135:11211"

bi
SockIOPool pool = SockIOPool.getInstance();
pool .setServers (servers) ; / /K ERF&E
pool.setFailover (true);// %48
pool.setInitConn (10);//&E#Mibik4Ed
pool.setMinConn (5) ; / /X B k&4
pool.setMaxConn (25); //&KERK&EHEE
pool.setMaintSleep (30) ;/ /K E# b 447 X A2 64 B AR B 1]
pool.setNagle (false) ; //&X EAFEA Nagle Hik
pool.setSocketTO (3000) ;//&% & socket #yil iR A2 AY B 8]
pool.setAliveCheck (true) ; / /& K4S ki 7 X
pool.setHashingAlg (SockIOPool.CONSISTENT HASH);//#& X Hash Fik
pool.initialize();

}
it SockIOPool, AT 15 B AF IR S a1 — RAUBHL, lid ds bk R

5 Memcached-Java-Client, https://github.com/gwhaIin/Mcmcachcd-Java-Clicnlu



66 | KWHTAPBEN T STFE,
W, VIMOERY . W ERY . WA RIS [u) o QAP Nagle 5175, socket [7)
UL G B ) S A KW . Hash 5510, "57% .
A J1] Memcached-Java-Client (f) APY V24 25 A1 (141 :
MemCachedClient memCachedC]lient new MemCachedClient ();
memCachedCl ient .add ("key", 1);
memCachedClient ,set ("key", 2);

memCachedClient .replace ("key", 3);

Mk add() ) UG A¢, WRZDA IS G AL AV KT (F) key, W0 falses il set(y /s o
KW IARAL DNDAL ISyt s DAL 7 0 KA A LRE 1) key, WA ILPE 49 . replace() Jy 7). 0] L) )1
KA S e D) key (A WA ZDEACIN T GAA AV ILAT (V) key, W[V false.,

191} Memcached-Java-Client (f) API 3 W20 A1 (144]] :

Object value = memCachedClient . get ("key");

Stringl] keys {"keyl","key2"};

Map<String, Object., values memCachedClient .getMulti (keys);

Mk get() ik, wTVLW S d L% key ARSI HA: AL getMulto) ik, el o
YENAL W s AH L A5,

MBACINAT append SIl prepend 4441

memCachedClient . oet ("key-name", "chenkangzian');

memCachedClient .prepend ("key-name", "hello");

memCachedClient .append ("key-name", "!1'");

ML prepend() /s ids WIVIAEAS I key (CARCRNIA D02 ; iilL append() /i ik, W) L))
AIEGE) key (PO

MBACWAINAT cas® et -

MemcachedItem item memCachedClient .gets ("key');

memCachedClient.cas ("key", (Integer)item.getValue() + 1,

ltem.getCasUnique()) ;

ML gets() /i 12464 key AL OAAMILIEIBA Y S, G S 7 Memeacheditem &) % |, 44
Ji AU cas() Sy ik AP AAUNATE . M key AP IR AS Y Yl ik gets LAY (P i A V) Ly
item.getCasUnique()) AT, WK key A (FAIAE Y 2y item.getValue() + 1, 387 o] BLB | )f %
LT N K 1) o) 19

6 memcache (1) CAS {1 )i #4 Java () CAS Ccompare and set) 41, % 1 Java (1) CAS Wl . % 4 @ 2
ransrad.
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G AT B BT I B S e R A
memCachedClient.incr ("key",1);

memCachedClient.decr ("key",1);

{FH incr() 774 0T LG key XF N (R TS £464F, TAERA decr() 77N LLST key Xt M F
(HIFAT R IR AE

memcache A G AR —F 0 MAMEFRLE, EHI AR E BTS2 bk LI
o b 7 R SE B SORARYE AN key KIEAT Hash, 4fEiE N & RAA RS0, ViinlH)
255 2% 1 hash(key) %N, IXFE AT LA A sty (19 15 SR 3 iy M Bl S5F 301 5 o FK) 2 A7 IR 25 2%, A 2-1 B
HIZFEH S S A8, —HEmEEEFARSSEN, RNERHETERENTKR, FEH
BTG 280, KM key BEEH oM. M TEFRRG KN, XTRESEER —HK
e, AT B SO At A RO b 170 5 i B R IR 45 2%, BB R IR S 2R AT, B
SEEEAN AT, ERFTIBR T RSN,

client

client

hash(key)%N

M 2-1 memcache 4£#f % A hash(key)%N #4725 A
141 consistent Hash SL7LAENEAE s B Lo Lad i)l AT A 1997 AERRAERSC
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Consistent hashing and random trees’ P43, ‘B BEBAERB BRI — & EAE RS 28, RATRE/N
AR CAEE ) key BRETCR, BEHR KR key I FFTI .

consistent Hash [f]JR ¥ ZIXFER), EKF Hash BREOEIE T M AR B —AEH, K% Hash
BRI A5 18] 2 0~272-1 (B Hash {82 —> 32 AL TCAF S48 AL ), 3 2 )i [T 41 7 7]
BATHLR, RJE X AHN RS 28 17 i3t 4T Hash, K E A1 21 Hash 38 I, R 4 6% 2%,
4374 nodel node2. node3. node4, EAIE LA E W 2-2 Fizr.
0/ 2%

B 2-2 consistent Hash #9 /&3

BT R AHAHFRN Hash BRE, THEHXI MK key B Hash {HAEM EX NS E . MR
consistent Hash 53%, % MIAK%F 75 7], 4345 7E nodel 5 node2 2 [l key, ‘EATHIV a1k &
# €7 %] node2, T node2 5 noded Z [E] ] key, Vjin)ifsK ¥ & 43 noded, LUK,

B A B S nodeS B INBER T, R B Hash | node2 Fl noded Z i), Ik 2-3 fix.
25K A node2 Fl nodeS Z A/ key, "B A 1H 4 T Hr WS 2 nodeS, Al key frmest
KEPAR KA, EFEEER T KE key FIFHBG

AW, LEMS PR R ARG, ST AER EARE Y. EWEERT,
AT RBEBON, TR ANA, T BCEEE DT R BR, KR key B
WEIR—GMRFAS Lo AT BEAXFEO L, LS SHUR], XA— ANIR 45 8% 1y
KAV Z A Hash {5, —/ Hash {5 #80NIR_E— N UL R, 200 S0 R S,
key MRS 7 AR, HEE T 25 WAL st FF IR 30 B0 2 B R, i e dol gy

7 consistent hash, http://dl.acm.org/citation.cfm?id=258660.,
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RMEBELEZ, AR A, WA key M AT1FAHRT .
0/ 232

Fhlnode5ay
EECHE

B 2-3  H#H EmAnegtE RS

2.1.3 %3k session

TEFG N RS 4%, U0 tomcat. jboss %5, FH & FrsZELN session B Bl K HB /> & 5 T 5
LI A T RE A s ke i, LS mE AL — & RGeS, MmN amsEs,
W SRIE AR RS 28 2 1Bk . T4, el R %5 AR 55 48 Z A1 ¥ session [RIFWE ? 440 st —foE i
¥ o BEAFEAE cookie Y, SRAUEEF A NHABE T session MI#R1E . XA ImIRE, — 77
Ifi cookie 224Vt —H ) Jikifs, 71 cookie £ s (AN e BRI . BEHE R 3 ELIK
WA, AR 245 T L 13 HmRS 5 i) session Fa3K, #1743 K M cookie K iAT session [F] P ]
J5 A e B A . 43 AT K session 1E AR AEIX PP LR NIE T AE K

AT RG] SR s R S, AT LA session $EAMLE] DB th, X KERT LUFAE S AL 2
WA G T, ARG S BT 5 LI, R MR TR S BB K 5. 55— Fh g ek s AR
SE¥G session i (FAHIEETESERE I, W memcache, JXPE AT LIMEIFRS R e, BYEAE, XA
W FIE R Rk T3, JF NS PE% 8, session HERLEA RO, (EHIAF
1Eh, TR AT 9 KN (A7 M, — AP, I GRAF I 22 U
ERT, WEM P ER R

WP 2-4 Fior, i Sk 2 i BML A & 2 5, TT A fr b G IRAT R Web Server, JF

8 W& 7 K5 http://blog.charlee.li/content/images/2008/Jul/memcached-0004-05.png.
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H Web Server thA] e & B4 &M A E IR E Sl 7EXFEL R, session /2 1R M7 SR (8] [7]
A, MBI session LA sessionid 1E 4 key, PRATF 2GR AFHERE, (A G R W 7r
fic, BI{E 2 Web Server &AL, AL HAth Web Server i il sessionid M Cache Server 3k 15

Fo—————

lCache%Ei :

| Cache
|  Server
|

| Cache
Server

It 1~ sessionid (1
consistent hash
————— Cache
Server

Cache
Server

WK 7

B 2-4 X T4%G85% X session BH

X B DL Tomeat 14 Web Server K246, i it — AN #L /) T memcached-session- manager”,
SELAE T memcache {1434 3 session.

memcached-session-manager A& — MU P ] 1) Tomeat session JL 52 fift i )y %, & 4§
Sticky 1=l Non-Sticky #3{. Sticky #53R /R A3 UIE KA 2 WML 3 [ 4 5 5% Web Server,
H i Web Server 5L, 1XFf session I LA /B7E MR- s A, 56 B R Ab 3 5¢ iR [R] 26 39 )5
memcache JIR554%: 129 Web Server ‘E AL, 15K $IL4H Web Server, XM i, Hflh Web
Server AJ LA 53 memcache H P&k K session. XJF Non-Sticky A5 0R 5, it R B e 14 15 3
Web Server JE A, iR, M memcache "' IN#Y session; 415K A 5E N, 5

9 memcached-session-manager, https://code.google.com/p/memcached-session-manager.
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session 75 [A] #| memcache.

EL Non-Sticky A A1, ‘& Z4 Tomceat [(JSCATALINA_ HOME/conf/context.xml 3C{4C
& SessionManager, HAKACE W
<Manager className="de.javakaffee.web.msm.MemcachedBackupSessionManager"
memcachedNodes="n1:192.168.0.100:11211,n2:192.168.0.101:11211"
sticky="false"
sessionBackupAsync="false"
lockingMode="auto"
requestUriIgnorePattern=".*\. (ico|png|gif|jpglcss|js)s$"
transcoderFactoryClass="de.javakaffee.web.msm.serializer.kryo.KryoTranscoderFactory"

/>

. memcachedNodes 5 T memcache [FJ71 5 ; sticky F/n &G KA Sticky #3K;
sessionBackupAsync %7~ & i K H 77 20 7 &) session; lockingMode 718 session HI8 &AL ;
auto F A T LK, session FASHBIE, WREEEANEK, W session SHHE;
requestUrilgnorePattern %75 20 [ url; transcoderFactoryClass F K38 & 5L H =, X B KA
717& Kryo J¥414k, /& memcached-session-manager HEHERE (—Fl 7514k 77 K.

memcached-session-manager {#i T memcached-session-manager-$ { version} jar, 154 1) 2
tomcat6, JIIATT 3 N4 memcached-session-manager-tc6-$ {version} jar, Jf H'&/i&4K#i memcached-

${version} jar #f1T memcache fIVilnl. fE)i5) Tomcat Z i, 7 EZRIXLE jar JAESCATALINA

HOME/ib/H 5% F o WnBHEHIEE =75 #6730, W Kryo, L7 %4t Web LREHGIAMIKIIE =77
L, Kryo J7 A4 BT MM 8 . A0 §5 kryo-${version}-all jar . kryo-serializers-$ {version}.jar Fl

msm-kryo-serializer. ${version} .jar.

2.2 FALGE

BHA R AT R, Wk (I N TGS 5 S IR G 8ok, ANIEM S ERTE3D,
gz Je NG AR BN, T, VEIBSE, X R A A Rk ) N B AT A R K
[ T 2 U i e (P R0 Bt J AT R I B I ol £ i 10 A TG ELAS W7 53 B B
VLI A H 2 89K i U SR, Bk 17 e A AR R FR) v

(25 (6 TOE™R 1k Jy %, 05 LR JEE () B A A e, A2 I I il AT AN S84 ) 2R
Ji % TR INEEYT PC Server (040 A5 4K, 75928 TAEIK 12 B o A2 WA IR, théd
ALK T BLIFIO TERE Sy, JF LT IFS AR (A ], A7 Al s LUSE AR ACH i )

10 1 2675 IBM /NUHL, O 755 oracle B /%, E %oz EMC i {7fifi o
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BHEES RS RNIIRE, UIRERAERIEAIERE. AT 28 BB U WL H) =Fh Hdhs
FERE TR, BIEE S R RUHHRE E MySQL. Google T3 H 1) bigtable #E:& & H FFH LI HBase,
PLR AL & 3 & B 2K R key-value f74if Redis.

VEMFE G I R R EERE, MySQL $2t5 8/ ACID #4E, SR & MEFERR. BKM
FHEAW . where 1BA)%%, REWIERASME I BNES], BUTERANNER. shERE. KA.
HeFP . e SERE, AR RE. RBCEThEE, PR, DI K. X T REZH
HR/NEIRAR PR N B R 3, SR R ABVEE FE I A s R SE B Th e, DA SR MERI H FIME . RIS TN i
RRFARE, ML IR MR SE 2B, (B2, X T FHERNX @I & Vi v HAF6E i 80 3 5ok,
HFHRERIEE, AMEABEREAZRARDEARNIIGE, WXREKER. F5. B2 (d
sER— R A B A B B TR EIRF AT, W ES R, UAGHT et
DR m RGN EMRE, (ERRATEGE T X R BRI R AR K Thie, Witk T RS0
S, HAFERARGRBIMERRBENRIR,

W EJLEF, FRITE —FHRIFMEERTTE, NoSQL. HBase F1 Redis 1F 4 H oy s i
MARER, BB TEAN T ZHMEH, E1M& & EA SR, SEEM R
EEEAHLL, HBase HELFRIH4ERE S, HiE & TR EHIENFHEMLIE, I H HBase REW
%/ Region Server FINNE N, HABEAMGET > HE. {H HBase A5 i L FFI A M4EE A R,
XS REE 242X, U0 group by. order by. join 2%, IXUGEFSEE NS ERZE TR
#ilo XFF Redis Kk, EFAEHFIE/SHFLEES, B SHEESRIRE, MAAHRTHAN
key-value BRI HIEHEE, Redis REBSHR AL 0 & MEPE R RIS Ry, RETE RiE R &k % 75K

2.2.1 MySQL ¥ &

BEE BLHRRAT ML md A R, (645K A it TOE 45 1 F AP v 7 R A AR 8 7, i
RAAE LA 2 Ak R R R 2 BRIk, TRRII AR R OT RIT LR BT X Bk, JFRcA B
JEK X il B i 1 B T

L MySQL i, E1EAFFIRIR R BB R ITE, RSB 2 i FIB I A T R A
Aok AT AR 25 FAR R AN R BIBT B, SRR RIS IR R GE 484, LA X B M 11 175 1) s )
m¥gyEE; I HEWERRRE, FERAIMBE RER AR, £REEHEE )T AL F
PRI, Xt RGBT 2, LAtk k.

1. I FHFH

b 55 B AT 0 1 A T PRABUEAR, AR 2 N AR AR P s A o B2 b 35 AR 4 e,
TR GAAT MRS, R LAY, TR R BRI, I HR S0 PN E th ok
Ko SH BRI E A A BRI o DRI, R0 55 (4 4 A ¥ LAY 66 1) o
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HEORGE, BOEN M, G THE. AP T SFRSILABRAE, ST
ek, B RTREE E X AEJLIKER, 0 news. users. post comment, 1 2-5 7R

news
= 'single DB
post {
comment
EIiva)
- ‘;f."— o -
] i{ S|
‘ |
news ‘ user . I post & I comment 1
- ’J L_ -

—— e —————"

B 2-5 single DB #)3f %

B HIRBTRIE, AN U7 R R, B, AR TR R
25 A A B PSR AT A7 WS AR ) b 2507 B S DR S, 35K R JE A k.
(6%, A5 4 AMFERIRRIRE 7, Zonkg ) E AR SR 7.

W1, MR AR T RA TR, Bk T ITR TR . B
F A, TR R B A A AR KR, SR IFR IR T . B REMIRA
A RGPV, IS T REF /N5 ST R AR 5 3 45 JE IR SR AR, ALK KA
BT IR RCE, FINIRTE T AR

2. SHIKRE

BRI, S E AT R TR, ATREARAR S R I, Bl U ) B AT N,
MG I SEANE JE Sk, T b SR B RE S M, B8 P 0 B AN AN PR G AT R
% o] LUA$ FH MySQL (] replication (527]) SBg KA RGHEATY FE.

S A G S e, TLUHS & MySQL i e i 45 2 i o 5 ) 1 A MySQL
M RS 3 1 % 43 5O P IR S5 5 A A M DB, i N PR ST 977 1) MySQL. 4B
PAERE - E %2, HBRESS U BRI S, BORERE € MySQL RS 28 7 T 22 A 19 S AU
SRS, NI E A R MR Sy, I REA M H I

W 2-6 JT 5, B BUMAR R SE], 7 % TFJ Master JI 45 2830 1) Binary log. i 51



74 | ARBEDHINMIGZIT 55K

i FELPR Eafi Slave M master 3REX binary log, R/ FEAHBR AT HE P K A0#AE-
HTE G F LK, Kk Master 71 Slave Z [A] FI¥HE A Al REAFE IR IS, S H g
PRUE B e 25 10— bk

C£JWMMd

Replay

Relay
og

B 2-6 MySQL # Master &5 Slave Z & 4 3% ) ¥ ¢yt 42"

MySQL HI & H A LA F—4%iE%] (statement level), tHAJLIIET—4%i2F (row level). il
it row level KIS, FTLAARIERPUTH SQL EAIMKEA L FXER, R EidREETH
IR AENAT . B FEATHZ AP, MRS AERKRMHENS, M{EH statement
level W 2 2B RKE SR SQL iEA), /D> T binary log FIHEE, W4T VO kA, HE,
1 T1ik SQL 1ERJTE Slave Uiy th e 8% IE At AT, BEFEICF SQL HUTHI L FXER, U\ﬁﬂl
FrA1ERITE Slave %t AT I e 545 2 7E Master S Ph AT I A9 [R1 45 3

TESEPREIN I 5cH, MySQL ) Master 5 Slave 22 [ ()52 #I48/9 75 AT b X FER, (&
2-7 Fi7Ro

Al AR 5 458 i Master RATHEEE N4, HARAEHEL Binary log [ Slave
SRAE, TN TR R K, WA Slave SACEE, IXH: Slave SR AT LLAM 0 X PE R0 e /),
HHBE. BaBEREE T HiR e AR L —8. —RuE, KEH ﬂiﬂ‘]ﬁﬁﬁ"ﬂfﬁ&f’f@f
PO B SRR T O AR . SRR R K, AT LA B Y Slave REET RA TR,
I, Master-Slave FI4EH) GEM 5 25 Hb ol A2 FIF 1T T B2 30 1) 90 R A0 1 ) ‘éfﬂﬁ‘ﬁzﬁb_\/ﬁqu, e
MIENELE S E KRG 2.

11 & J K ¥ http://hatemysql.com/wp-content/uploads/201 3/04/mysql_replication.png.
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I
| front server front server see
-
write read
—_— = ——n
| |
MySQL Master | MySQL Slave |
I
replication l I
: MySQL Slave |
| |
| MySQL Slave I
| |
| |
I sese l
_____ d

B 2-7 Master-Slaves F_#) 22 #)

Master-Slaves & I HIAE(E— AN ) B, BIFTIR 4 8 s MebiE . 24 Master AL, RGTLIL
N, MERLE R R, BT HET % Master (501, LMEREAT RG4S, LB TH K
FIREREER, Master (EHUS SBUEAN R A LIEE N, 15 Master KR, KA FXER
Ll DR L g T IR A] HE PR R G5 12 1 N RN ), g4 75 a2 K ] Dual-Master 2244,
£f] Master-Master 4244, Wil 2-8 7.

replication | MySQL Master
MySQL Master — ———p (stand by)

<
~
w
Fe)
=
%)
Q
s
-
&
=3
g

— —— — — — — — — ———————

/| 2-8 MySQL Dual-Master % #)
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FiB # Dual Master, SEfr LRt P S MySQL A4S HARK X 4 764 B 2.1 Master, H
YEAXTTTH) Slave, XAEATA]— & k5548 EAIEAEAR T, #a@id MySQL )& HiIAL IR 25 2 5)
—EMRFEE. LR, AREEEARSEL, XFEASFHEM G B4 Master [ MySQL 2 [8]f
B ? MRS, X H T MySQL 7£1id 3% Binary log HER, id 3 T 2480 /Y server-id, server-id
FERNIBCE MySQL EHIN I CL W ELF T. —HA T server-id, MySQL AR % 5 FIWrds 471 1)
BARTEW G MRS4 LRER, MySQL AL il A 2L 81 5% | Binary log, IXHf 5tk
G T AR 4528 18] B0 IR AIE R B 4

R, FA#EHE Dual-Master 22484, FHARN T ik Master GE [FIBT12HE 5 A RS, X
HSFEURZ 8. 2501k, B Master A 55 Master B JL P[RS Bdi b AT 7 %8, x4
Master A [f] 5851 L %F Master B f BT B, 24Xt Master A 1) 5557 i 2445 [7] 20 3] Master B i, ZHi
AR AR R M EIRES, JFHASME TR, M SEEWEA SIS K
Ao FEEFEFRT, BATFE —F Master 15 A, 75 Master {U{Y stand by 5 1 4 52
FEI, X R AT LB R EHE B AR S, B kR A — B R A .

FEIEFRBOT, WMFHATELEY, e NP ERIAT Master 1) (E:

(1) 1211477 Master [T B A$1E.

(2) 7k Master 4T set global read_only=1, [R5 5 MySQL AC & {4 h AN IRCE ,
RN =

(3) £ Master 3147 show Master status, LAic>% Binary log A4 %5 .

(4){# | Master _I-[¥) Binary log 24#5, 7f stand by [¥] Master |- 14T select Master pos_wait().
%1+ stand by Master ] Binary log #{ I Master [{] Binary log.

(5) 7E stand by Master JF 3 5 AR}, % read only=0.
(6) BN HEFIIEE, S AFIHH Master.

fEictn Master BEAMEHL, ACEISFEEMME A, KA IEE Master &5 stand by Master | {1
BHEHA—ERL, T2 Master %4 725 #| stand by Master (] Binary log & %] Master |-
HEAT replay, HZ| stand by Master 552 Master -] Binary log [fl*F, A REBETF NS A &0,
X A R I HE A AT R S BOEE A —3.

3. ARENE

X R 2 FF) CE B O o ) e b, e T R 2 R SR AT RO IR B T TR ML & {24k, 3 1L
B P TR W R e 1 R il o SR Master-Slave 2 iR 30T MySQL 424, WLkt of s 12 114
BEREATY TR, 5 HE 1 5 AN BRVEE SR P 7F Master b, I HLLAS Master $:4%19 Slave th ASi]
RETCPR A1, Slave [H¥HSZH] Master At FIGTARIBREN . PRIk, 5 S o Be 0 25 fie g
ATHE BI04 B, LA i I A ) g o e R A 10 7
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X7 A A E BB & E KRR, AT EEMA 2 b B RKIE R LS,
VUE /D> B E R REZR R E, RSEEENTL, XHEMBRSER. EFRZE, BHE
it SR FRE G B 7 RREG, FFEEE R B N g A B 2 kR T, I EARmMIERKE#.

T EERR ALk, KE SR &2 S5 P B, Eitk, /7 id B&%HSRFER.
FA KB EHHTFES LHP d, XEEAZmER, AWM IR A s /A2 &4
Frp?, Wk 2-9 Bk

multi table

single table

<> puwm

user_id%256

—

B 2-9 user & 4% user id%256 #) Rt iTH &

A —id 3 P W45 BRI 3% order, 1T order RICFKALHOKRE , K HAfF 7 Ak 256
WEP. P ICFARIE user_id%256 HUH X N () R HATIF 64, AT & B0 AR 4 XT B 1)
user_id%256, HFIX AT PAFRERIFIEAT U)o IXPE— 3K, user_id fER N — b AWM
A3 4 £ ph G T 2 O B Ak 4 2 T JEE 3 i AT U ) o

{15 user KMIGAIUNT -

create table order (

order id bigint (20) primary key auto_increment,

user_;d bigint (20),
user nick varchar (50),

auction_id bigint (20),

12 49K, A5 1935 5t T 2 RV JAHOH S0 A AN S i A o
13 ¥RIr G R BR— i 2 0 n KT
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auction_title bigint (20),
price bigint (20),
auction_cat varchar (200),
seller_id bigint (20),
seller nick varchar (50)

)
Masr&LAG, B user id=257, FF H auction id=100, 75 ZEARFE auction id A )% M (1)
ITEER, WX SQL EAJIN T :

select * from order_1 where user_id = 257 and auction id =

Her, order_1 fR#E 257%256 it H G H, RARDRZIGEHE 1 5K order XK.

IR A AR R R PR B K R B WBCE TR RS, (HR2, HTTEAEEEN i
REERE R RIR . XS HFRAIEE ViR, MEHEE Master IR% 88 LA AR SEIEE N
i, ANEWAT R Slave IRS3E, HWAEHEERXT . FEik, BATLHE—Fp B, xR
AT, MWMREBIEEBAG S, XEFIENSE.

53R BEHEARL, 73 PE A AT LUK A @ — AN R B 7 BeBOE i 7 3K, SRk S50 U i) 13847 % e
e 2-10 iR

100;

multi database

single table

user_id%256=0] fuser_id%256=1 |user_id%256=2

DEEREE
user_id%256

=

N—

>

user_id%256=3)

~N—

<>

user_id%256=4

SN—

user_id%256=5

|
|
|
|
|
|
<>,
|
|
|
|
|

B 2-10 MySQL % & R %
EAREZATHIT R, B user id FBIIME R 257, ¥FIRAHIRED R 256 NE, B4 N
27 0T B4 FE B 7 ) i SR A 2058 1 AN (257%256=1).

A7 04 P T O R O v A U 0 9 S ST X U T R 0 A i R, o
B P BV 23 P SR, SUSR R oy e sk, AR RINE™ JR R AR I R AL TR A g, LARAR T e
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KM EmrERE, XeEMEM S ESE.

73 P 3 2 1) A EG I TR A 0 P B N 7 R RIS B A E %, — o) FE 7> R BK B 5K E
.

o hE) A E=user id% (FEHEXGNERNREE);

o E=HURE (h) RN ERRE);

o R=pa) B E%GANENREE.

[FFER ] user id 1E N M FB, B AE user id XFEHE X B NERMBEIE, B3
ANrpie) A SRJEE AR B RR VA EER SR, B, ERBX N, TR
KRN R R U, B B N 2R . 43 B R Rt 2-11 Frizw.

multi database and table

=TT T T T T T T T T T T T T
| f‘.:l/;loor(templltm (f\./ﬂ‘oor(m |
| | ~—— § ——— |
: | temp%1024=0 | temp%1024=0 | |
i — |
single table ' temp%1024=1 . | | | temp%1024=1 | |
3 43 R | | temewi024=2 g  tempwioza=2 | |
temp-user_id%(256x1024) | o ees o L eee S :
N — —
order | — \ | </ ﬂoor(temp/1024)=?;>r r(ﬂ,oor(t:mm l
. b / I [ R |
! ~ . |
| | temp%1024=0 | temp%1024=0 | |
: | temp%1024=1 . temp%1024=1 :
| ’ - temp%1024=2 temp%1024=2 !
l l\ \::—.—/ sese l
' . |
| |

B 2-11 MySQL % &% & K%
{15 V44 5 SR 1) 0 P 1.4 order HRAMIK 256 N, BRANEAL A 1024 AR, IR ARSI T
A (% th ms, AT user id=262145 (i), B bSO FEanF -
o AR HE=262145% (256X 1024) =1;
o JE=E¥ (1/1024) =0;
o %=1%1024=1.
SRR, AT user id=262145 (93T Huic s AFHUAME L, 4 th 2150 0 MRS 1A
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RHPPAT .

HARELSW SRS R ESERZ G, BRTAMRMFRAEE RS T, ERaimxX
—RIIAE. e, EARBRAFES EA S ARES: BT IERED 7 EARKES A
R4, HEUHITERIEKEN, HFEARAEERBFBRNBIEH#ITEN. 2ESIRUE,
MBEFEXNRGEHTH ST A (BEHRREE), WRBEEALE, FEEFHITHEIEIS.

T MySQL 43 FE 5 RIKRE, J5HEIRFM HBase KA S REMS AR 1 3t 2 5 g & B3 (1)
fefit, ReBBLARE AU, BAMER A AL FRMSX, I H HBase iE3X#F %4~ Region Server [
BN, RBEATEMT BREAZNHKBEANGGE . MELEEEVHRAMERIIZEEAKR, §@
AR R R AL S R EDREE G, RETEHITZRREKEN, UREWRK LIRH
FERERE, BRI ERBREMIFERFMNASERN, BEERIIBREN KK,
RS IR Fh— 38 2 BOE e 47 73 B i SR 4 e i

2.2.2 HBase

HBase'* 2 Apache Hadoop T H FHI—ANFIiH, LA Google BigTable™ R &, #itscil
TEAEE. By RM. SHE/ERFIFEEEIEE. ERAFER LR —IKMmEMKE, H
RAF RN S EE, H B Refd i 5] g N RORTM ARG &y &

HBase iZ1T A2 A A3 AR 4 HDFS2 L, F &0l LAZEBEMT () PC Server b 35 2 K M4
SRR . HBase MBIE LR ITAHLR, BIRBITIHN. SESFRXRTE
WEEAFRIKZ, HBase BB T —AMFERFIK, BELATMFREE — M FEFT, Mg
B IT X AT A AR, @il i [ ESR R R, W3R 2-1 Fim.

%21 HBase REEMEEHR

rowkey coluron-aniiy1 column-—family2 column—family3
columni column2 column3 columni column2 columni

keyl

key2

key3

HBase £ il % & BP0/ &, HMaster 1 HRegionServer. %3 0% 438 nm
AW KRG, BERE— M Region, 4/ Region ATLAH (startkey,endkey) KFExR, 11

14 HBase Tl H #ilik 4 https://hbase.apache.org.

15 ¥4 /) Google BigTable #3C, http://research.google.com/archive/bigtable.html.
16 KT HDFS A4, SRR 5.2 5.
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7/ startkey % endkey )X [A]. —4> HRegionServer A] LI # £ 4> Region, Jf-H HMaster
K 157 HRegionServer 1 £ & SR BRIR A . BT Region 7] 4> #f AR 4 HRegionServer
AEH, K, Hag B RRRERS AT LU L SE B R AL HE . HBase EBEATE WA 2-12 iR,

A 2-12 HBase £#2t4 2R

P F

1. HBase &%
F# HBase ff)4c4tl, X FUERE MR AL 0.96'°.
wget http://mirror.bit.edu.cn/apache/hbase/hbase-0.96.1.1/hbase-

0.96.1.1-hadoopl-bin.tar.gz

onglong@ubuntu:~/temp$ wget http://mirror.bit.edu.cn/apache/hbase/hbase-0.96.1.

1/hbase-0.96.1.1-hadoopl-bin.tar.gz
--2014-04-02 05:41:51-- http://mirror.bit.edu.cn/apache/hbase/hbase-0.96.1.1/hb

ase-0.96.1.1-hadoopl-bin.tar.gz
Resolving mirror.bit.edu.cn (mirror.bit.edu.cn)... 219.143.204.117, 2001:da8:20

:2001:250:56ff:feal:22

onnecting to mirror.bit.edu.cn (mirror.bit.edu.cn)|219.143.204,117]:80...
ted.

TTP request sent, awaiting response... 200 OK

Length: 73285670 (70M) [application/octet-stream]

saving to: "hbase-0.96.1.1-hadoopl-bin.tar.gz'

17 VAT A http:/d12.iteye.com/upload/attachment/0073/5412/53dad281-58d4-3f53-8aaf-a09d0c295f05 jpg-
IXlm%dmﬁﬁMﬂpijmMmﬂﬁﬁuﬂiTWWHMmmﬂmwmmMMD@thwMMWMMhmmhMmm
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filp s 22 S A

tar -xf hbase-0.96.1.1-hadoopl-bin.tar.gz

longlong@ubuntu:~/temp$ tar -xf hbase-0.96.1.1-hadoopl-bin.tar.gz

longlong@ubuntu:~/temp$ I

18 o5 B S A
%% {HBASE_HOME}/conf/hbase-env.sh ' ff, & & JAVA_HOME 4 Java )% 3E H K .

export JAVA HOME=/usr/java/

4% {HBASE_HOME}/conf/hbase-site.xml 3, #hntn FACE, H hbase.rootdir HxH

F¥55F HBase MIEIEABALE, XHEIEERZ HDFS L)1, 1] hbase.cluster.distributed M) §
E T REBITHE A ER T

<configuration>
<property>
<name>hbase.cluster.distributed</name>
<value>true</value>

</property>

<property>

<name>hbase.rootdir</name>
<value>hdfs://localhost:9000/hbase</value>
</property>

</configuration>

JA 5) HBase:
s b #{EfE, 56/ 30 Hadoop, F§)53) HBase, #tnl AREATAHN (FRIHR1E T o

longlong@ubuntu: /usr/hbase/bin$ ./start-hbase.sh

longlong@localhost's password:

localhost: starting zookeeper, logging to /usr/hbase/bin/../logs/hbase-longlong-
zookeeper-ubuntu.out

starting master, logging to /usr/hbase/bin/../logs/hbase-longlong-master-ubuntu.
out

longlong@localhost's password:

localhost: starting regionserver, logging to /usr/hbase/bin/../logs/hbase-longlo
ng-regionserver-ubuntu.out

{i i} HBase shell:

./hbase shell
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onglong@ubuntu: /usr/hbase/binS$ ./hbase shell
Base Shell; enter 'help<RETURN>' for list of supported commands.
ype "exi1t<RETURN>" to leave the HBase Shell
ersion 0.96.1.1-hadoopl, rUnknown, Tue Dec 17 11:52:14 PST 2013

base(main):001:0> help

Base Shell, version 0.96.1.1-hadoopl, rUnknown, Tue Dec 17 11:52:14 PST 2013
ype 'help "COMMAND"', (e.g. 'help "get"' -- the quotes are necessary) for help
on a specific command.

ommands are grouped. Type 'help "COMMAND_GROUP"', (e.g. 'help "general"') for h
elp on a command group.

COMMAND GROUPS:
Group name: general
Commands: status, table_help, version, whoami

Group name: ddl

Commands: alter, alter_async, alter_status, create, describe, disable,
all, drop, drop_all, enable, enable_all, exists, get_table, is_disabled,
bled, list, show_filters

Group name: namespace )
Commands: alter_namespace, create_namespace, describe_namespace, drop_namespac
e, list_namespace, list_namespace_tables

't {7 HBase TEHEIN A
status

hbase(main):002:0> status
1 servers, 0 dead, 2.0000 average load

HBase 1AL :
G A2, JHREVIIRI AR, create "RAFK' s FIRKAFK 1's "BUEALFR 2" ooeeee

{111, create 'user’,')phone','info'.

hbase(main):006:0> create 'user', 'phone','info'
® row(s) in 0.5200 seconds

=> Hbase::Table - user

(4 user 42, &M%, )& phone, —MJE info.
YL CAT IR A2, JF AT A2 T iA
list

hbase(main):007:0> list
TABLE

user

1 row(s) in 0.1020 seconds

=> ["user"]

describe ‘&%’

i, describe ‘user’.
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hbase(main):008:0> describe 'user'

DESCRIPTION ENABLED
'user', {NAME => 'info', DATA_BLOCK_ENCODING => 'NO true
NE', BLOOMFILTER => 'ROW', REPLICATION_SCOPE => '0O'

, VERSIONS => '1', COMPRESSION => 'NONE', MIN_VERSI
ONS => '0', TTL => '2147483647', KEEP_DELETED_CELLS
‘false', BLOCKSIZE => '65536', IN_MEMORY => 'fa

lse', BLOCKCACHE => 'true'}, {NAME => 'phone', DATA
_BLOCK_ENCODING => 'NONE', BLOOMFILTER => 'ROW', RE
PLICATION_SCOPE => '0', VERSIONS => '1', COMPRESSIO
N => 'NONE', MIN_VERSIONS => '0', TTL => '214748364
7', KEEP_DELETED_CELLS => 'false', BLOCKSIZE => '65
536', IN_MEMORY => 'false', BLOCKCACHE => 'true'}

1 row(s) in 0.0600 seconds

HriE/ R — ANk .
LRBTIE— IR
alter '&.4%',NAME=>'%| &4Rk"

i, alter 'user,NAME=>'class'.

hbase(main):010:0> alter 'user', NAME=>'class'
Updating all regions with the new schema...
0/1 regions updated.

1/1 regilons updated.

Done.

O row(s) in 2.3880 seconds

MR R A — A F1 ik

alter '#£.4%',NAME=>'%]3% &#k', METHOD=>"'delete"

Biltn, alter 'user, NAME=>'class', METHOD=>'delete'.

hbase(main):012:0> alter 'user',6NAME=>'class',6METHOD=>'delete'
Updating all regions with the new schema...

0/1 regilons updated.

1/1 regions updated.

Done.

0 row(s) in 2.3160 seconds

ﬁm&%_‘ﬁ\%éz
FEAEH drop MR —ANRZ AT, SR 1% disable:

disable 'user'

drop 'user'

hbase(main):015:0>
0 row(s) in 1.5500

hbase(main):016:0> drop 'user'
O row(s) in 0.2210 seconds

W R HEAT disable 0l FLA%AE A drop MMER, W23 LN oK.
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hbase(main):014:0> drop 'user'

ERROR: Table user is enabled. Disable it first.'

Here is some help for this command:
Drop the named table. Table must first be disabled: e.g. "hbase> drop 't1'"

LR INC K -
put 'k %', 'rowkey', 'F|& &4k 5] LAR, E"
{4, put 'user','l','info:name','zhangsan'.

hbase(main):018:0> put 'user’','1', 'info:name','zhangsan’
0 row(s) in 0.1500 seconds

R4 rowkey £r & £ :

get 'R E#M', 'rowkey'

0, get'user','1's

hbase(main):019:0> get 'user','1l'
COLUMN CELL
info:name timestamp=1396534347948, value=zhangsan

1 row(s) in 0.0330 seconds

H 4 rowkey £ & X5 N A1 1) 25040 -
get 'R &', 'rowkey', "7k LA T LA

#n, get'user','1",'info:name’.

hbase(main):028:0> get 'user','1','info:name'’
COLUMN CELL

info:name timestamp=1396534347948, value=zhangsan
1 row(s) in 0.0180 seconds

fr G 2P e R S G
count 'FE LA
4, count 'user's

hbase(main):020:0> count 'user'
1 row(s) in 0.0670 seconds

= 1
i b T A il ok
scan 'R LR
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40, scan 'user's

hbase(main):021:0> scan 'user'
ROW COLUMN+CELL

1 column=info:name, timestamp=1396534347948, value=zhangsan
1 row(s) in 0.0510 seconds

BRERTIREFIRKPIAILX:

scan '& %', {COLUMNS => '%|3%"}

0, scan 'user',{ COLUMNS =>"info'} .

hbase(main):048:0> scan 'user',{COLUMNS => 'info'}

ROW COLUMN+CELL

column=info:name, timestamp=1396536422440, value=zhangsan
column=info:name, timestamp=1396536417856, value=zhangsanl
column=info:name, timestamp=1396535679654, value=zhangsan2
column=info:name, timestamp=1396536437093, value=zhangsan3
column=info:name, timestamp=1396536443583, value=zhangsan4
column=info:name, timestamp=1396536451280, value=zhangsan5
column=info:name, timestamp=1396536459597, value=zhangsané
column=info:name, timestamp=1396536478112, value=zhangsan7
8 row(s) in 0.3570 seconds

BE R 5 € X 8] A i3k
scan 'R &#R', {COLUMNS => '%|#"',LIMIT =>it5%k %, STARTROW => 'FH ¥ rowkey',
STOPROW=>'%4 R rowkey"'}

N B W N

fF4m, scan ‘user',{ COLUMNS => 'info',LIMIT =>5, STARTROW => 2' STOPROW=>'7'}

hbase(main):050:0> scan 'user',{COLUMNS => 'info',LIMIT =>5, STARTROW => '2' STOPR

OW=>'7"}
COLUMN+CELL
column=info: timestamp=1396536417856, value=zhangsanl
column=info: timestamp=1396535679654, value=zhangsan2
column=info: timestamp=1396536437093, value=zhangsan3
column=info: timestamp=1396536443583, value=zhangsan4
column=info: timestamp=1396536451280, value=zhangsan5

5 row(s) in 0.0240 seconds

M) e B8R
R4 rowkey MHIBR 51 B4 :
delete 'R A&AR', 'rowkey' ,'F|&LAR"

B, delete 'user','l",'info:name'.

hbase(main):036:0> delete 'user',6'l',K6 'info:name'

0 row(s) in 0.0140 seconds

HRYE rowkey MHIBR—17 K -
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deleteall 'H&&#', 'rowkey'

o, deleteall 'user','2.

hbase(main):037:0> deleteall 'user','2'

0 row(s) in 0.0300 seconds

2. HBase API

b 71T shell FEAT4#1FE, HBase fE A0 fAEHEE, BARBIRMERE TR MED, AL
Java K.,

5, @ EACE HBase (1) HMaster 4525 AU 1935 H (BRIACA 60000, LUK M
ZooKeeper [z 55 a5 Hu ik Al 1 -
private static Configuration conf = null;
static {
conf = HBaseConfiguration.create();
conf = HBaseConfiguration.create();
conf.set ("hbase.ZooKeeper.property.clientPort", "2181");
conf.set ("hbase.ZooKeeper.quorum", "192.168.136.135");
conf.set ("hbase.master", "192.168.136.135:60000") ;
}

PR ok, GBI FET R B user 7, user £ =AFUIK, 754 info. class. parent, HIR
%A LR, WISEMIBRiZ&
public static void createTable() throws Exception {
String tableName = "user";
HBaseAdmin hBaseAdmin = new HBaseAdmin (conf) ;
if (hBaseAdmin.tableExists (tableName)) {
hBaseAdmin.disableTable (tableName) ;
hBaseAdmin.deleteTable (tableName) ;
}
HTableDescriptor tableDescriptor = new
HTableDescriptor (TableName.valueOf (tableName)) ;
tableDescriptor.addFamily (new HColumnDescriptor ("info"));
tableDescriptor.addFamily (new HColumnDescriptor ("class"));
tableDescriptor.addFamily (new HColumnDescriptor("parent"));
hBaseAdmin.createTable (tableDescriptor) ;
hBaseAdmin.close () ;

}
ORI ] user %, WIS E A1 col, IFLT %A :
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public static void putRow() throws Exception {
String tableName = "user";
String[] familyNames = {"info","class", "parent"};
HTable table = new HTable (conf, tableName);
for(int i = 0; 1 < 20; i ++){
for (int j = 0; j < familyNames.length; j++) {
Put put = new Put (Bytes.toBytes(i+""));
put.add (Bytes. toBytes (familyNames[]j]),
Bytes. toBytes ("col"),
Bytes. toBytes ("value "+i+" "+3));

table.put (put) ;

}
table.close();

}

HU 18 rowkey A 1 AT, FFRAZATHENHK:

public static void getRow () throws IOException {
String tableName = "user";
String rowKey = "1";
HTable table = new HTable (conf, tableName);
Get g = new Get (Bytes. toBytes (rowKey)) ;
Result r = table.get(qg);
outputResult (r);
table.close();

}

public static void outputResult (Result rs) {
List<Cell> list = rs.listCells();
System.out.println("row key : " +
new String(rs.getRow()));
for (Cell cell : list) {

System.out.println("family: " + new String(cell.getFamily())
+ ", col: " + new String(cell.getQualifier())
+ ", value: " + new String(cell.getValue()) );

}
scan 14l user ¥, R A4 B AT ED H ke
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public static void scanTable () throws Exception ({
String tableName = "user";
HTable table = new HTable (conf, tableName);
Scan s = new Scan{();
ResultScanner rs = table.getScanner(s);
for (Result r : rs) {
outputResult (r) ;
}

/ /& E startrow #= endrow BT & )
s = new Scan("2".getBytes(),"6".getBytes());
rs = table.getScanner(s);
for (Result r : rs) {
outputResult (r) ;
}
table.close();
}

I E% rowkey A 1 Ik

public static void deleteRow( ) throws IOException ({
String tableName = "user";
String rowKey = "1";
HTable table = new HTable (conf, tableName) ;
List<Delete> list = new ArrayList<Delete>();
Delete d = new Delete (rowKey.getBytes()):
list.add(d);
table.delete(list);
table.close();

}

3. rowkey &1t
AR Ui 1] HBase (017, A R, —hU&Edid rowkey HEATVIR, b AR

rowkey () range HEAT scan, T BLAEA A, TR THEREMIFEAUR, FH 9K
ALATHI AR5 AR KA PR, BAZS TR RE I 0L #8202 B3 . DU, rowkey BEHHY
USRS AR LR ) A e RE, AL AT 7040 444 HBase PEfE N XHE .
SIS, BB HBase AAZGAITHOVT F0gs KL, ATl i 22 R IRE JL BRI
11 A7 T4

TR, I A, S A i, AR S T K id . R
IS 5 AR A A SR DA AT 0, ELERI R TS TR AT 6, M0 P
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A LA

rowkey: seller id + auction_id + create_time

%1j%: order_info(auction_title,price,user id)

HFSER id+idh id+28 S I TAE B R K rowkey, F1i% A order, ZFIIRM S =51, BRI
PR, ks, TWSEE id, Wil 2-13 Fros. T HBase MIAT /2 4% M rowkey SKHFF1), IX k1L
rowkey FEATIE I A, ATLAGA/N scan [1)VE[H

_—— e —————

mmwmm

-, III1
o

rowkey = seller_id + auction_id +
start_time

result

qn s

rowkey = seller_id + auction_id +
end_time

Lﬂnaa__.}_i' i)

B 2-13  #4% rowkey # 47 & 69 scan

TR B 5 B A 3 2 44 S SR BEA T T SRS i vt R I S R R e T HL A TR o1
I T AT )3 51, B4 rowkey HI¥ETH AR T

rowkey: user _id + create_time

H|ji%: order_info(auction id,auction_title,price,seller id)

P I S id+A Sy I )X [a], (BB A% 1 31 F 75 AN I Tl e TR A DRI S BT = A 3T

(B LI ik, FRATTWERE B ML S 4 R A v i i 5 N 00, Ry A S A 1Rk i af) i
W SEAB L, Ok R AR PR e 8 AR U M SRR ABLT 2 4 S 2 il . {HX) 1~ HBase SR b, SCElR
KIEARARIMAMES) o FEARMMO DI 9k —HERIR, PR ERER %%k
K1) rowkey, T A7 1050 W& K 2 1) rowkey, XAER T PAE @ B LSiZIl 82 AN R H0
Wo HRZHRIIRWMATIN R, £ R AKGFRICHAR 5 A mrEfE, JF T %
RZ M) TCHS5 R, AT il 2 R Ko — 380k i1 ) 2

19 KT HBase ) K518, ERHIOET hindex 1 ATk 7, A7 N BRIGIE & L3 ¥
https://github.com/Huawei-Hadoop/hindex .
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BAEGER RAVEAR FEAH LG, HBase 3 S 4FFI4RRE ST, BIEA T EEHEMEH AR,
IHJ %> Region Server [FfF{E, fiif3 HBase e Z N1 RRIN BN, EEFRE T EAME, i

L r 4 . TEE- HBase A 5 e ZIFHI B WYEZ AR, LSRR AW, W group by,
Oldﬂby join 4%, JXELRF RATAS BN IR 8] T REl. 4R, XWIFIER AT IRAMOAES,
WG HE A AR R ER T, AL — R L fi# vk HBase B4 & M)
i L

2.2.3 Redis

Redis +& $@H%mmwmmﬁﬁﬁéEﬁm&zmmeﬁﬁﬁWI@Z%E?xmm
AN SRR 0 A R A7 s, IR SRR AL — RV FE B B 41, B3 strings,
hashs. lists. sets. sorted sets %%, 71"&%”%5(%5%4"]35%” T —E# KM APL. EiEdE X
ANk 454, Redis 7] LLIRER 5) Hh e il 2 oAt key-value $045 e X LUSERUIIAE S5, AR
L,

1. %% Redis
N4 Redis Y5t 22 3540, .

wget http://download.redis.io/releases/redis-2.8.8.tar.gz

longlong@ubuntu:~$ wget http://download.redis.io/releases/redis-2.8.8.tar.gz
--2014-04-06 00:05:22-- http://download.redis.io/releases/redis-2.8.8.tar.gz
Resolving download.redis.io (download.redis.io)... 109.74.203.151
Connecting to download.redis.io (download.redis.i0)|109.74.203.151(:80...
ted.
HTTP request sent, awaiting response... 200 OK
Length: 1073450 (1.0M) [application/x-gzip]

to: ‘redis-2.8.8.tar.gz'

] 214,588 3.96K/s eta 4m 2s

longlong@ubuntu:~/temp$ tar -xf redis-2.8.8.tar.gz

% 1F 4% Redis:

sudo make PREFIX=/usr/local/redis install
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onglong@ubuntu:~/temp/redis-2.8.8% sudo make PREFIX=/usr/local/redis install
d src && make install
ake[1]: Entering directory °/home/longlong/temp/redis-2.8.8/src'
rm -rf redis-server redis-sentinel redis-cli redis-benchmark redis-check-dump r¢g
is-check-aof *.0 *.gcda *.gcno *.gcov redis.info lcov-html
(cd ../deps && make distclean)
ake{2]: Entering directory "/home/longlong/temp/redis-2.8.8/deps’'
(cd hiredis && make clean) > /dev/null || true
(cd linenoise && make clean) > /dev/null || true
(cd lua && make clean) > /dev/null || true
(cd jemalloc && [ -f Makefile ] && make distclean) > /dev/null || true
(rm -f .make-*)
ake[2]: Leaving directory " /home/longlong/temp/redis-2.8.8/deps'
(rm -f .make-*)
echo STD=-std=c99 -pedantic >> .make-settings
echo WARN=-Wall >> .make-settings

¥ Redis %%EF/usr/local/redis Hg, RJG, MZEEd4k3] Redis FIRCE CMF, K H L
FZRERIRE F.

sudo cp redis.conf /usr/local/redis/

onglong@ubuntu ~/temp/redis-2.8.85 sudo cp redis.conf /usr/local/redis/
b e di . 8.

J& %) Redis Server:
./redis-server ../redis.conf

longlong@ubuntu: /usr/local/redis/binS ./redis-server ../redis.conf

[6535] 06 Apr 00:24:37.800 # You requested maxclients of 10000 requiring at leas
t 10032 max file descriptors.

[6535] 06 Apr 00:24:37.802 # Redis can't set maximum open files to 10032 becauss
of 0S error: Operation not permitted.

[6535] 06 Apr 00:24:37.802 # Current maximum open files is 1024. maxclients has
been reduced to 4064 to compensate for low ulimit. If you need higher maxclientg
increase 'ulimit -n'.

[6535] 06 Apr 00:24:37.803 # Warning: 32 bit instance detected but no memory 11

it set. Setting 3 GB maxmemory limit with 'noeviction' policy now.

Redis 2.8.8 (00000000/0) 32 bit
Running in stand alone mode

Port: 6379
PID: 6535

http://redis.i0
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i H redis-cli #1715 )%
./redis-cli
longlong@ubuntu: /usr/local/redis/binS . /redis-cli

127.0.0.1:6379> set name chenkangxian
OK

127.0.0.1:6379> get name
"chenkangxian”
127.0.0.1:6379>

2. {#H Redis API
Redis ] Java client” #71R %5, X HLIEHE LR FI 1) Jedis™ Sk A48 Redis FHE 7 M (9 API.
B, 7P Redis client T #1451k :

Jedis redis = new Jedis ("192.168.136.135",6379);

Redis S5 F & MRS, W0 strings. hashs. lists. sets. sorted sets %, XL HEISRIER
{7 XTIV ) APT SR BET#:{F . b, Redis HY strings 8 SEfr bt R B FE AN key-value 3K I
5, > key AN — value, & HFFa T IEA B EAE V) :

redis.set ("name", "chenkangxian");//i& % key-value

redis.setex ("content", 5, "hello");//i& & key-value A&HAH 54

redis.mset ("class","a", "age","25"); //—Ki&E %A key-value

redis.append ("content", " lucy");//AFHFiEMmAZ

String content = redis.get ("content"); //##% key LI value

List<String> list = redis.mget ("class", "age");//— KR %/ key

it set i, ATLAZG RN key A I get Jyidk, AT LASKERG Y key M{H; 8L setex
JiiETT LAY key-value B A A0 it mset J7ik, — IR AT LA E £ key-value *f; ifid mget
Ji g, ATEL—IRAREL A key AT (1) value, JXAEIGFALAE, AT LAEE G 25 Vi SROH K 9 26 T4,

Letfig, @il append Jiik, ATLAYA O AFLEN key XF M (1) value BN AN 2.

Redis (1 hashs 52F5 1 & —4 string 287011 field Fl value FIMEF R, HMF Map, FFHIES
(PR AT % . AR T4 AR RIF LG AEf, — WG] hashs 76K 2 o I SE A A7 it
], JF FLAERS 07 A 5 (i Hh A7 O 0 %2

redis.hset ("url"™, "google", "www.google.cn");//% Hash ## key-value

redis.hset ("url", "taobao", "www.taobao.com");

redis.hset ("url", "sina", "www.sina.com.cn");

20 H1 2 KV ) () @i A1 2% http://redis.io/commands.
21 Redis [f) clien, http://redis.io/clients.
22 Jedis Jil [ #b il %) https://github.com/xetorthio/jedis.
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Map<String, String> map = new HashMap<String,String>();
map.put ("name", "chenkangxian");

map.put ("sex", "man");

map.put ("age", "100");

redis.hmset ("userinfo"”, map);//#ZEXKE/A
String name = redis.hget ("userinfo", "name");//HX Hash X/ key #4914

/ /B Hash # %/~ key #9414

List<String> urllist = redis.hmget ("url", "google", "taobao","sina");

/ /B Hash #9FT A key #9414

Map<String,String> userinfo = redis.hgetAll ("userinfo");

it hset 7%, AJLAZ5—> Hash fEAEZ VNN key-value (4 ; 81l hmset 71k, fElE—

KR EZAME, BERZIRMERIEN IR {EH hget 77k, BRWBEUE —4 Hash M
key XtRH] value; f#H] hmget J7i%, WATLL—RHEIREAG Z A key XTI value; It hgetAll
J7i%, ALK Hash fA6E 0T N BT A key-value — IR PHEERH

Redis ] lists & —MERLEH, FERDIEER X ITTER push F1 pop, LLRIREUEATEE A

HI{E5F . push Al pop #F AT LU BER )L E B EHE A /MR T ER, XAF13 lists BE AT LAME A 4%
R, SCATLAMERBAIER, Heb, BRAER) key AT LABRMR G BER M4 K.

redis.lpush ("charlist", "abc");//4 list B3FmTE
redis.lpush("charlist", "def");

redis.rpush("charlist", "hij");//4& list B FmATE
redis.rpush("charlist", "klm");

List<String> charlist = redis.lrange("charlist", 0, 2);
redis.lpop("charlist");//4& list AMTE
redis.rpop("charlist");///# list B3Rk T 4%

Long charlistSize = redis.llen("charlist");//&4F list &)X

i3 Ipush A rpush 75%, 435I AT LATE list 19 SF0 R e % A 1pop 1 rpop 7712,

AT LLTE list (95 S AR HMER 6%, #id lrange 7772, T RASRER list 35 & X [a] ff) T % .

Redis [ sets 530 4HIN set ML, FISRAPRE—NRH TR TRMBES, SHEAH TR

CAREATER INAN I BR A4, 9 ELRERE XS BT A 70 B BEAT M2

redis.sadd ("SetMem", "sl");//% set HFwT Xk

redis.sadd ("SetMem", "s2");
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redis.sadd ("SetMem", "s3");

redis.sadd ("SetMem", "s4");

redis.sadd ("SetMem", "s5");

redis.srem("SetMem", "s5");//M set PHLLE

Set<String> set = redis.smembers ("SetMem");//#&# i set Y%

sadd 77V HI K45 set UNINHTHIICE, 1 srem W] LAX 7T Z 34T M, it smembers 7772,
AEME M2 set PHOFT A L E.

sorted sets f& Redis sets f)—/ NI AS, ‘©1E sets KR B8N T — N EFERBEY, %
JEPEEAINICE R AT LLFE 2, sorted sets BARIE Z B MR HEATHEF, SIRFTERIN/G, sorted
sets 2 FUFOXS P AT % . sorted sets AU AEREIE T range 1IE/F4T set U, EAEMSEIT range
AT set BATIE P HUE, WRHIEE T set #AEM R G

redis.zadd ("SortSetMem", 1, "5th");//4#EA sort set, HIEEAEHAFF
redis.zadd ("SortSetMem", 2, "4th");
redis.zadd ("SortSetMem", 3, "3th");
redis.zadd ("SortSetMem", 4, "2th");
redis.zadd ("SortSetMem", 5, "1lth");

//HAETE BRI set

Set<String> sortset = redis.zrange ("SortSetMem", 2, 4);

/AT BRI set

Set<String> revsortset = redis.zrevrange ("SortSetMem", 1, 2);

it zadd J7iE K4 sorted sets Bl L Z, TEHHMERAERIFING, 38 & %0 RHIFIOFE S,
UMEHEATHE o A8 zrange 7710 LUIE AT set HEAT Vi FIURME, idi zrevrange J7ik, JATLL
B ML TP AT set AT B

HIBE TAE4E10 % RIVBARPE, Redis 47 SUFIIM/ SRS, AEOS S REMER AL, T
M1 T IUABIY key-value SR BRI, Redis AW SRAET N+ 5 M BB AT SCRF, ARG IER
LS % K . Redis RS FRMCR I SEBLI WAL topNy V7 T8 BABIRYE. Bl
T 4 sk, O FLB IR %5 36 ¥k cache-only, i AERSHL LS EAEMZEAFIR ST . HIER
I memcache K5, (EVEREZEHIAKITEBL T, & AENE SR Sk F 3 i B AL

2.3 HERS%

ARG, W RG4S T DL S R B oL 7
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| REDHIAMIGEAEIRTT 55K

WARFFAEAF D, BEBEECGEIR . B T B A E AT B M2 R B BCE M, i
BHFSEREEET REERMOBEE, =7 T X RTUMERRER, 15 R56eh8 Lkt
MR, REEEEAEL. BRFLATIREL SN, A HE B ASIEREW1E A b, HIE
HA, SFERNESN, BEEDSRFPLES.

FEREEREHIRZL, 45 Apache ] ActiveMQ, Apache ] Kafka.RabbitMQ.memcacheQ

%, AFKEiTE Apache [ ActiveMQ SRR B R H 5 B2

2.3.1 ActiveMQ & JMS

ActiveMQ /& Apache FT& I — N FURRIH R RS, 5E2KH Java KSEHL, FE, Ehg
IR 4T3 37 FF J2EE $2H IMS M. JMS (Java Message Service, R Java ¥ B kRSS) &4l Java
NARFED, EREEBMEIE. Kk, Bl BEE-RIRS . IMS € X T —H AW
FAFE P AR R B, BT Java BAEFERISE V5 a4 1 JDBC, ‘B F 5] mIK
API, {£13 Java REJFRETS S AR R A0 B4R G AT {5

IMS ZHEFHIE BB HE R A (TextMessage) A JFFILINAT S (ObjectMessage )
B Xt (MapMessage). F-1iiii (BytesMessage). it (StreamMessage), AR ICA R &7 L
(Message) . HEMRERFPH, Fit, HEMEMAERKETHEZE, N ESERHE L
BWcE LB, XREER & T ARG IMER R

IMS SZEFFIME B R E R R, —FFR A Point-to-Point (P2P) F5AY, IR sfixd
MR KIEH R . P2P AR T queue (FAFID I, JH.BAF#H RILH BRG], HEH &
MBAF B B, BABIIARLERE AR v B T DA AR A AT e, P2P AR 0 sl v T it
AT BAE I R A . 55 —FFR 4 Pub/Sub (Publish/Subscribe, BIAAR/AT ) #ERY, K AT/AT ) 4
R ST ey o] — AN A AT SRR FT R R, EAWAE N AFRA topic (@D, F-AT LA
AR BRI A, B R E R B RARBIEEA T, i ST B A R R A
FRBEAFE BT B S R RATE AR RS, ARG BT R A T CRAE S B 153
RAGAT IR RIAE T B — XS 22 3R R

W 2-14 B, ST pO6 sl SRR AR, £ANH E\ﬁ’]ﬁ‘l‘*’:ﬁ‘ﬁlﬂfi SERTH o AT LA
FEM BRI — BT, S4B A= E K% R R G, AR — AN R e S
BV B AT H BTRIE IR, TOASKE BT I Sy 2 AR e 32 & o
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consumer
producer consumer
producer consumer
producer consumer

consumer

B 2-14 53t 50 B AL AL A

P 2-15 Fros, FEFRAAT B AR R B, R R A 7R T B 64 topic,
0 PRI VT 18] 7 00 i S AE AN 1) topic BEATTEME,  LMEHZBAH MY, topic HITH R 5 sk TH B A%
SRR AN (P 0 T R A & B 1 B R RS T AT B T i topic IHVHRIT 2 . 24iH &
LI B () ch T A SR DR T 0 R A A (RN, X AN T B 1R SR 2 E K
B A 1 BT Pl 2 1 R AT %) (durable subscription), X I Vi & & A #0627 B
(I VT (5] 25 15 B 3k BN ) B 7= A PR 6k e i VAT 1) T B e B R A sk, T AT 1 4
SROT LARAF XA &, AR T RIEH 7 B

subscriber

[ scrib
publisher sub: ﬁber

message

b Ot
- ST AAIN

subscriber

~ publisher -

publisher

subscriber -

M 2-15 K AT/AT I A AR
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1. &% ActiveMQ

1T ActiveMQ &40 Java SCHLI, UL ActiveMQ 46U T Java 12, 56 T Java Fibit
M LR ATERNA T, W BT B A ST R .

T ActiveMQ:

wget http://apache.dataguru.cn/activemqg/apache-activemqg/5.9.0/apache-

activemg-5.9.0-bin.tar.gz

longlong@ubuntu:~S wget http://apache.dataguru.cn/activemq/apache-activemq/5.9.0
/apache-activemg-5.9.0-bin.tar.gz

--2014-04-15 05:34:00-- http://apache.dataguru.cn/activemg/apache-activemq/5.9
0/apache-activemq-5.9.0-bin.tar.gz
Resolving apache.dataguru.cn (apache.dataquru.cn)...

fiff s 22 e SCAF -

tar -xf apache-activemg-5.9.0-bin.tar.gz

longlong@ubuntu:~/temp$ tar -xf apache-activemqg-5.9.0-bin.tar.gz
longlong@ubuntu:~/temp$ I

FH 2% O fic & BAE {ACTIVEMQ HOME}/conf Hg F, A LLAAC & SO 715 04

ls /usr/activemqg

longlong@ubuntu: /usr/activemg/conf$ 1s

activemqg.xml credentials-enc.properties jmx.password
broker.ks credentials.properties log4j.properties
broker-localhost.cert groups.properties logging.properties
broker.ts jetty-realm.properties login.config
client.ks jetty.xml users.properties
client.ts jmx.access

J& 3 ActiveMQ:
./activemg start

longlong@ubuntu: /usr/activemq/bin$ ./activemq start

INFO: Using default configuration

(you can configure options in one of these file: /etc/default/activemq /home/lon
glong/.activemgrc)

INFO: Invoke the following command to create a configuration file

./activemq setup [ /etc/default/activemq | /home/longlong/.activemqrc ]

INFO: Using java '/usr/java/bin/java'

INFO: Starting - inspect logfiles specified in logging.properties and log4j.prop
erties to get details ‘
INFO: pidfile created : '/usr/activemg/data/activemq-ubuntu.pid' (pid '2953')

2. i JMS ifjig) ActiveMQ

ActiveMQ SEHL T IMS MU HE 1) RAFE T, WGl Sessiony A v RN KA,
MR X A L1, ARSI BURIE . WS, MR AL T RGTBRR

i H] IMS K58 % ActiveMQ & - queue (19 1100 1Y Ll A 1%
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ConnectionFactory connectionFactory = new
ActiveMQConnectionFactory (
ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tcp://192.168.136.135:61616") ;
Connection connection = connectionFactory
.createConnection () ;
connection.start();
Session session = connection.createSession
(Boolean. TRUE, Session.AUTO ACKNOWLEDGE) ;
Destination destination = session
.createQueue ("MessageQueue") ;
MessageProducer producer = session.createProducer (destination);

producer.setDeliveryMode (DeliveryMode.NON PERSISTENT) ;

ObjectMessage message = session
.createObjectMessage ("hello everyone!");
producer.send (message) ;

session.commit () ;

fil] # — /> ActiveMQConnectionFactory , 1 I ActiveMQConnectionFactory >k fil] # %I
ActiveMQ [{13% 4%, il i % 861 2 Session. ) Session A AN AEH EE S EL, 55— boolean
K SH KL R R FSHE R R SR FSN, NN SHORER true, JHIT
MR SEAC F B i comit AbBE, W E M [EIFE N A 2 H rollback AL . i ani BAZEFF K, WX
1% SR B N false, BEIN 7 4 =Fi5 00, Session. AUTO ACKNOWLEDGE # 75 Session 2%
[ Zh AT R B )3 B 1M Session. CLIENT ACKNOWLEDGE 2 7~ 1 %5 7 it #2118 1 i
FH I LRI A 7 2 A T 2 I3 L Session.DUPS._ OK. ACKNOWLEDGE X /N 1% Fi 4 45
Session ¥4 “Hiitfs” HAAIAA R, RIS SZEIAHIAIE R, XA AT eS80 SRR UL . Session
G4 LG, it Session G4 queue, queue [¥144F5 A MessageQueue, B ARIEE =
[ iX > queue A% EL.

HE T queue IR R0 AU OISR

ConnectionFactory connectionFactory = new

ActiveMQConnectionFactory (

ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tep://192.168.136.135:61616") ;

Connection connection = connectionFactory



100

RBDHIAMISSAT S53Lk

.createConnection() ;
connection.start ();
Session session = connection.createSession (Boolean.FALSE,
Session.AUTO ACKNOWLEDGE) ;
Destination destination= session
.createQueue ("MessageQueue") ;
MessageConsumer consumer = session

.createConsumer (destination) ;

while (true) {

/ /B &
ObjectMessage message = (ObjectMessage)consumer.receive (10000);
if (null != message) {

String messageContent = (String)message.getObject ()

System.out.println (messageContent) ;
} else ({
break;

}
il ActiveMQConnectionFactory, ifid ActiveMQConnectionFactory fIJ&i%Hz, 1 iLiE 4%

8% Session, #RJEHIE H K queue (IXH K MessageQueue), RHEH K queue IR TH &I 7%
., HEMHE R receive 171 REEU Object 158, RJEHH B B a7 77 83 FFTENS Y .

AT LU IMS SREIE ActiveMQ ) topic, FF44 topic K% & -

ConnectionFactory factory = new ActiveMQConnectionFactory (
ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tcp://192.168.136.135:61616") ;

Connection connection = factory.createConnection():;

connection.start ();

Session session = connection.createSession (false,
Session.AUTQ_ACKNOWLEDGE);

Topic topic = session.createTopic ("MessageTopic");

MessageProducer producer = session.createProducer (topic);
producer.setDeliveryMode (DeliveryMode.NON PERSISTENT) ;
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TextMessage message = session.createTextMessage();
message.setText ("message hello chenkangxian");

producer.send (message) ;

HORIE RN R —FE, B 58 W B W 4R 6 ActiveMQConnectionFactory , i it
ActiveMQConnectionFactory €48, #idERAIE Session. A5 FFEIT Session Bl T W )
topic, iX L5 3¢ ) topic & MessageTopic. fil| i 4f topic Z J& , i Session G X M4 & producer,
SRIGBIEE— CAH R, HE W% A message hello_chenkangxian, il producer %&i%.

T SR BRI I topic Ji5 » 77 224 listener vE M 21 75 E21T 4 [ topic L, LA A& 85 B0 topic
{RR(EPSY

ConnectionFactory factory = new ActiveMQConnectionFactory (

ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tcp://192.168.136.135:61616");

Connection connection = factory.createConnection();

connection.start () ;

Session session = connection.createSession (false, Session.AUTO ACKNOWLEDGE) ;

Topic topic = session.createTopic("MessageTopic");

MessageConsumer consumer = session.createConsumer (topic);
consumer.setMessagelistener (new MessageListener () {
public void onMessage (Message message) {

TextMessage tm = (TextMessage) message;

try {
System.out.println(tm.getText ());
} catch (JMSException e) {}

b))

Session AT J5, i Session GIEXT R topic, #RJFIMIL topic K GYAETH B K Bt
WKL e B % topic i ME—A listener, AU B A& 1% 3% topic Z e 4 LR P
fietyy h INH b f2 i 3

3. ActiveMQ 5 BHERE

ﬂﬁﬁﬁﬂ%ﬁFﬂ%%ﬁﬂW%ﬂMﬁ*,u&mmﬁﬁ&mmwww.W$mmgﬁ
LA B, T ActiveMQ S FE A DL AL 7R 45 5 5 A LY R K X
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ActiveMQ R AT T R LR E R B/ EE T,

BN PR B A PR T, HEAT A R G R N M R R, IXRE AT LU G
BRI A AN ST I S BEEAN RAMATTH . HAl ActiveMQ Frifitimnl il 7 € 182
AT Master-Slave A LIIA & TR, BOE AR QTEIRE T IL=0F R4 1) Master-Slave 42
FFNHE T I S 4R FE ) Master-Slave 28497,

W 2-16 Bz, 24 Master Ja B, B2 RGH=300F R HEMR 8, At Slave I stand-by,
AXTIMEAEAR S, R EFRFIREL Master FIHHMS. i Master R WTaE &4 R4, BAaE
HIHEA B ) & SEBPRE L, BERHE S 53 4b—A Slave RE §+3F 21 Master (RIHEfR 8, M 1T B4 Master,
XAMRAEAR ST 242 Fir DRl i o i v T 7 25 KA 3 ) Master FE T2 313 52301 REE R
HfhBi et 5 T, EB1EN Slave %45, HEF| Master fJ IR A ERH .

1 2 PimiEEMaster

SlaveE ¥|Masterstl,
LERARE

i sl
B 2-16 T3 F A A% 4 Master-Slave 424
HF I EHIEER) Master-Slave S84 [R5 F L5 U R 4L Master-Slave 4K92510L, il
2-17 fi7s. 24 Master JAhI, 425G RIUCEAR E AN R HAR B, 1MLl Slave W stand-by, %
PR, EEF| Master KA, EHEEK. XIRUFFBEG AL Slave 53818 L8, MR
A Master F:XFAMEMEAR S, Master 5 Slave HEN5ERII, ERATEA T T,

23 KT ActiveMQ [ ] i 4249 ] A% # http://activemq.apache.org/masterslave.html.
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4 AN S
ActiveMOB 1

l P IRE EMaster

SlaveEs &l|Masters 4],
G TN\ Vil

HELHEE

B 2-17 A T4 F 4% A 69 Master-Slave % 4

MR, HPumL T MR E,  DAME 244 i Master 5 Slave V¥R, & TGAUE 5 A
TR E SRS T . 7F ActiveMQ % imiERE AL & R E ] failover 9738, FILATE
Master KA MITE LT, AR i H 2 3 5% £ 2 5 i) Master:

failover: (tcp://master:61616, tcp://slavel:61616,tcp://slave2:61616)

{1 ¥ Master 2<%, %/ i fiehs @ shihidif% ) Slavel 1 Slave2 ¥§ & 24 b piIh 3R EUHEfh B Y
#Hr Master.

RGBT A, 7 AR B B A SR %, I R I SR B BUR A T
EEAWI N, 5 RLEEEIMARE S . R EEY JEATLAETE ActiveMQ # broker HJALH
fe 1. ¥ I BP0 INE R RARTHREEROPERE, 3R CPU AN TEMIAE Sy, by =ds A i 4
Wl h . T M YT ActiveMQ A% B 19— L6 0 Bk AR TH R K AL FRIMIRE )
WS nio BARPHZE VO, $e RLEALTIF KGR0 S, REVIH IVM 5 ActiveMQ A
WAEA 0% . T RECN T, A A A RUE T .

R P fiE S 25 AR JC BB 2 TE, TR P RS RN, RSB, X
35 04 AL ATHIN I ACEY JE . AT ActiveMQ i, ] LR broker #5401 2730, HAHIK
(t] queue Fl topic 4573 £ £ 4~ broker, Heik FIHE T+ R G grnk ey H .

{24 FETI0 J28 6 SH k B T PR A5 P s , I 1) topic AT AL FE AT BB 2 | ) S A
S E KT WA W AT W AR S AL LR K wn
Al 2-18 f7r.
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~
l broker
'
single broker |
createorder topic I
payorder queue | b ro k er
deliverygoods topic | l
confirmgoods topic I payorder queue
confirmpay topic |
| broker
|

B 2-18 broker #9344

JEA—A™ broker 7] LLZR# /N queue B# topic, IAEREAAHICHT queue Al topic #f Hi 3L
FZ /> broker 24, XFERT LU — 0 HE B BRI RIEKRZ M queue TS H kP T b5,
W4 T queue B topic Z[AIMIAHEL LM, &5 T RAMFL &, RV SHEHE KK KIG
KELMHEEZHHEE. S8, WAFE, AL queue F topic FEATRE—H x5, KT
BARPER 73 PE Ay R KNG, MRS RAEAR M H R A2 fE

24 EHWERSIE

XERMAREEMERTIE, 5RFFTRIE Google Fl Baidu 55 F X WG % 5 | 77 fE 47
e . T EAMIRR T B A A ) B A EAR R R, AR Google FiI Baidu 3%
BRIV G, KAWL M BHEATIE, AiT@ RS DHLEA iR Eg. &
AAXRGH, EEHMRRRGEL - NMEFEERM G, CRERMEH X T2 E. M
WILLRCHI TR, MR PRBOR R like EWRACRAC T, SCAEBEMR U R, th TS 4
PIEG R ] NoSQL Hudi i, 3 BULIEREAT £ IR ol 2 AT K 4% A 0 11 ) 18K
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AATH E SN ARG ERFEA R B Apache Lucence I{EH, LT Lucence 1% —
o KA R 5% T H Solr (1)L R HACE .

2.4.1 Lucene E

BIRNFEARE B AR RGN, ARG G E AR 2T 20—
{12 T H——Lucene®. Lucene /& Apache Jf FH—KmtEAg. AIH4EMTTIRAE BRRE, &
#1142 Doug Cutting®JT %, F7F SourceForge iRk E4RM T 4. M 2001 £ 9 A JF4h, Lucene
{f U I YR Java P2 S I E] Apache fF &%, KL ZFEM AW KE, Lucene #H#1F
i C++. C#. perl. Python EZMiET, fEERGENARZ MG LM TR THRATZ
(I fH . 83t Lucene, ATLA+4375 5 1A N F AR P INSCAIE R INRE, MALIRAM T #HER
5| ST IR AN T LA R iR B, K H PR T R ARHE KA M Tk .

Lucene 548 % N 27 Z MR R A 2-19 o,

Application

Lucene

B 2-19 Lucene 53 & i A2 52 i) ¢ 5% %%

24 Lucene Jii [ #ihil: 4 https://lucene.apache.org.
25 JFISUR M E G AY), 6@ T BAMIIFSEIH, 4% Lucene. Nutch F11 Hadoop .
26 &7 K https://www.ibm.com/developerworks/cn/java/j-lo-lucene1/fig001.jpg-
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fE%# > fEH Lucene Z A, HEHMLRTIEM LN EEZMS:

5IHEZ& 5] (inverted index) WARARMEG], BIER5I1EPFEHE RIS, JLFI{
FHE R EHSHBEHR T SRR R /E A T, LA S5 ORI e R, @i
XHEHER TR, AT DURYE Al PRod SR A AL 53X M A 1) SR B3R, XA TR 51 ki 2 K &
L

SR XFRAVE, B A) T EE B s AT I E], AR A [ s . X
BRI, BT EARRA R RZ R, FUMARENE S, W BRI &/ 5/ BE AT 2 E,
3 B HERR1E 1L (stop word), $REUATEIAT5E M. (ER T SOk, Bl — B 7w et
T B— M6, ARAES T . PXLUFREBDRLL, ZATFEEEA AR PRI
BARE 1A . F 304 BB B BIAR SR 5ok 70 B R FRBLEE, MERIR A — AN TR B 4r BT,
B, X TP RN RIIERY, TE-NEGENTOME TR, DEEEHZRS].

{21817 (stop word), TEHEFEE T a. the. and XFHE I MURIE S AiA], G0 X dbia] &)
WEB R IPHITREIINE, BRIEREFEMENT, FAJLFITA RS &S f XLt
e X T CRU R I, PR AR R A, T X T T
%, XEERAREAE X, XoEK, #EFIEFXEEFITRIIEFEMEN, FHit, ik
] T B R

i, SEMA D RBTHITHERN, RSP ION, MRSIESMH M E L
PROE M R BT Z AR, B, 7B R SRR A A HEE R, DA AL BERS S bR i ik
HAEMMER AR XNRTEEAEARHFE S —Bokd, dr b SOt dirdh 2
SO R BIAHSRYE, A 2 U SORY B fir o — IR SRS S A Gt o AR 98 5 5 | 8
KPR+ B, MREGRMHFRAT ) & SRR, BT RNF) iz,
— R TR LRI R AL .

718ty KT Lucene HJLMES WA RIE—TF:

A4 (Document), 7E Lucene ffI5E X, CRYRZ—RFI (Field) MALE, Mo SRR )
RE—RINGIRHKPANE . SEIRERMICRKOMEE SEEL et & By
IR SCRE R . 281K UG, — AN SCRY LA IR A5 B, ATREGHS RIS . S, MR,
MARINENE.

B (Field), RIS PO E —ANERE L MR LRI, SAR#H 5 TR0 4
PRAUO N FE, I BAOE AT LU AR 2R, g iy R 7 i as

] (Term), Term ZIWEMIEAIG, 5 Field XN, TS TR 4 FR LG 201

27 R TR IG B SR AL G IR, Hn s h i IR R R R T, -ing F-ed B, HRHE
BRGI %D, RAZ A4 R — AN
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KHER], AT LA &R A e B A R s A AR SRS

AW (Query), BIEAMEUHERL — R Term M5 E, FA TermQuery, A4 A

He2 B AW (PhraseQuery). ATZE#Tif] (PrefixQuery). yulH i) (fU$5 TermRangeQuery.

NumericRangeQuery 55 ) 55,

riA#% (Analyzer), SCREFERRSIZHT, TR MTMSER, DSRBOCHME LRI,

RS ARG, s, DR mAEWRAERYE. TR S TS0 R X
AT SO OSREIUE B k. T SO W AR — e A T A RS

T 30 ok
1] =

4 2-20 7, Lucene %51 A FE KB XA LA P IR, il 45 EHE# S, K
Lucene '] Document 1445 731l 4% Analyzer #4770, @il rwlas il G, MERIIBEATL

H IndexWriter ¥ % 5|5 AN EH5 2 M H % .
Document

Field

Directory

Field i
F;ZI 3 [ Analyzer } _— [IndexWriterJ —_— m

Field

A 2-20 Lucene % 7|9 # it 4z

MAF 2R 5| A, AHERT LA i
FILA9%, il 221 i, MM aey —
AW A Query, il IndexSearcher
T Ay, 1330a i TopDocs. A
ifi ik TopDocs f) scoreDocs() /514, £
ScoreDoc, ifiil ScoreDoc, 15 4]V (1)
LK% %5, IndexSearcher I ik SCFY 4
5, A#FH IndexReader A48 H 2 Y
Zol W AT AL, £33 drrh i SoAs e
[,

(T L L)

IndexSearcher —— TopDocs

2B is dadih

|

(C A i

IndexReader

) SSCSRUCSIEmE S s

l

s IR
m Directory

/A 2-21 Lucene & 7|3 &id42

28 LAl W T LA AT DI A, SR g3 ] 7 s A VS e A 3
AHE, B« FHE AT IR < B i, AR L gl SR e

29 ARG A S I, DR S AN A A (R AL 2

30 il 4 il D 6 P o S SO K 7 AT U0 93 R e AL AL 9 ] SE A HERG {H MR N

TEP RV AR, LAl LA TR 5 LI A {57 o 22 AN 95 (K B Xl e
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242 Lucene H9{EH

Lucene A RFIZRU T EAK. L ABEWH APL, EEVAIEERBRIREE] THRA
JZHINA. ATFIERIIENEREE, FRMMER Lucene, R HIIAZRNHINAHTE
FFEt, KA Lucene H—L% AR API MMERI 7%, URERIFIMIMILR 73 AT FE.

1. WEZES
EHITRERZA, EEHERROERS:

Directory dir = FSDirectory.open(new File (indexPath));

Analyzer analyzer = new StandardAnalyzer();

Document doc = new Document () ;

doc.add (new Field("name", "zhansan",Store.YES, Index.ANALYZED)) ;

doc.add (new Field ("address","hangzhou",Store.YES, Index.ANALYZED)) ;

doc.add (new Field("sex","man",Store.YES, Index.NOT ANALYZED)) ;

doc.add (new Field ("introduce","i am a coder,my name is zhansan",Store.YES,
Index.NO)) ;

IndexWriter indexWriter = new IndexWriter (dir,analyzer, MaxFieldLength.LIMITED) ;

indexWriter.addDocument (doc) ;

indexWriter.close();

BAFREMBRSIF#EM HX Directory, R BEWHEFRIEZEFR. REVHL
Document, %3 Document ¥5 /Il Field, BFE4&FR. #hht. HAHFNANBFER. Field HE—I=
$00 Field M FR; 55 NS 50N Filed 111E: F=1"ZHE R 1% Field & 2 #fFfE. Store NO
KRR AFFE1% Field; Store.YES R/NE 5| 7 #1% Field; 1% 2 Store. COMPRESS, M
RAEEGfFE. B 1M SHEERTREMZFBRHITIRE. Index ANALYZED RRF X %TF B
BT KR, 1% Field 75 ZEH /01788317 70 17): Index NOT_ANALYZED R ABEAT 2K
&, HHEATES; Index NO RARAHITET. 81— IndexWriter, FIREAEKS], ¥Ith
e BEIRERTIFHR EFR, URRSIBLAAEH K a2%, A Z Lucene B XL
431 #% StandardAnalyzer, &5 —/N 55U F k45 & 2 75 BR % Field 8 KK .

2. AIIEFMSMER

MEHERT, ERRESIEERMWETRSIZ)E, AL H TR ES, it R AK
BHTIBHE RS R8RS 1%, WA v RER R BRI HAE . BHEAE, Lucene ¥ i AL HEXT
F Document .4 Field 5(# ¥/ Document (]S #7, KX B AT EH, SLhr MR IR
Document, 4R J& 8 [7) Z 5 | F 73 108 19 Document. AT INTHT ) Document 242549, 4 T 45 18 Field,
BB E S Field:
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IndexWriter indexWriter = new IndexWriter (dir,analyzer, MaxFieldLength.LIMITED) ;
indexWriter.deleteDocuments (new Term("name", "zhansan"));

indexWriter.addDocument (doc) ;

IndexWriter f#] deleteDocuments 7] LAAR#E Term SKMIER Document. 1&vF & Term UCHEC IR
'H:_, —/NAIER) Term Al fES SR K ER5IH1RM . Lucene /) IndexWriter th2 it
i £ 3¢/ updateDocument %, HSEFUIRZSEMIBR Term FrILECHIR S|, RJE BTG M

H’J Document:

indexWriter.updateDocument (new Term('"name","zhansan"), doc);

3. XHEW
FoMERTZ G, AR AHRK N BT EH:
String queryStr = "zhansan";

String[] fields = {"name","introduce"};

Analyzer analyzer = new StandardAnalyzer();
QueryParser queryPaser = new MultiFieldQueryParser (fields, analyzer);

Query query = queryPaser.parse(queryStr);

IndexSearcher indexSearcher = new IndexSearcher (indexPath);
Filter filter = null;

TopDocs topDocs = indexSearcher.search(query, filter, 10000);
System.out.println("hits :" + topDocs.totalHits );

for (ScoreDoc scoreDoc : topDocs.scoreDocs) {
int docNum = scoreDoc.doc;
Document doc = indexSearcher.doc (docNum) ;
printDocumentInfo(doc) ;

}

WIS 745 5 9 N % zhansan, TE#1 Field 134§ name il introduce. 14 it
MultiFieldQueryParser fft#T &%, X2 it Py 24T il 4, “EM Querys $RJG it IndexSearcher
KA Query HEAT 1), 75 #4432 1] TopDocs, TopDocs 147 1 i (11 3 4 5 i i) Document
3 SCR % s dg )5l ik IndexSearcher SR S SCRY 4 5 O SCRE WA, HFIEATHH -

Lucene % #F Z R it 1, ELANEFRHEAS Field 34T X8 7 A 1
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Term term = new Term("name", "zhansan");

Query termQuery = new TermQuery (term);

Term 485 T #5310 Field 14 %k 5 7 DAL SCA, termQuery 4 #ir 145 name (14
Field €% zhansan XN <5 ) Document.

AT LA XS FEANE X Field M{EREAT X (8] 25 1

NumericRangeQuery numericRangeQuery

= NumericRangeQuery.newIntRange("size", 2, 100, true, true);

& Document & — M FRN size KIEMERL K Field, 7 LLEFXY size #EATVEH &M, f5E
BEWHAFEEA 2~100, FHEHMNMSERRZGTREERLTE.

3 AT LASE 8 O R R X Field #EAT 75

Term wildcardTerm = new Term("name",'"zhansa?");

WildcardQuery wildcardQuery = new WildcardQuery (wildcardTerm) ;

BECAF AT IR ME A A e SR R I T A, (205K Ref% B B VLA
gE R, tndgE Xt name MBI AN “zhansa?”, 28R 0 NEE — DN TR, X drT name 111
4 zhansan ff] Document, WIRER*, NW{LE 0 NakEEZANFE.

i — B P& IXFE—AJ1E “I have a lovely white dog and a black lazy cat”, B[{§ A%
TEIX A e S, T LUEE PhraseQuery 2k 24 & dog Ml cat AN KT, JF H dog !
cat Z [H] i) RE B AN 5 N ER4A] ) document:

PhraseQuery phraseQuery = new PhraseQuery();

phraseQuery.add (new Term("content","dog")):

phraseQuery.add (new Term("content","cat"));

phraseQuery.setSlop(5);

Hrp, content A EHIXT N[ Field, dog F1 cat 435 b ) 1E, 1M phraseQuery.setSlop(5)
RN RIEZ [0 2 AN 5 A7, PIAS Field Z 18] SR VFRIBKEE B TR A slop.

FRIXLEZAb, Lucene & SCHREREAS [F] 5 A 40 &8 Sk gk AT R A4 2511

PhraseQuery queryl = new PhraseQuery();

queryl.add (new Term("content","dog"));

queryl.add(new Term("content","cat"));

queryl.setSlop(5);

Term wildTerm = new Term("name", "zhans?");

WildcardQuery query2 = new WildcardQuery(wildTerm) ;
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BooleanQuery booleanQuery = new BooleanQuery () ;
booleanQuery.add (queryl, Occur.MUST) ;
booleanQuery.add (query2,Occur.MUST) ;

queryl JyRTTHI BT AIAEE B, 1 query2 W WIBACFF i), it BooleanQuery i #i4 2
MR G, HEERENZ, OccurMUST £n R &% 414 Document 425 1E
SRS Occur.SHOULD F/Ri% 42 AT IEM); OccurMUST NOT For R AR &i%s
") Document 4 g5 W10 & B A iy 45 b .

HERAFF
Lucene MUSZFF Z AR MR I AW, &SRR IRTTE I Field X #1456 BT HE 7
String queryStr = "lishi";
String[] fields = {"name","address","size"};

Sort sort = new Sort();
SortField field = new SortField("size",SortField.INT, true);

sort.setSort (field);
Analyzer analyzer = new StandardAnalyzer();
QueryParser queryParse = new MultiFieldQueryParser (fields, analyzer);

Query query = queryParse.parse(queryStr);
IndexSearcher indexSearcher = new IndexSearcher (indexPath) ;

Filter filter = null;
TopDocs topDocs = indexSearcher.search(query, filter, 100, sort);

for (ScoreDoc scoreDoc : topDocs.scoreDocs) {
int docNum = scoreDoc.doc;
Document doc = indexSearcher.doc (docNum) ;

printDocumentInfo(doc) ;

it B Sort, 5520 Field 4 size, Field (9257 %) SortField. INT, #7444 4L
KR THE, A FRF R 28, SortField (155 = AN S50 HedR s Ji 1ont Hl 74 Rt AT S e o
ZEAT MM, 4871 IndexSearcher [0 Tk Jids, i L Sort 2%, WIRES L ¥ i) (¥ 45 H % i
- BOE AT HE 7 -
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ame : lishi

ddress : shanghai

sex : man

introduce : i am a dog,my name is coco,and 1 have a friend,she is a cat
size : 9

mame : lishi

laddress : shanghai

sex : man

introduce : i am a dog,my name is coco,and i have a friend,she i3 a cat
size : 8

ame : lishi
Eddress : shanghai
sSex : man
introduce : i am a dog,my name is coco,and i have a friend,she is a cat
size : 7
mame : lishi
laddress : shanghai
sex : man
introduce : i1 am a dog,my name is coco,and 1 have a friend,she is a cat

size : 6
MR R L/ Field R FHATER, 7JLAEESE Field A ARMIANE, LAMETER AT L
& Document fIHH < B AT HEFF

String queryStr = "zhansan shanghai";
String[] fields

{"name", "address", "size"};
Map<String,Float> weights = new HashMap<String, Float>();
weights.put ("name", 4f);

weights.put ("address", 2f);

Analyzer analyzer = new StandardAnalyzer();

QueryParser queryParse = new MultiFieldQueryParser (fields, analyzer,
weights) ;

Query query = queryParse.parse (queryStr);
IndexSearcher indexSearcher = new IndexSearcher (indexPath) ;
Filter filter = null;

TopDocs topDocs = indexSearcher.search(query, filter, 100);

for (ScoreDoc scoreDoc : topDocs.scoreDocs) {
int docNum = scoreDoc.doc;
Document doc = indexSearcher.doc (docNum) ;

printDocumentInfo (doc) ;
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Rk i) & 407 zhansan Fl shanghai B§ D EEH)H:, W% & Field name (IAE X 4, Mk E
Field address fUALE 4 2, fni%M Field AL E AT & #HE/F, HB-A R 44 zhansan F shanghai
(f) Document 4 HF fE& A [, H{X/& name 4 zhansan [f] Document, #%J5 /& address 4 shanghai

ff] Document:

ame : zhansan

address : shanghai

sex : man

introduce : i am a dog,my name i3 coco,and i have a friend,she is a cat
size : O

mame : zhansan

laddress : hangzhou

sex : man

introduce : i am a dog,my name 1s coco,and i have a friend,she is a cat
size : O

mame : lishi

address : shanghai

sex : man

introduce : 1 am a dog,my name i3 coco,and i have a friend,she is a cat

3ize : O

5. &%

BB ICRCH) SRS, T ISR AT R MR, RERNT S ENLEHAA
st . AR list KU, BT CRKAR TR, A THEHIRRAR, R EN L
FA BT R, BRI SCRE B e 1 N AT FE B, Lucene #BAEME AR 4 1 Jih AL IX L2 75 K -

Formatter formatter = new SimpleHTMLFormatter ("<font color='red'>", "</font>");

Scorer scorer = new QueryScorer (query) ;

Highlighter highLight = new Highlighter (formatter, scorer);

Fragmenter fragmenter = new SimpleFragmenter (20);

highLight.setTextFragmenter (fragmenter) ;

3 J #4) 2 5 5 (1) Formatter K45 A w556 HTML 440 HTML J& 4%, iX B 2 font #735
1% i) J 15 £ % 43 1 J5 M 2 — 4 QueryScorer, QueryScorer 1AL T B i % B R KR BT
Fragmenter W 1K AT 82 K (¥ Field 9 AHEAT I B2, $RIDCHIDGREREKINN A, 24020 LRI
20 TR IEBL. ¥3gk 4 Highlighter, JIRAf Document [ 5 Field HEAT i 5EA% AL

String hi = highLight.getBestFragment (analyzer, "jintroduce", doc.get

("introduce")) ;

#r AR () Document i, il LK ZE Y Highlighter, X} Document fif 5 [f) Field HEAT
oAk, IF AT HIERE IR AT By 2 AT, S EIR B A A . RS dog AT,

introduce 'L 547 dog, 444 1 Highlighter #4534 B2 /5 i) Al F -

hntroduce : i am a <font color='red'>dog</font>,my namgAJ
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6. FX5 A

Lucene $2AE A FRHES 501 2% StandardAnalyzer HAEOEIEAT R ¥ (0— o0, —oosria Ll
—ANF R BT Y5y, XA R PU SO v B A 2%, R SO iR I 2 2
VB MAHER IO AT DA I A8 A — L8 L Ath v SC 55 1) 5 SRk S X i L, I S0l 454
F& Lucene H K1 H i o0 ial 2% CIKAnalyzer, [F WA —LHFJa1h 3 8%, BFE 1K 70
WP, MM 2%, LR T 43P, imdict 201 88245 . BBAT R BT

String zhContent = "&A—ATEHA, KAEKGBEE";

SRz e, IR B a] LLRE 73] i 45 R AT BN i -
System.out.println("\n %32 : " + analyze.getClass())
TokenStream tokenStream = analyze.tokenStream("content", new StringReader (text))
Token token = tokenStream.next();
while (token != null) {
System.out.println(token);
token = tokenStream.next () ;
}

i StandardAnalyzer 731l £ 21 (1) 73 0] 45 F w1 F

Analyzer standarAnalyzer = new StandardAnalyzer (Version.LUCENE CURRENT) ;

ﬁiﬁ]éﬁ : class org.apache.lucene.analysis.standard.StandardAnalyzer
(¥, 0, 1, type=<ca>)
(JE,1,2, type=<CJ>)
(—,2,3,type=<CJd>)
3,4, type=<CJ>)
4,5, type=<CJd>)
5,6, cype=<CJ>)
6,7, type=<CJd>)

, 8,9, type=<CJ>)
9,10, type=<CJ>)
10,11, type=<CJ>)
,11,12, type=<CJ>)
(W,lZ,lS,type=<CJ>)
(&, 13, 14, type=<ca>)
(X, 14,15, type=<CJ>)

HUERTLAS %1, StandardAnalyzer K )i — o0, RESFRFE L AN 70 Uiy g f a6
] CIKAnalyzer 73] 5 L4770, 14210045 K B

31 IK F3in) 5 H Ml 4 hitps:/code.google.com/p/ik-analyzer.

32 MM 43l 55 H Hdik A https://code.google.com/p/mmsegdj .

33 Jfg 143 bl https://code.google.com/p/paoding .

34 imdict 7] 35 || Hi kil 4 https://code.google.com/p/imdict-chinese-analyzer .



F28 DMARGEMRE | 15

Analyzer cjkAnalyzer = new CJKAnalyzer();

Hﬂ%% i class org.apache.lucene.analysis.cjk.CJKAnalyzer
(ﬁ%, 0,2, type=double)
(FE—, 1,3, type=double)
(—“",2, 4, type=double)
(M9, 3, 5, type=double)
(EP , 4, 6,type=double)
()\, 5,7, type=double)
(Hi#, e, 10, type=double)
(ME 9,11, type=double)
(EF, 10,12, cype=double)
(¥, 11, 13, tyvpe=double)
(F1E, 12, 14, type=double)
(EZ, 13, 15, type=double)

st oA P gE R a] LLE ), CIKAnalyzer KA M2 —Jo6o01a, BRI F5F & LLBIAS T B 47 3k
roE,
7 FH T U8 Y TK 18] (R SR an

Analyzer ikAnalyzer = new IKAnalyzer ()

ﬁiﬂ%%: class org.wltea.analyzer.lucene.IKAnalyzer
(¥, 0,1)
(7E,1,2)
(—1HE, 2,6
(—1%,2,4)
(—,2,3)
(1", 3, 5)
(1°,3,4)
(REA, 4,7
(FPE,4,6)
(ELA,s,7)
Hi. e, 9
(AF, 9,11)
(BFh,10,12)
(87, 12,13)
(E%, 13,15)

Al LU S, o ia] (R4 R B gl i) — o s el B IR E .
4 H MM Z3 i) 25 23 vl 8R4 F

Analyzer mmAnalyzer = new MMAnalyzer ()

;ﬁi]%%: class jeasy.analysis.MMAnalyzer
(FiE, 0,2)

(—1H,2,5)

(EA,s,7)

(Hi, 8,9

(ME,9,11)

(Fif),11,13)

(E%,13,15)
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7. &3k

Lucene &5 /ZHB (segment) HMHI, BMEAIRENBEZANERS I, EIMREE
T—AE#E LA Document; BXZEHIETS Lucene WJLARIFHI T I E RS, Hi¥H Document
BHARMBEFHRS B AT, B2, LERELSHBEHERMBIRT APE, R0k
B, —ckil, BIERSEXN THBITHRSUFARBOER R, J3— MR ARZ /3
i, &3l too many open files 7%, H HPATIEZRIES M, Lucene L4 A RTANER, R
BENBRIPEREREGIH, TR

A THE Lucene R5|MAEMMR, URIIBNHELIEER ERE, Lucene & HaN
ITRIIBHMMN, BRESIBREHBA—, LIRESEBBIMEGE, FHEUD#RRST I8 SO AR
2. B2, RIIBHEHFEREN VO #1F, HHFEFRBMAMME. BRZXFRTIE
TG, TSR EEMMMERE, (BERSIEH MRS, ERrEREZEIR X Fm,
XX} T A & N SR Ut — M2 A LA SZ 1 o

FHit, A TREERIEHERAMNGE, TERITREDRTIBRNEE, i, M THE
%o B o e F R BRI R 3, TR 51 B3 & AT At FERATME, UREERREEE.

—fRU, EAMAHET, THFEIINEFRERES], HBEERRTIMEFA T
WEERTE I BERIER. JRGIERUE, BER5IUMN, NRIIMBHEITEH. &HTLE,
AR R T30 K BRI B MRS VLSS AT & L B . 48R, HURE S AT S 5,
5 U AT NG B R BIE ERT R — Ak, X TFAERIIRU, ATLLER TR %R
SIERE, HEBRTHEXBEROEAIE, HREMAXVERERBEZEIES —E LR,
B2, SZFdEEE TEAN, RIIMHEFTERKIN R, LR ERGETZEEZSZ, Eit,
BAINBAEZ R i, BNEIIRNEEZMNRIIR, MERTEHERORA S &
RGERNLAE . WP AT LU RS IMEBINAE, HULE € MR R S rEs, 56— 1R,
MREGIFAT—REEMERRE, N EEHTERNRS BHTE I,

8. 2B R

HHARK MR RAELEM LA, EET Lucene RSB LTHIG RIS, BEPLSM
LAARSZ 5 i) BN EARE S, AEANE#TY R, B2, SHAMANFAARRKE, 8RN
KED G R RER S — & I ] B IR, X FHEE — B BRI AR, K
T REGRBRERIE N RERA B, TUAZ—EMN EREEARNY, —fy RNy W
K 2-22 fiioR.

8/~ query server SEBIIRTF — 3 55 BRG], %ZEK5| 1 dump server ST A R, Ft 4T
REIBURE I, RIIVEREFZ EHEEBE query server MEAT i, IXFFEE GBI S| dump %
Ja S BAE AT SR J7 o 28R, ST IR RS 1 BAE E8, dump server BJ DL 5 M0k 8 71
FIBEE query server, R JE query server ATk E] dump server HEAT RO R, DL IE X i
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WM. X AT client N R, Bt XTiE KT Hash, BiEK B4 9 & B E R+
Fﬂﬁ‘*ﬂﬁ%%ﬁ {E 15 1 ) e BN ¥ S o A JX#WIX?UT?\%#EB’JHH’J

B222 BENELNHEELE

25| (/5 4 B R PR RS SR A O 1), X T 500 B K I8 R 5 1 ki, A&
SlfEERE D e EA . M HRMERSIBEKM, BROEERSHEZ TR, ENRGIAS
L,?Xfi%?@ﬁﬂ']}ﬁ%ﬁ FENRGHATYS, BESIDMBERNS NS L, DiREaERt

ﬁ&ﬁ&ﬁﬁ%ﬁ 71, W 2-23 s,

|

|

|

N
| r ,

| |

|

|

|

B 2-23 &3lthn

2601 2-24 iR 0%H T, 28 HeHT uniquekey%N, Hit)4rFI% A index server HPILATAF
fi%. client % FH (¥ 75 #3535 3255 #1) merge server, merge server Hiif 3K 43 A& 2 index server BEATHY
%, ST AT &R, R4S client M. T4 Rt &G, a] U# ] dump
server HERE, LIINARZE S K ER HE S, JFAHAEREINIE Ty o T RE(R) SR K, ] AR 45 5
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] uniquekey HURE, % % 5| [7] 2 £ index server; JA ikt % merge server Hi L H A1, 7] LLXS merge server
TR AT HME . 4R, RolVIaRIFETR, rraethaadk s g, 2400k, iR
EWERFERATE RH T, DRI AVI IR, T S B A i & 1) 54 HF ) E
A, EENVISERRT RS, HFERE 82 KBS -6 index server #UTHET, fF5E UG
topN (HHFHAREZE) Ki%F| merge server HTH I, GRS HIEME RIR T RefF(E
W%z, XMFEANS LTI

AR, AT ReRERIm &I AR Ui K, Xl SO iR B R T RG], X
Bora LR L, MIBERHZRE SIS &M, USAEE KRV, SCRHZR S|
VI3, AR PUEE R S BURAFAE 0 DL R S IPERE R R R, &l 2-24 Bk,

index
Server

l | sync L |
T | )
| e
r | dump dump dump | =
C> |  server server server |
update : ! |

/224 mRitATiEBH®H, X#ATERI S
merge server 55 index server /4 —41REA NG RE T S, iy i N HI 035 Kl Hash #% 4y
REIAREI A AT ALRE: 52152 AT, AH] merge server K553k 2 & 3] index server 3 {7
FIIMAW); AL SR AE merge server BEAT A 9F, S IF5EUG, FRRE4S FR4Y client.
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2.4.3 Solr

Solr /& Mk Lucene. DifgsR KHIH RS % T H, B Lucene T T ¥ &, $##4t— &%
Difigss K HTTP #:4F#: 01, Z#Filid Data Schema K& X 7B RN E AN, 15
AT EUERL HTTP POST 163K, [ il 45 254248 Document, AR S], LLAHATE S| HH
HIERIR A X TR EWRIE, Solr $24t 7 —BEREXNEWES, ALIEE T EH LI AE
TRULHES, R A, g ThE; AR, Solr MERME TR KMIATACERE S, LR ThRESE
EHEEEH AL, Solr AL 2-25 Fis.

Lucene/Solr Architecture

Request Handlers

Response Writers

XML Binary  ISON

Search Components ( ’\ Update P o

Highlightin : - Extracting
— g S Signature Request
Speling | saviscs [} e

- - ] Logging Handler
(PDF/WORD)
More like this

Apache Tika
st search B cCofe B" Data Import
) R oadinai oS ( A Handler

(SQL/RSS)

Update Handlers

XML CSV  binary

/édmin Jselect ~ /spell

Index
Replication

Core Search Apache Lucene Indexing
IndexReader/Searcher Text Analysis IndexWriter

B/ 2-25 Solr th 22 #>

1. Solr HYECE
i it Solr FIF J7 it s %K Solr:
wget http://apache.fayea.com/apache-mirror/lucene/solr/4.7.2/solr-4.7.2.tgz

longlong@ubuntu:~/temp$ wget http://apache.fayea.com/apache-mirror/lucene/solr/4
.7.2/s0lr-4.7.2.tgz

--2014-04-26 22:11:13-- http://apache.fayea.com/apache-mirror/lucene/solr/4.7.2
/solr-4.7.2.tgz

Resolving apache.fayea.com (apache.fayea.com)... 220.166.52.227, 220.166.
Connecting to apache.fayea.com (apache.fayea.com)|220.166.52.227|:80... connecte
d.
HTTP request sent, awaiting response... 200 OK
Length: 151973754 (145M) [application/x-gzip]
Saving to: "solr-4.7.2.tgz'

0% [ ] 1,159,198 451K/s

35 Vel i http:/images.cnitblog.com/blog/483523/201308/20142655-8¢3153496¢244a280c5¢195232ba%62.X-pnge
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i s«

tar -xf solr-4.7.2.tgz

& Tomcat ] conf/server.xml Hf#] Connector L&, ¥ URIEncoding 4% i% & 4 UTF-8,
BN <E, NTFBEERERNARIER.

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" URIEncoding="UTF-8"/>

#% Solr 1 dist H & T [ solr-{version}.war 0.5 %% tomcat ] webapps H3x F, 3 HE %

41 solr.war.

B E Solr Y home H3, & schema {4 . solrconfig X4 LRG0, nEEH KA
E Solr, AJLAEHEHE#| example H3 T Solr HFAEA Solr i) home, FiBid & tomeat
A catalina.sh #5%E solr.solr.home ZZ & FF{LFEK ] Solr home {12

CATALINA OPTS="$CATALINA OPTS -Dsolr.solr.home=/usr/solr"

Ja 3] Tomcat, jja] Solr K& HE T HE, K 2-26 Fizs.

€ [ locshost aon/so17 — O Eow  Q$
Apache "’(4 | H instance = System N
e i B :
SO'r - | & Start about a minute ago Physical Memory
s |
{2 Logging | sab solrspec 4.7.2
& Core Admin | solrimpl 4.7.2 1586229 - rmuir - 2014-04-10 09:27:27

Swap Space
& lucene-sped.2
lucene-impl7.2 1586229 - rmuir - 2014-04-10 09:00:35

2 Java Properties

= Thread Dump

}ALA:;;Sei’;_rl_rlr___:_ File Descriptor Count
| Gvm = JVM-Memory
B 2-26 Solrty ¥R R &
2. MEZS|

TEMRRE|ZH0, BT EE XIF Document [ schema. [RIEEEREA S840, g
Document & WfLL Field, XMW Field ff) name J&ft4, Field AR, BEEHEBWERS, BH
Wifrfl, %, BORBMNEHRE - NMHOHX, TFENHX AR FRHTE, Baiiis| s

) Document R ZA S FEE. MERER. MREMFE. RIEAGE. [F]5 08508k A1 K
i 2-27 FioR,
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F28 HHAARAEMRE |
section
post ton_id
+post_id +section_name
+post_title ______,,__———“""‘——_—— +section_owner_id
+post_content
+poster_id
o /
user
+user_id
+user_nick
+degree

comment_count

+post_id
+post_comment_count

B2-27 tF. 3k, AP, WHFHRIEHNEABKLEZ

b, post HI KA H 2 &AM 715 &, section NI /RIRER(E &, user {AF %4 X HIH
J7, comment_count A Rid kM1 FIVFT S 4.

X R RS T, T T RIEERE R, Wk MySQL IX—2KHIK
ZAVHHR PERIAT AR 1S, TEIAT PR R. BURGEIR 25, B LRI i 2 2 4E %
SORFAFEMIT R, JF HERTRFERIR. . P2 ARSI REKER, FHEH
PEfE T FE, B2 Ik S HOX R B8 A T REAR AL B A R R AR A v, B R R
5%, XLEFTRABRE AR 4 b1 B AL -

AT EX N schema SCAF7E AT fEAZ T XA

<?xml version="1.0" encoding="UTF-8" 2>

<schema name="post" version="1.5">

<fields>
<field name=" version " type="long" indexed="true" stored="true"/>
<fieldname="post_id"type="long"indexed="true"stored="true"required=
"true"/>
<field name="post title" type="string" indexed="true" stored="true"/>
<field name="poster id" type="long" indexed="true" stored="true" />
<field name="poster nick" type="string" indexed="true" stored="true"/>
<field name="post content" type="text general" indexed="true" stored=
"true'"/>

<field name="poster degree" type="int" indexed="true" stored="true"/>
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<field name="section_ id" type="long" indexed="true" stored="true" />
<field name="section name" type="string" indexed="true" stored="true" />
<field name="section owner id" type="long" indexed="true" stored="true"/>
<field name="section owner nick" type="string" indexed="true" stored="true"/>
<field name="gmt modified" type="date" indexed="true" stored="true"/>
<field name="gmt create" type="date" indexed="true" stored="true"/>
<field name="comment count" type="int" indexed="true" stored="true"/>
<field name="text" type="text general" indexed="true" stored="false"
multivalued="true"/>
</fields>

<uniqueKey>post id</uniqueKey>

<copyField source="post content" dest="text"/>
<copyField source="post content" dest="text"/>

<copyField source="section name" dest="text"/>

<types>

<fieldType name="string" class="solr.StrField" sortMissinglast="true" />
<fieldType name="int" class="solr.TrielIntField" precisionStep="0"
positionIncrementGap="0"/>
<fieldType name="long" class="solr.TrielLongField" precisionStep="0"
positionIncrementGap="0"/>
<fieldType name="date" class="solr.TrieDateField" precisionStep="0"
positionIncrementGap="0"/>
<fieldType name="text general" class="solr.TextField" positionIncrementGap=
"100">
<analyzer type="index">
<tokenizer class="solr.StandardTokenizerFactory"/>
</analyzer>
<analyzer type="query">
<tokenizer class="solr.StandardTokenizerFactory"/>
</analyzer>
</fieldType>

</types>
</schema>
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fields b T €, 3 (R 5 2 a8 IR F B, QUREX NI F B FR. PR, BRI,
MG M2 uniqueKey 455 I Document [fIME—HEZ 0 types bR X T Af
fie HH 21 f) s A8

flf ] HTTP POST 52K nJ LLZS 4% 22 5| s ol & 0 CAFAER &R 51 :

http://hostname:8080/solr/core/update?wt=json

POST [t JSON N 7%
{
"add":
"doc": |
"post id": "123456",
"post title": "Nginx 1.6 #&ZmMAM, MAMEMERA Apache”,
"poster id": "340032",
"poster nick": "hellol23",
"post content": "# W3Techs 4it## 27, 23 Alexa #HE 44T 100 Z 4935
Py 23, 394 nginx, EHELAT 10 FHMaEP, X —44EH 30.7%, MAEF 1000 LR35 T,
nginx #91kJ¥ At T Apache, {2 EH 142, ",

"poster degree": "2",

"section id": "422",

"section name": "H#H K",

"section owner id": "232133333",
"section owner nick": "chenkangxian",
"gmt modified": "2013-05-07T12:09:122",
"gmt create": "2013-05-07T12:09:122",

"comment count": "3"

b

"boost": 1,
"overwrite": true,
"commitWithin": 1000

}
I 5 S (Y ) . 2
{
"responseHeader":
"status": O,
"QTime": 14
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REDHAMIGEAHRT 5L

Wi AR HTTP POST 3K, {EA]4 Document V8 N8 R 5%,

3. &H&ENl

L Lucene it —25 /2, Solr STHFHH S 24 4 HEALSEM HTTP RIS IR, (H/H
BERS ORI A R A, I AT, B A, (LRI TR 29T, HIF.
2. G, 3 HICH XML, JSON st 2661k, 7B post id (15 T
id) SREWXRLMNET, AT LU T I f B ik

http://hostname:8080/solr/core/select?g=post id:123458&wt=json&indent=true

& [A] ] Document
{

U

"responseHeader":

"status":

"QTime "

0,
: 0,

"params": {

"indent":
"q" :
"wt" :

b

"response"

"numFound" :

"start":

"docs":

{

"true",
"post 1d:123458",

llj50nl|

N

1,
0,

[

"post_id": 123458,

"post title": "R EMAXFTALE THEZHZHHEB AL,
"poster_ id": 340032,

"poster nick": "hellol23",

"post content": "4/ HHSER. 2HESWMPRBAERKZE,

BAREZIN X EABR, ZRGTLARKGEE A 2 EFI LA E TR EPRIE, »,

"poster_ degree": 2,

"section_id": 422,

"section name": "# K 1",

"section owner id": 232133333,
"section owner nick": "chenkangxian",
"gmt modified": "2013-05-07T12:09:122",

"gmt create": "2013-05-07T12:09:122",

Lidar
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"comment count": 3,
" version ": 1467083075564339200

}

B v UL [ 75 AR HE poster_id C&ME A id) F1 section_owner nick (WREBEHFR) 1EH &Mk
frecify, Jf HARYE uniqueKey F#/FHES, LLEARYE section_id (AR id) #ATHAL, BAE
) 5 RIE AT LS -

http://hostname:8080/solr/core/select?g=poster id:340032+and+section_own

er nick:chenkangxian&sort=post id+ascé&facet=true&facet.field=section_idé&

wt=json&indent=true

H.tp g= poster_id:340032+and+section_owner nick:chenkangxian & 7~ 75 #] ff] post_id A4
340032, section_owner nick j chenkangxian, P4 and 414, 1M sort=post_id+asc M
4% 1 post_id HEATTHFHES, facet=true&facet.field=section_id R/~ /A%, FFHAAL
VBN section_id.

4K, Solr JE I HFH £ AN, HAHARFIFMAE T,

2.5 EAfhEMIRHE

W T AT TR S M G AE . FAArtl. A B RS, MR51%, KM
RGNS, BT HAD RS, IS & 1 HTE N AR S T B A
RS HERERS. MRS, SRR, URABRAEMAMHEN CDN RE. H
B ARG WEHEERS. AL RS,

36 A1 (0 7 5 T A 44l 5 % Solr 15 J7 wiki, http://wiki.apache.org/solr/CommonQueryParameters#
head-6522ef8022d0e50d2f12ec487758577506d6002.

37 ikU6 A BARA T B AT VEAN A A, (R AR EAT AN TR, EATI R A X R A ) TR AL AR
9%, MRFESWE, SRAMY AL, W a] (AT A AR BER



3

E3HE
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M A A5 5h B W 69 3442, VAR RESTful #2= Web Service 3 K # KA A, HTTP Hi B
AL R TR RIS & 6451k, £ Web FFA A= SOA AURIFE) T S i A, {121 Fid £ 6915 4,
RAARZMBFARAL, 58RI BAR, A48 A RMGTAEESBEET LTI,

5T H LA Web s F B, 40 XSS, CRSF, SQL iEASF, Bitihtinst kit sy,
MIE T BT, tbde XSS 6915 70 E 4 UMM K465, By ik CRSF 5t & &4 cookie X &
# httponly, VAR 3G An session 8% # Hash token A4, SQL ZAMGELE R TFFHEL,
FHEOMERABANE, BHEHEEM, ELLEHRTEERTLXARZLETURR, LERA

k2% DDos kB LR —MNARTAE, FLAESHAN S EREKR, BOFMEAL
AGARHE, ST R A S AT AR #tde, S, AR ER RZAT, #TL
S ERIEELE, TN, RAASTAOTRES, RARBH R SRS, AAFGHLEEZE,
DDos 3 & Z AT A A8 EH

BT Xz I, BFBH BRI E N At AR P ey A, B R BEAR ik A Al
FEm B ER, XEEAARAEMGIKE ERJITRIE, Hlde, RAHEIAERFEZER
P, R A LPAERBERAE G Ak, it HTTPS MUk R M@ AZ T 42 P 208 RAF
=7 WA R .

W & 5 R TR & RAT, Wl RS Z 5 54 B (ISV) 3 443 80995 19 & 214 )
PREASETH, BATLREZEEGFM., OAuth ey HIL, R APERELZHEE
ATHA P LERMAE LT, S TRSHZFRRGER, MFH=F B RFERPRRE, R
TVASE— R BEIE) W35 9 B A P ARG IR, XAE, P AT LISV, A P Z A AR BRI E AR
k, Atk A P %

LK, ZAKAAMITE, RAREE, RALLAE,

A 2 BB Ae fif ke he T 1A

o FLE) Web & F R Ak, 4o XSS, CRSF, SQL EAS,

o ERMH—ERANE, WRFHE, T, AT KFEL, HFESF,

o dofT R IRAEEIGET K W abAE 8 Ak . it AT % 2 R IR EIRAE Ry 69 B ikt VAR

it HTTPS Wil i% i 45 i 42 o S48 R 5 = 5 o Fe ik .
e EFHFEHRAT, OAuth BitdefTHRFE ISV A #0469 35 1) 2 AR E) & AT o
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3.1 ®HY Web ILEFER

A B — L W Web B FB:, tn XSS K. CSRF M. SQL i A idi. DDos
W%, XSS Witi. CSRF Wifi. SQL F A FX R F BARM R LB 5 Pive, AT
TR, XFFAMkiE, EE2RFEMNFRTELRTLURE, UGB Ak 520 i mdi
%. MxfF DDos Hifiskit, BEFERELH, FANEMAGEELR, MEMBobE 1M
FRMARSZTLRE, TEFEMMALZBIEESLS, BIFNEME, HRFFHHNE.

AT RN A LR B AGR RE . N 35 RO N R B TE S .

3.1.1 XSS i

XSS Biti 2R & B ul I A Bk (Cross Site Scripting), A AR JZ B £ % (Cascading Style
Sheets, CSS) MG SIRE, HUGHMMALESS N XSS!, B & Web N/ b s WE 1
B FBRZ —. B ARSI R EEM TP NG S WA, MH P IFZM TR,
FIAFE (B FF A6 72 % P o 00 Y28 B 3AT, DAEUE i cookie. P A %RS, FEMATIHG
ARGREF, HEZ2RIRIE 4 admin R

1. XSS KR
B B RS, RPLAFRN nick, HIK MRS vmde 58 Mk P ARG 8.

<input type="text" name="nick" value="xiaomao'>

RKE nick WAARBAFMEA, SHPRARNAR—NEERRKRERFS, M
"/><script>alert("haha")</script><!-Bf, HTFEMIRE, W nick REImKEIE AL, RS mEE
[ [EXANTE, FFHW EZ 5T P8R nick S50, R T AR AR A 2

<input type="text" name="nick" value="'"/><script>alert ("haha")</script><!-" />

FERMAME input ST LT —BMATEF, B8, XBRMARTF RS A EH
“haha”, WM 3-1 Fion, HARERAAGEE, BUEERBIEIRT RSN T AR,
REMMGR, ErEsdl e F .

B 3-1 sk My A ed SR

1 A AL, http://baike.baidu.com/view/2161269.htm.,
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Wit 3& v LAXTi% URL K URLEncode, W1/ 3-2 Fix, LLREF P, ibEEREERE—
EH RIHE B, JF B UAMAR R R e A RSk T, — B A, BEAKER i
i1, STH PSR fEE.

www.xx.com/login.do?nick="/><script>alert("haha")</script><!-

|
|
URLEncode :
|
|

www.x.com/login.do?nick=%22%2F%3E%3Cscript%3Ealert%28%22haha%22%29%3C%2Fscript%3E%3C%21-

B 3-2 URLEncode % #% /5 ¢ XSS 44 43,1
EHE s, APERSE A —BHERE, SRS mHTRHRAL, HthumRHE
MR 55 S B H0HE HY SR 7R o 38 R AE F 2 1 IR R B nick, F PRIABRIRZ 5, MRS5S ¥m <4 nick
fRfF, HAEFPTESRIGH P, 2% @A 7 EW#HI zhangsan, U< 278 H 7 B nick A
zhangsan:
<body>
zhangsan
</body>
(B2, WHRHPBAMAR —BIER M nick F£F 8, 1 Z<script>alert("haha")</script>, fi
% it e IX B A RAF R R, SAEH P EEZIUER, TR S .
<body>
<script>alert ("haha")</script>

</body>

FRE, BB TH A SAREA, JF HibR XSS Bk tbat—Fr A 8 02 fE
Sk, By NEERPE KA M FEE T AR K, SCEPIRA T
S BAACHD, oAb A U7 XS SCE R, A SCEE P AR AT, X SR BGE A
FHIHB .

2. XSS BA3e

XSS Z bl A, DR N R B T AR . BRI, TRAT T B P AN R
JEMAT HTML B XCAEER, H3Lh) “RIR S, W5 57, “3157  ZRMAEHFIFLATH X
Yahd, i 3-3 P,

< &lt;
> &gt;
. &amp;
¢ &quot;

@ 3-3 HTML F 4% 3L
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AR 2 TR T R MESE A 5 BNt S ik HTML AR5 4% LRI DO, anifiqT (1) jstl. Struts 55,
ATREFRANABFHATE BRI R M jstl ARZEFAT HTML 6 3, FA s, U .

<c:out value="${nick}" escapeXml="true"></c:out>

HEEW escapeXml W E N true, jstl Fi2K A8 & (1) HTML AR A7 S .

3.1.2 CRSF I

CSRF Hii 1 FR s 501 K hid (cross site request forgery ), & —Ffont o uf (1) % & A H
AW KER XSS 5 ul A B A s AHEL, HEE5 | CSRF 5 XSS ZEHIRA, XSS A2
s W HIEEH Y, T CSRF WS ik th ek B 525 8 - i KRR 2 R b . ]
PLIX 2 B fi# CSRF Biki: Buchi & B T ORI B, LARI) 44 SC1n) 35— 7 Pk 06 % =i 3K . CRSF
REMA S AR R B R REfE . BT SRS, 2 ERRMIKS .

1. CRSF W& R18
CSRF Xt R an e 3-4 frs.

e [
A AFAECSRE RIS -
| e (OO Wy 6. BT NHEEH LAFCBcookie, 15
HRC Bag | RARITIBS BRI AR EBALE, EL
e TR IRIEAP VRN B BB
————————— R, XHBRLEESS (iR FCERIER

LN SEFF B SR IG

2 WEE, BB ERLISRAcokia. BATA
. " (R

.

5. RIEPESRINER, NAEH
L BRI ERcooki cTIRIIARA
bR

B Tt STy
mac 0 T Ak

e 4. ISBER G A

A 3-4 CSRF =& R

B C WGk T AT R A, SR SRR R DU, 3 8 B 4 78 1R 1] 45 3
a5 B P b CXESR MK cookie,  cookie £ oo 7 L A S £ £ BN 1) R IR 55 3 18 3
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e FERIEH UG, HPERE SN GBS A K cookie) i A TSR, Vi EE
i LBy XIS AT BN TUIH ()3 21 A RIESR, X ME SR A i) U 88 3% BT R A 1
S A [P cookie, 3T A RIS KT cookie, FIWTHIE K MR C AR RIER . FIE, 355
A IR C AR e b B Bk 1 B T AR IR SR, X AME SR AT BE LU 7 C i 540 3%
HEPE RAE . THE, DART R ST e, IXPERE s 5 B slis B T b & C iskak A
A HIHI,

5 ST AN PR e, Bl s AR RE 52 A CSRF Biki:

o GG TEE A A, FHEAHAE B cookie;

o EAEHEA A GERRE S A ) cookie) MIEHLT, Vi &R £ B

RZ NG00 TPl Rl s, IR TR —MEEHARR (0 XSS) MZELABRE
NV el B3k 20, 3R, Sl S AT REEAFI A P T2 EE

2. BEZp)

e v BEARAT s A L GET i Kk Aot e ka4, kbl www.xxx.com/transfer.do?
accountNum=10001&money=10000, Z4%{ accountNum £ /R¥ K1 H 1K 7, S350 money Rn#
I < A0

MR B b —ANBR P AL T K, TR (MR T R 36 A2 A £
bk, e A7 O P g £ 2 i k-

<img src="http://www.xxx.com/transfer.do?accountNum=10001&money=10000">

MR MG A G, B R, X RYIN T iRts B, ASERHENRET, R
R b T 10000 Heseee-

A LS IXRENE, AERESRAT A I, ORI 5 88 0 23 A2 ARAT A 1) cookie, 1T 24 4R 5 ik
Wiz B s, G <img>br2 75 B U 88 A — /BT HTTP 3K,  DAIRTS B R BE U,
A AR R IN, WERIHUE AT A M HbIE www.xxx.com/transfer.do?accountNum=
10001&money=10000, Jf H2x 47 FHAT A [#) cookie fii L, 45 FARTT (I 55 4 B X AN KA
N K E RO R AR A, DR K 2 S 2D T 10000 B .

K, U OSSN GET U SRR A7 K o, R, 0ot 5t 5 o AL
SRR S

15 BEAA T SL AN 7 s POST 448, 1M1 1 B M P SUAFAE /> XSS Wil SR 1E
AP TRR PN IR TP

<form id="aaa" action="http://www.xxx.com/transfer.do" method="POST"
display= "none">

<input type="text" name="accountNum" value="10001"/>
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<input type="text" name="money" value="10000"/>
</form>
<script>
var form = document.forms['aaa'];
form.submit () ;

</script>

WRRHER ISR TRIT A, HEEEH, [T LR TG, WASKRE aaa 2
A, 8 accountNum 1 money ZH4% 1645 R1T I Mk Hilik www.xxx.comv/transfer.do, [FIFF,
1T LA AR B — IR K, 2 MR K P 4 ER 10000 B,

AR, U ERREH], EFEREBRITHZSMKEE USB key. Wb, BFxFHEM AL
THE-RIFEE, HAEK ELRREERES, Ptz Ritiaiz.
3. CSRF KA1
(1) #4 cookie ¥ & A HttpOnly.
CRSF KR KFERE LRI T %A H cookie, A T Bi1kub I XSS Jil #EHL cookie,
7 AL cookie FIXE “HttpOnly” B, XFFELFEF (4 JavaScript A<, Applet 55) #itik
BEHCE] cookie {75, W4 T B & thiE cookie HITHHLH L.

£ Java [1] Servlet ] API 1% & cookie & HttpOnly IS5 T

response.setHeader ( "Set-Cookie", "cookiename=cookievalue;HttpOnly") ;

i )T Firefox i % a% [ firebug 4814, 7 LAFE %, cookie #{ % & B T HttpOnly, Wi 3-5 fixs.

| # %[ € 2|7 || comsole wrms ess serpt B o » e —— i |

A 3-5 cookie # 3% & 4 HttpOnly

(2) N token.

CSRF i Z FrARes sy, AR A Bha nf LAOh&E A P ik, ik prf i R e
UE(S BARAEAE T cookie ™, R # AT LAZEAS &N F P 30 A (5 S RO o0 T B4R R P 19
cookie Kl it % AHAE. HULAT4N, KA CSRF Kuaki ()68 7E T2 eIl R NIk & T AN e
PG B, I H %G BAFET cookie 2. $T M, ALK A AT LATE HTTP ik i 1L
SR TN —ANBEHL= A () token, FFFEMRSSURBEAT token KB, 1 R Kh ¥4 token 58
# token A RIER, WA K CSRF B ifi 45 481% 35K .
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fitiif sKig it POST J7 NHRAS, AT DAFEAH B ) 3 B o 38 0 — A Bt tak

<input type="hidden" name=" token" value="tokenvalue"/>

token FRMELIEL i AR 559 A B, R AR AT token MIEIEIT POST K 555 — R 2R 55 3
BRI nT LAE A RL Y token, iR, WU token KA%, Biii& RIJCIAIRELE] token, it
RPN Vbl B

{E session 14511 token F¥)SEFLALAG .

HttpSession session = request.getSession();

Object token = session.getAttribute (" token");

if (token == null || "".equals(token)) {

session.setAttribute (" token", UUID.randomUUID() .toString());
}

(3) ift Referer iRl

HAE HTTP Ppill, 76 HTTP kA —/NFB M Referer, B3k T 1% HTTP 153K AR
RS OL R, V7l — %452 PRI DU 8 SKAR SR B T A —/N Mk . B an AT 1 % ik 2 il
ik 197 18] http://www.xxx.com/transfer.do TUII € e, FH P b Z0056 5 % www.xxx.com, $RJE1E
iof o ety UM b AR AR S i B MK A . 24 P RS SR, 1 K TS K Y Referer Ml &2
SRS F A T AE PUIRI Y URL (A4 www.xxx.com/transfer.do). 1 5 I ehi 25 B HHRAT 194 3 S il
CSRF ik, At HAefE Hofh 0 s b atsids sk, 24 P 3l ik HL A s R348 SR BIARAT I, 13 SR A0
Referer (1R FLAD Wb ok, T ASRARATHEIK JUmI Aotk . Rk, ZEP548 CSRF Meali, HRAT
W s B B A AN A SRS AE B Referer fEEITT, 4052 L www.xxx.com 1844 IF 3k )b
B, DL B 2 SR SR LV RAT I B TSR, R AE; W Referer RILADF N, #AT AT fE
st CSRF Xiti, W 481%15 3K .

HU1% HTTP i 3K Referer:

String referer = request.getHeader ("Referer");

3.1.3 SQL EFAWE

FiiE SOL FEA, #fLliH it SQL fr Ay s EH 1 HTTP ik 28, i BRI Y K
i 1 5 58 B AT SQL 4, IEFINGL H . Beaki # nl AR SQL A, it I
SRS L, G R P T4 S T M, SO R b, A A AR S5 2% root AR« ISYI=Pan
SQL i Nl i f& e dboR, Bt K i SQL}H/&W)M_ TR . R R KA kR
il i 1 ek A, K AL e SQL v A K S il
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1. SQL jFANHRIE
TR A W 3 1) 8 5% T i an P 3-6 oo

BEAR: zhangsan

H3-6 M3EEERAE

WABRRRRE G, WS mBE TR, i RIEFRAMEMILA, WERH Eadsk, Jaim
KAEARE T

protected void doPost (HttpServletRequest req, HttpServletResponse resp)

throws ServletException, IOException{
String nick = reqg.getParameter ("nick");
String password = req.getParameter ("password");
try(

List<UserInfo> userInfolist = query(nick,password);

if (userInfolist.size() > 0){
req.setAttribute ("login", "login");
}else
req.setAttribute("login", "no login");
}
}catch (Exception e) {
throw new RuntimeException (e);

}

this.getServletContext () .getRequestDispatcher ("/logininfo.jsp")
.forward(req, resp);

}
public List<UserInfo> query(String nickname, String password)
throws Exception {
Connection conn = getConnection();
String sql = "select * from hhuser where nick = '" + nickname +
"'" 4+ " and passwords = '" + password + "'";

Statement st = (Statement) conn.createStatement () ;
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ResultSet rs = st.executeQuery(sqgl);

List<UserInfo> userInfolist = new ArrayList<UserInfo>();

while (rs.next()) {
UserInfo userinfo = new UserInfo();
userinfo.setUserid(rs.getlLong ("userid")) ;
userinfo.setPasswords (rs.getString("passwords"));
userinfo.setNick (rs.getString("nick"));
userinfo.setAge (rs.getInt ("age"));
userinfo.setAddress (rs.getString ("address"));
userInfolist.add(userinfo);

}

conn.close();

return userInfolist;

!

E B ACHS (3B 5, Bl T I 1 A 1) nick &5 password Z3{(, SR 5l 1d $AAT1EA) select * from
hhuser where nick = nickname and passwords = password X I $#E FE P A I R B, iR
[l A RS, NSRS . fREdE T R Pl s 3-7 s

mysgl> select * from hhuser;
———————— F———————————

i userid passwords

addre
11223 password2 lisi addre
11224 wvanuu
11225 maliu
11226 tiangi
11227 wanha

+
H
+
passwordl ;} zhangsan
i
H
s
H
H
H
11228 H

zhenjin

§ =m ome wm wm me we me b me

B 37 JAFpitk
e, JEHEMS R Y FH S 44 RN R I B kA B, BGSH  EN nick 4 zhangsan,
i k) passwordl, WSGUEIERL, SR gk, WK 3-8 Fras.

L o C [ localhost:8080/attackweb/logininject.

login

/3-8 MpPAEX

w0, SRR A, W 3-9 k.

&« C [Y localhost:8080/attackweb/!

no login

| 3-9 JApEAaEE
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B2, HHF %I nick 4 zhangsan, Z4" or '1'="1 i}, BAAAZ|FFHHIL T, il
N A login JR7A, W& 3-10 Frr,
€ - C [} localhost:8080/attackweby/logininject g

login

A 3-10 FFEFeKRE

M ASIXFENE? 2 P HEAC nick F1 password A JE, EARS ima #FE i F SQL Jf
T30 e Mk 55 2% L4 AT

select * from hhuser where nick = 'zhangsan' and passwords = or '1'='1"

F Pl password 40, TfERCRAMARIEHIEIN T — /N4 or '1'="1", Hik, AFH
JFAFEL R ANE, B T="TREEHGEHLS, FEERMHPIIRA S, X, B
M E T AR SR 4, SIFELRIEHT &%

DA EfER—RE S, A SQL AT . 48R, SQL F ARG EA NI, i)
1\ H 7 % zhangsan, 7E % OHES N ;drop table aaa;--, &K AEAHANE? 7~ @I wnE 3-11. & 3-12
Bz o

i Tables_in_hhusex» |

A 3-11 3 RPRA B 3-12 wRRE

VEER, BORZER aaa BOMBR T, X F—AMEKE, ERELKMEER. AtasX
FER? IXERh, JRAEH SQL BRI SREIT, RSN T drop table aaa IXFEf1iE ), 3 H.
JE TR REIHE “--" LUERH T, BT SQL X FER):

select * from hhuser where nick = 'zhangsan' and passwords = '' ;drop table aaa--"'

aaa RFIXFEBMBE T

MR, A AL X T 0 B A ISR I T, o T RO AT A T
SEAMEAR TR T2

2 KT SQL NI IAL 77k, AT A2 justin clarke 25 AT # 1) (SQL Injection Attacks AND Defense) .
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2. SQL EARIFESE
(1) e 3B A

P4 1%15 7] PreparedStatement /& java.sql ) —MEH, 4k7KH Statement ¥ M. @i
Statement Xf 44T SQL i&AJAS, FHFEW SQL 15 Ki%% DBMS, H DBMS SEiEAT4% 1% /5 H
T. I Fiidm & A0 Statement AN[F], 7EA1%E PreparedStatement X B HiigE T SQL &R, 1%
1)L B RGA S DBMS TSR I, 2125 PR ) T EAIAT Y, DBMS HEHE1T4 1% /5 11 SQL
B, AT ERHAD SQL 1H AR SR H 4w 1%

ATEA 4, 51K SQL HARMRA R ELZEE M SQL 154 hde sl Hifkid 2 5 i 4l
PEEEARAT o VEA— RS 2 BT B MR ITE, T iRE AR S80S AR E N
HEBHENNSH, XREBEE TESE SQL IERMEiHE, SQL IBEAIKIE XA KA, B
{EH P AT RTE or '1'="1 XFER) T4, Bob E 2R SR D0 B T8 1 749 R R A 2

5 7 1F] /5 i 4840 SQL 2 1) 5 Rl A FH Tl 16 VB R O FE 3K

String sgl = "select * from hhuser where nick = ? and passwords = ? "

PreparedStatement st = conn.prepareStatement (sql);

st.setString(l, nickname);

st.setString (2, password);

ResultSet rs = st.executeQuery();

ALAEF], SQL EA)FRA AR CL M SRR T, ZZREN PreparedStatement 1]
setString /7 VAT B . X HIA or '1'="1, TSR 3-13 Fizr.

& - C [ localhost:8080/attackwel

no login

313 A@LF
ATLLE S, TEAIHRA AN, IAFAR? BE—F MySQL ¥uRgEm i HE, REM
MySQL (195 1) H & HLi #& B e 20 AT ) SQL &), fEA] & thidm i
Windows F F, 76 MySQL 1745 H 3% F 4% my.ini S0, 7E[mysqld] F 47 Hs
(i, {8 A% MySQL (A il {5 S H 51 log A& B 455 (1 H &

[mysqgld]
log="d:/tmp/query log.log"

W, AT, Fidhi% SQL i fyrh ik 7 R LT, i 3-14 PiR.
(2) {#i ] ORM HE4E,
el L, B E SQL TR KB AE Tord S8 SR 7 ARl AT e 3 ifii i WL (¥4 ORM AE
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48, 40 IBATIS. Hibernate %5, #35Z F5%3AH MY i) G5 7 Bl & Rk 77 5 384T %% L, o] DL ik &7 # 11)
B, REFHLTIET SQL v AW, B T %38 7 R A BB T 2 S FE i 1 1k

130822 2#:29:42 1 Connect rootf@localhost on hhuser
1 Query /* mysgl-connector-java-5.1.18 ( Revision: tonci.grgin@oracle.com-201109830151701-7
1 Query SHOW WARNINGS
1 Query /* mysqgl-connector-java-5.1.18 ( Revision: tonci.grgin@oracle.com-20110830151701-7
1 Query SHOW COLLATICN
1 Query SET NAMES latinl
1 Query SET character_set_results = NULL
1 Query SET autocommit=1
1 Query select * from hhuser where nick = 'zhangsan' and passwords = '\' or \'i\'=\'1'

1 Quit ;

iBATIS f] insert 15 fJAC & :
<insert id="insert" parameterClass=“userDO">
insert into
users (gmt_create,gmt _modified,userid,user nick,address,age, sex)

values (now () ,now (), fuserId#, #userNick#, faddress#, fage#, #sex#)

</insert>

HITH#F S AL E AR &, iBATIS Refb i NS & (1) — L SCit Pk 7% X, Bk SQL v AT

(3) 0 e 25 G B SCAF I

XA I R34 T B [m) Hash, W MD5 S8 T2, MdFE AW 0%, X
BERIF AR T — R P 5 Rl Es, BT WBT IR #E “H6EE>7, BRIk E RN P, m)
HEEE 3 — B RFEEMEL )\ T 21 Hash i3,

XA EUARTIRE (BRI JUFREE SR A A&, TRURIAT —Fhdi F R a2 i i 7734,
REBE AR A P %091 Hash 59, LRACHRE 0 M 5 H S B R RS0 (B RS, XFE, i
JRA 2R EEHEN TR, WBEAL 4.

BESSEA AR THA LY (Hash+Salt), REMSAE— EFLRE FAR VR IX AN i) B0, s nih
(Salt) HSZIRMRIHL, #iRAE4 % Hash 45 F— AN E3h, 1§ Hash {4 5 FrUE Hash 45 R AN,
IXFERL AT UK HURALER T .

e, FPHEI 2 hello, n—ANdh, Bl 2BEHL TR “abedeficjafljal ", 79 & & 5
i, V5 MD5, 153145 B2 cde692245a727ae12199a4 1864818287 il il X Flds {4, R fai ]
MEESS N, thEEmendh, PRl 5 & S e B s MCFE R, e R LR

3 P — 1 7 R B N A AT, RS AR P b
4 XTRIRE, FHaNH.
5 KT Hash IERVEMAN A, XA HATHE, http:/blog.csdn.net/antiy seak/article/details/7166493 ,
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[ R AT R M
(4) Kb FR U AT PR 7
MRS R, Rt d T kS SRA. BHRERAEA. REPESEHEE £2
i HE R L S ] P A, MGh T DR IR, B Y RRCAS 1 iR 5% 35 U T B L
RS T I, P, DAL R B R G, HE A BN A ER A HE TR, 1
AR AT ey H R e 2 U L
Java Z 505 Z0 AN () 57 & BEAT try/catch $#:4F
try(
//do something
}catch (Exception e) {
//do something

}finally{
//do something

3.1.4 X LEZFRE

6 EME R, AL H e B F . RS2 RSO Ak B i v e 55 4R AT IR
(F . SCUF PAE TR 1 e R e 25 AT A SO R AR G R, AR 1 AT
PAT I SC kg A, I Fid AR IR 55 8% AT OAUR], B A3l i 75 S AN AL V7 )
R S O Fo s % N P v B G T = 0 8

Jo T WIS P A S AT AT SO R A, LUK OO B AR RSS2 2 i e 2 RO SCAE A7 A
TR el i, BA VT TR AR SRR T A 4% (JEB 40, XS AR EE) K%, JFHH
B A SCAFRI RS, A SO A B AT T d 44, A TEVE A B AL SR 17 ) ¥
2.

T AL SR, A G T A3 oL 2 44 Bk T SO 2, R A Rt T LUK
ATHVET S 26 40 BRSO B P s Ho A SR 0, o S P AT . DRI, BT SCPE T
o o 2 40 .

W2 F M SopE, FUAT LA AR I G, BRI, R LA 7 R A, T L
s SO, kLA AR U BERC (magic number).

6 HEH, http://baike.baidu.com/]ink?url=be7tchOOswscMT9TQEQo4lxXILngSccwCSUNGYyJL6yTgNRO
UE2DOHqglJ7sa .
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1. 1B RER | BT 2R
SRS 2R A2«

public enum FileType ({

/**

* JEPG

*/

JPEG ("FFD8FF"),

/**

* PNG

*/
PNG("89504E47"),

*/
GIF("47494638"),

/**

* TIFF

x/
TIFF("49492A00"),

/**

* Windows Bitmap
*/

BMP("424D"),

VAR

* CAD

*/
DWG("41433130"),

/**
* Adobe Photoshop
*/
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PsSD("38425053"),

/**

* XML

*/

XML ("3C3F786D6C"),

Jx*
* HTML

*/

HTML ("68746D6C3E"),

/o
* Adobe Acrobat

%/
PDF("255044462D312E"),

/o
* ZIP Archive
>/
ZIP("504B0304"),

/**

* RAR Archive
¥
RAR("52617221"),

/**

* Wave

*f

WAV ("57415645"),

/t*

* AVI

*f
AVI("41564920");

private String value =

"o,
’
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private FileType (String value)

this.value = value;

public String getValue () ({

return value;

public void setValue (String value) {

this.value = value;

}

AR R ) SO AN [F] ) S0 3k, FileType " A8 & 17 H A ST BT R (1) S 3k g+
NI .
BEBOCE Sk, HI W SRR
/**
* RIS Sk
*/
private static String getFileHeader (String filePath) throws IOException |
[/ REFERERHA, B REHKERRAER, BIEEMEMA startwith
byte[] b = new byte[28];
InputStream inputStream = null;
inputStream = new FileInputStream(filePath);
inputStream.read (b, 0, 28);
inputStream.close () ;

return bytesZhex(b) ;

/**

* )i SO R A

*/

public static FileType getType(String filePath) throws IOException ({

String fileHead = getFileHeader (filePath);
if (fileHead == null || fileHead.length() == 0) {
return null;
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}
fileHead = fileHead.toUpperCase();
FileType[] fileTypes = FileType.values();
for (FileType type : fileTypes) {
if (fileHead.startsWith(type.getValue())) {

return type;

}
return null;
}

A NSO 28 AT AT IR, PR A A B E R N EER], ST FileType

RS B SO SR BEAT R L, P SR RO

TR RSO, WTUAE EARSE, R BTN ARG BREER S B AR

AT T SRR S, R G T ARG AT

imagemagick” /& —EIREMR A FaE I HIFURAOE XS B b BRI R TRAL, AERALHL %

Fiodg X e, T LR imagemagick KX B 3E4T 4a il ab B,

2. imagemagick IMEE &
(1) F#& imagemagick J#55H .

wget  http://www.jmagick.org/6.4.0/ImageMagick-6.4.0-0.tar.gz

longlong@ubuntu:~/image$ wget http://www.jmagick.org/6.4.0/ImageMagick-6.4.0-0.
tar.gz 7

--2013-09-26 21:14:21-- http://wnw.jmagick.org/6.4.0/ImageMagick-6.4.0-0.tar.gz
Resolving www.]jmagick.org... 81.187.100.18

Connecting to www.jmagick.org|81.187.100.18]:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.211:80/1Q2W3E4RST6Y7U8I900P1Z2X3C4V5B/van. Jmagick.o
rg/6.4.0/ImageMagick-6.4.0-0.tar.gz [following]

--2013-09-26 21:14:36-- http://218.108.192.211/1Q2W3E4R5T6Y7U8I900P1Z2X3C4V5B/w
wvi.jmagick.org/6.4.0/ImageMagick-6.4.0-0.tar.gz

Connecting to 218.108.192.211:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 11039859 (11M) [application/x-gzip]

Saving to: ImageMagick-6.4.0-0.tar.gz’

100‘&[::::::::::::::::::::::::::::::::::::::>] 1]_’039’859 266K/s in 36s

2013-09-26 21:15:12 (302 KB/s) - ImageMagick-6.4.0-0.tar.gz' saved [11039859/11
039859]

(2) fRIEPAS1,

tar -xf ImageMagick-6.4.0-0.tar.gz

7 imagemagick 5i | 1 1l Jy http://www.imagemagick.org/script/index.php.
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longloﬁuéubuntu ~‘1maae£ - -xf ImageMagick-6.4.0-0.tar.gz
longlong@ubuntu: ~/image

dadd. Jpg
lor lUth(l mnuutu ‘/lh Qe

(3) IR MTF

./configure

make

sudo make install

buntu:~/image/ImageMagick-6.4.05 ./configure && make && make install
fagick 6.4.0
type... 1686-pc-linux-gnu
type‘.. 1686-pc-1inux-gnu
1686-pc-linux-gnu
uild env 1tonncrt is sane... yes
-compatible install... /usr/bln/lnstall -C
rur a thread-safe mkdir -p... /Dln/mkdlr -p
j no
.. Mmawk
make se MAKE) ... yes
gcc
piler default output file name... a.out
e C compiler works... yes
e are cross compiling... no
Lh:cklnq or suffix of executables...
checking for suffix of object files... o
checking whether we are using the GNU C compiler... yes
ch cking her gcc accepts -g... yes

hecking ~ gcc option to accept ISO C89... none needed

(4) BoE PRSI

sudo ldconfig /usr/local/lib

sudo ld fig /usr/local/lib
- 1

(5) {#H convert iy A5 IF 24

convert -list format

t Audio/V _ldl InTcrlv1\~d

1imaqe
F\1n blue nples
Raw blue, g n, and red samples
aw | green, red, and alpha samples
ft Windows bitmap 1mage
oft Windows
ft Windov
"II Braille format

amples
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3. jmagick Bi& %
Hi T imagemagick ¥ A $2 8t jni X NI SKSCHF, WAREAE Java FAEEHf# H] imagemagick, &
i B4 jmagick, JMid jmagick Xt imagemagick #HATIRH .
(1) F# jmagick, VT EMAZE Y imagemagick fRFF—E .
wget http://www.jmagick.org/6.4.0/jmagick-6.4.0-src.tar.gz

(2) fifl FEHI.

tar -xf Jjmagick-6.4.0-src.tar.gz
mv 6.4.0/ Jmagic-6.4.0

(3) ikt

cd jmagic-6.4.0/

./configure

longlong@ubuntu:~/Downloads$ cd jmagic-6.4.0/
longlong@ubuntu:~/Downloads/jmagic-6.4.0% ./configure
checking build system type... 1686-pc-linux-gnu
checking host system type... 1686-pc-linux-gnu
checking target system type... 1686-pc-linux-gnu
checklng for gcc... gcc

for C compiler default output file name... a.out

whether the C compiler works... yes

whether we are cross compiling... no

for suffix of executables...

for suffix of object files... o

whether we are using the GNU C compiler... yes

whether gcc accepts -g... yes
checking for gcc option to accept ISO C89... none needed
checking how to run the C preprocessor... gcc -E

make
longlong@ubuntu:~/Downloads/jmagic-6.4.0$ make
make[1]: Entering directory " /home/longlong/Downloads/jmagic-6.4.0/src’
make[2]: Entering directory " /home/longlong/Downloads/jmagic-6.4.0/src/magick’
Jusr/java/jdkl.6.0 25/bin/javac -d /home/longlong/Downloads/jmagic-6.4.0/classe
5 \

-sourcepath /home/longlong/Downloads/jmagic-6.4.0/sr¢

-classpath /home/longlong/Downloads/jmagic-6.
java/jdkl.6.0 25/1ib/dt.jar:/usr/java/jdkl.6.0 25/1ib/tools.jar Ma 3
/usr/java/jdkl.6.0 25/bin/javac -d /home/longlong/Downloads/jmagic-6.4.0/classe

>

-sourcepath /home/Llonglong/Downloads/jmagic-6.4.0/5r¢

EVE
Jusr/java/jdkl.6.0 25/bin/javac -d /home/longlong/Downloads/jmagic-6.4.0/classe

S \

-sourcepath /home/longlong/Downloads/jmaglc-6.4.0/51¢ \

-classpath /hUWH/]ﬁhw]UHu/DUnH]Oddf/J, ( AL

java/jdkl.6.0 25/lib/dt.jar:/usr/java/jdkl.6.0 25/1ib/tools. jar h1ﬂl<FM'l[ xceptl

(4) T4 % VU0 jar SCPFFLso SCAE
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cd 1lib

Longlong@ubuntu:~/Downloads/jmagic-6.4.05 cd
longlong@ubuntu:~/Downloads/jmagic-6.4.0/11ibs 1s

jmagick.jar 1libJMagick-6.4.0.s0 libJMagick.so
longlong@ubuntu:~/Downloads/jmagic-6.4.0/11ibs

(5) ¥.so XM R ust/lib Hx K

sudo cp libJdMagick-6.4.0.so /usr/lib/libJdMagick.so

ls /usr/lib | grep libJMagick
~/Downloads/jmagic-6.4.0/1ibs sudo cp libJMagick-6.4.0.s0 /usr/l

onglong:

Do;|701d);]r101L 6.4.0/11bs 1s /usr/lib | grep libJMagick

(6) Kt jar AR HIBIMHN A TR, HEERELT T .

Java {f ] jmagick %f & f SCAF#AT 4

public static void resetsize(String picFrom, String picTo)
throws Exception{
ImageInfo info=new ImagelInfo (picFrom) ;
MagickImage image=new MagickImage (info) ;
MagickImage scaled=image.scalelImage (120, 97);
scaled.setFileName (picTo) ;

scaled.writeImage (new ImageInfo()):;

}

Magiclmage X% ] scalelmage 75k T B4 MG MR RSE, WE G 2RI
picTo Ja, 1L writelmage J7V2AH AT LAXT 48 50T 1 R SEAT IR AT

ImageMagick FJZhAE+ 758K, FHARBR T EERAEE, 80T LT B R K ERAE Rl i1k
R EERAE EHR S — R E R MERAME, LS E MR A1T% .

3.1.5 DDoS i

DDoS® (Distributed Denial of Service) B4 4 s 4F 4 R 55 ki, A H AT O SAC . 5k uft AT
AR 7z —. BEPF DDos, 356 DoS . IEAM) DoS Bratimi & A & B iy %
UV SRR o I 2 IR S5 28 R0, AT A3 P B8 BUIR S5 48 KW, . DDoS ik & i
TEALGEIN) DoS Bkt b =4 i) - aélﬁc L R, AESE ) DoS Buihi— B KA — 3t )1 X,

G HARK) CPU BERE L P9 A7 5l 0 45417 9 45 &5 TP fE R bR AN SO 0 T & 0 A SR A2 0 &2 13y,

8: DDoS Hili, http://baike.baidu.com/view/210076.htm?fromld=23271&redirected=seachword
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ABEA L NS S ARG AR, TFSEHL AL ERfE ) &, WAEAWTIRE A, (RIS LT
TIRGON 2%, IXAEfT DoS Budki &Mk 2 17280 . X 70 A1 A6 48 il 45 Bk B (DDoS)
fEniz e 7. # 7 DoS Buulifi, DDoS sl gt EH T 17, Efa MR BG A i B A 4L M

¥ 8o Pe KL & IS A SRAE N B & L AN AN H bk shBedi, ik 5
W&HthﬂHm W EBGEI AT, Boha a2 W
257 I e A A K () PRI RS L [R) I 2055 S AN LA T U7 ), ATk B8 H br B H

DDoS WX AT IR Z RS, Wik #$i a5 )1 1Y) ICMP Flood. UDP Flood %%, B4 i {4 fig (1)
PETE, il BRI HLAS UBLER B, A ZUNBE I B OB R A, BLE AT W, 52
Mﬁ%u%ﬁﬂﬂ%%%#ﬁﬁin%ﬂu,mSMme%h}mhM@W%#,ﬁﬁﬂﬁ
1 SR P isORV R R i At By, T AR A R A L, 5 R () s R IR A T T
@Wmmubﬂ.WHMTmu.%%mmh,RﬁﬁTWEWWEJMMNHmmm%QWW
Flood “

A -2 W DDoS Bl T B

1. SYN Flood

SYN Flood® j& HLIPE M fse e MLy e i 7 a0z, W P e GG LR, I 19N TCP BisCd vk
PR TTAG Uk . TCP PpXty UDP BrifiANs], TCP S FRERRM P, ikt ¥, {EutAT TCP
DISGIAS 2 [T, TS T TCP sty SR, ERA LR, ik 3-15 s

|
I
i
K% &5 i sh 4] JF (bind)

I
I
- v
S
SYN_

/
/
\\\
TACK '
~—— i
\. i

FUR 410
A 3-15 TCP it = 4k Fit 42"

(i - 1/

9 SYN Flood, http://baike.baidu.com/view/294643.htm.
10 )7 A5 http://zh.wikipedia.org/wiki/File:Connection TCP.gif.
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B, Brumkit— MM E SYN #RIR TCP 3¢, SYN BI[A]#F (Synchronize) &/,
SYN #R3C 458 % 7 i i3 15 f TCP 3E B KIVILGIF515

B, REBEWBIE i SYN 3, &iRME—4 SYN+ACK Wik, R
imig SR, [, TCP F3S#n—, ACK ElAfiilf= L (Acknowledgment).

B=2, BOmE RS ) SYN+ACK R 305, M4 iR[A—4~ ACK #3045 k%5 i
[FFE, TCP JFFIS4hn—, TCP &EHATE L T, TR o] AT H a5 1.

A b= AP BREERGSFEAE TCP Ml th 3% h = {X#E F (Three-way Handshake ).

TCP VSR SEIL AT Stk 4, E=RBEFRERPRE T LR H A pLH . 8 =Chan
M58 WA WERIZ it ACK 3L, Jj%im— M@t r ik, i fiiikit SYN+ACK ik
AR P, R H—HAT SYN_RECV RE, BEmMAESFIIR. ER ettt 3~5
K, KA 30 AL R —EERNY, TIXFEE) b 5 Jrm, KRGS
SYN+ACK 35, xTisrBl—&B 4 v Unss RN @ 2 1) TCP ik, XA TSy Fal i)
HRH, FAEBEM L, RS2SR IA R, nf AGED (15545 71 2 i i PR S BEAS B ORT 1) SYN
R, W RIELa L H I TCP 4.

SYN Flood 1EAZFIH T TCP thil = K3 TF i Fe kil s i it H . Bl i K 1P
HhEZA IR 55 88 K% SYN /3T, HE M FOhiE ) 1P bt JLF AR AT REAFAE, i AT REM %) i
1S BRI, AR5k 43— AN HER KRR IERSEG IR, I BB AN FZ 1) 1P ik
BATH T AEIR, HHTRKEMRZRIE. FAERE, hTRSSEEAR, Kk
2 P s B A T IR SRS, S BURSAS A FHEBOHT ) SYN 13K, 1IEH H T ek se ik
—IKBFHRSAHHATESE, XML SYN Flood Hiti.

2. DNS Query Flood

DNS Query Flood 555 |- 2 UDP Flood B{itif¥] —#25JE, 1T DNS M55 76 BB 2 AT A
AEAHIER, — B DNS RS 2840, Lk,

DNS Query Flood Bti K R 7512 42 ) 4 B0t (14 A 45 s R 106 0 o (10 5k 42 AR BT i R e 85, )Y
KT R IR AZ R BENLAE B, KR AR AN, IF HLad o Ot RIS 7 g 1P, Bl iy ify
ikl ACL"™id €. #IGhi) DNS RS 8 B AT IR G, MoE ARS8 b vt
REHXNMNRLE, WA RMILAERE, JLTFARTREA N R AR, R HEE, 1
2384 o7k EL A H11% DNS R4S 85 LT IR HTIN), DNS JIRS5 8% 23 1) 3L L2 DNS MR 45 2% 36 0 1 i 4k
PAEE, BB ARREIEMM 13 51 DNS IR55ay. KEARTEE IR A MRS IR sk T
R B, AT R BN, A2tk DNS IR 25 a8 i A 4 B, Rt 8 (e ik
% T Bk H .

11 ACL, [Ij 5314 ( Access Control List).
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3.CCHFH

CC* (Challenge Collapsar) X:liJ& T DDos f—Ff, 3TN HE HTTP M Z#E ) DDos
s, B ##r° HTTP Flood.

CC Ml Jg BRI FEY, Brahi Fd il i & “ ARG s A BB 3 SR K&
AT HTTP ACHE, BEULE S 7 4 Ml &k il sk H R Z M s iE 4 iR 55 k1. K M4
1L CDN LA o3 A AN Ar AR IR AR 55 5 a2, S TH b et &, X LR O AIE ) HTTP 15
SREETEAT BB T IXSE 247, i BT 21K DB Bl (E sl & —IKiE KR B K E M HAE, IE R
ORISR RE, MY Sk AR R G, HEREA A H ERERGE R L E L.

CC Wit k7 by, BiiaiAE, sgmkl) iz, 29k DDos i) i 7. CC Bt
ARG A ROC RN RS, Bz FE FLECM b2 & 5 K B0 & HTTP AR2E, “ A
W7 RS, ARG, BURRAER ()M DLRESE, T HTTP AGHE 42
A7 & HEns RO R SR I Mt . BUGAE N Z RO, TEAE XS Mt L 55 R B ARE, AE 15 E
I IR AMEEAS SN S5 (I B O U SR AT L 9, K R R e B R R
() 42 Mok s B # i H

3.1.6 HtIEHEFE

oAt A WL Xt T-BEE S DNS S48 BhFF. CDN [IEEGH . MRS5S BURYET, ZenbX
i LUR ST T G B BRI I O B 3, DA i PEAE AR Mk i T BUIGE AP
LeprEm TR Z, PN EARATERORME S, AN S,

3.2 BRANZEHFE

AN T A S RN . AR L AR RO A 1R S
s, I N B RUA A, B E A AT E A S RO b S S i, B S
D 2 R B R ORI . 56 T % RSk m Se it f 15 S, Al SLBEIE PE Y
Srel, W HOE RN U R, 18 AT D A B A ORI R EAT T RS 2

321 HFHE

S RO T, S XA RSO I KRR S

12 CC Yuli, http:/baike.baidu.com/view/662394.htm.,
13 7 AH%E,  http://baike.baidu.com/view/941329.htm.
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ANHifi) Hash 86 800 REEAT VH S0 A2 G 2R BEAR I e rh o2 1 i Il i 1)
TH B R FHARIR] 9 Hash BTV, B A2 A4 22 55 JoU il SE3EAT LA, T nid v S o2 e Bl 1
PRIty SR S RE W SV S e B o T B R AT 517 Hash AL 5 20 A i
BB E AR, XA R AR BT REL. XA AT I E AR E,  HAN [) A W S 2 i S
HERBRAFR CHXE), XG4, mEFER U SO S e 8. XX 4 2
(AT A BAUE ISR A “ 557 [0 “4REL” 1. iAKW 3-16 Fras.

|
L o e o ¥ s e e 52

B 3-16 %4 R eyids2

IR E R T4 k., Hash BECH £ (x), WSEET k MIHER £ (k), FHRET Kk
ANEF K2, M f (k1) =f (k2), XFMILEFKA Hash flifiE. 4> Hash oA A7 K2 b R A fll fi
IR RE I, G REGEE Re8 42 5 ki A AT A TR Hash R R, B 24X FE Hash
PRERIBER . TLUAK, WEOKEBK, SRl se. T HEHFALE IR
e BE R, Bk, ZEAREE B 45 H A SR s, 50 LT 2 AT BE TS RAT %

AR B ERN R RS

(1D BMAREEAZK, HEERME B EN RS ZEEM. fa, NH MDs
HEFE R EE B A 128 MR, AEH SHA-1 H v S5 R 2 84 160 N EL4S {7

(2) — MR EMA RSB, 0 AT UL P A A B BB ASAH R, (BR[04
AR AR R R o XN R R B R B RS AT, il
FAE T, PEARAR T B SRR AR RE . dF A EE SR M P d 3 R, BLSR <l
" HERAFTER .

(3) HTHEMHEHFARE R EHE S, K R GERAT 1 m 5 S8, ek M
BERRE L EREEE, EERAGEIRA BT S J5E BAHCHE . 48R, Al LUK & 1) 1¢
i, HRlE ARG R, WWEERNE, FELES O MM MR . 8K
73, WA ERWE LR, (FRXFIFA 7 0k B ATt 5Ok G, st
FHEAC YIS E], BRI AR A A 2 JLF AN AT BE SR o

1. MD5

MD5" [l Message Digest Algorithm 5 ({5 SN 5% 5), JEECF MR STk R, 1)

THORAS EAL G e S ME A — 30, S h 128 7. MDS (1 MD4. MD3. MD2 itk iy 3k .
LR T SV AR TP %S O . By PR, Al R R TR

14 MDS §17J, http:/baike.baidu.com/view/7636.htm.
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ATZ AT, AT A g AR 1 T 3 k4 LT MDS SRR SE L.
ST Java 1) MDS SEE AL «
public static byte[] testMD5(String content) throws Exception|{

MessageDigest md = MessageDigest.getInstance ("MD5") ;

byte[] bytes = md.digest (content.getBytes ("utf8"));
return bytes;

}

i i MessageDigest HfiF MDS i 2250715245, SR 51 digest Hi%&HEAT MDS %,
(BELELE

hello,i am chenkangxian,good night!

MDS5 S Bl £ C N aE g ) D

22bd33d4c72d1986ccb4227££7£1e726
2. SHA

SHA (14> Frj&: Secure Hash Algorithm, 1224 M 5%, 1993 4F, 242 WA % (SHA)
2 E SR AERI B AR r2e (NIST) $24H, RIS B AL HibR#E (FIPS PUB 180) 2 Afis
1995 1F XL kA 17— /MELT R FIPS PUB 180-1, i #£2 4 SHA-1. SHA-1 J&JE T~ MD4 531,
A LA 23 NI I A IR O Sk 2, TR 2 AR .

SHA-1 S e M A5 BT 4 160 47, Hi TR s 245 B G, 8 S Fe 5 n

%, (AR AEE I, SHA-1 iz HE MDS B, (HOE th i 4.

Mo F Java (1) SHA-1 S MAE -

public static byte[] testSHAl (String content)throws Exception(

MessageDigest md = MessageDigest.getInstance("SHA-1");

byte[] bytes = md.digest (content.getBytes ("utf8"));
return bytes;

}

] MDS SLi: A8 KA, SHA-1 S804 A i3 MessageDigest HX i Sl S5 L K LB, 24
Jriitik digest Jyikilkr SHA-1 fif 4.

Ty

hello, i am chenkangxian,good night!

SHA-1 575 v i B =N D S o -

15 SHA §17)., http://baike.baidu.com/view/531723.htm.
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deb945d3e6fe72dbla290bcfcf53057clcaafdel

B TS O R R T4 R, T e A 2Tk B R M A Fan O 4 ) AT DR
i BN AR R B AT SR AT RS, RS T SRS N H i Base64 Sifid .

3. TRt HI RS
FAVEENE, THEYRITHER A AR W B R ik, Sk B
Rk, FHFHATLLS “E ISR AT LA, B 4 A7 — 3 B X N7 /S R
RIFATH & A+ BIRREAR MR, +7SsEfld 0~9 Fl A~F Ritr &or, 5l
N RFRAZE: 0~9 XA 0~9, A~F XA 10~15.
5T Java B9+ 75264 65 55 0D (1) SE IR -
private static String bytes2hex (byte[] bytes) {
StringBuilder hex = new StringBuilder();
for (int i = 0; i < bytes.length; i++) {
byte b = bytes([i];
boolean negative = false;//RZFH i #
if (b < 0) negative = true;
int inte = Math.abs(b);
if (negative)inte = inte | 0x80;
/] R R ER (R BN RS TR ), B+ ovith
String temp = Integer.toHexString(inte & OxFF);
if (temp.length() == 1) {
hex.append ("0") ;
}
hex.append (temp.toLowerCase()) ;

}

return hex.toString();

private static byte[] hex2bytes(String hex) {
byte[] bytes = new byte[hex.length()/2];
for(int i = 0 ; 1 < hex.length(); i =1 + 2){
String subStr = hex.substring(i, i + 2);
boolean negative = false;//A 7% A i 4k
int inte = Integer.parselInt(subStr, 16);
if (inte > 127) negative = true;
if (inte == 128) {
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inte = -128;
lJelse if (negative) {
inte = 0 - (inte & O0x7F);
}
byte b = (byte)inte;
bytes[i/2] = b;
}

return bytes;
}

4? A byte 1077 8 {7 " HEHIEE, BT Java ThRAT ETF S, IlHZSﬁqﬁﬁ‘ LTS
7, #8rFs 7f\L-FH§QjJXTUF}’J§§(ﬂJ SR PR S R I 1R+ /N o 8 A0 3B AT LG4 2
fr -+ /\L_rrﬁJ AL 2 SEHHAT RN 0, ARSI, ﬁ*igi'cﬁﬁ*c"ﬂl&ﬁlﬂfﬂv X BUE AT e 4,
i T Integerparselnt(subStr 16)IZ AN T iR E 78 EAT b, W SLRE 0 R B i B, AR
e AT S, RO S AL, TR RIAALIE S byte Ui .

4. Baseb64 #zAg

Base64™® /& -FiIET 64 A A[4T BN FRF k&R —HERIBARI L, T 2 10 6 K% T 64,
ITLLRE 6 07 AN on, AN ATHTEN 1T, =ANF1H 24 1, XN T 4 4> Base64 #17G,
B3 AP 0] 4 AN nTHTENF ko 1 Base64 'H IR al 4T EN-E 4046 7B A~Z. a~z,
KU 0~9 , IXFEHAT 62 NFERE, MEAMIAS AT TN S AEAN ) R b f AT o

Z Nk Base64 st~ Fiohnag 5002, JF HoASH S M0n 2 SRR, i SEBal sl AR

Ff, W/’Jfo”U\/'l?cTﬁi"J Base64 4ifith (1) P 7%, (0 nl ik [ 50 16 vk, 106 ) 1459 HH 4 i 2 i (£ 6
Base64 ST S Rl Sk Co & n LK — 21— BEHIE B i e nT 4T ER IR 715, 1EM
7% At .

JET Java (1) Base64 S7LM1E ] -

private static String byteZbase64d (byte[] bytes) {

BASE64Encoder base6d4Encoder = new BASE64Encoder () ;

return base64Encoder.encode (bytes);

}
private static byte[] base642byte (String base64) throws IOException{

BASE64Decoder base6d4Decoder = new BASE64Decoder ()

return base6tdDecoder.decodeBuffer (base64) ;

16 Base64 %4ifi'y, http://chenkangxian.iteye.com/blog/1683160.
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JDK #1424 T sun.misc. BASE64Encoder £ sun.misc.BASE64Decoder ¥5/MR&f 1) T 2%, H
EATAT LAEE 5 (1 5 i T Base64 4 i AAR RS .

EEW— A FFFH “hello,i am chenkangxian,good night! ™ i ] MD5 Sk T2, 5311
753 4 A S 15 H A 22¢333acb92d 19fabdcc22789819926, (it SHA-1 Sk 4T 4 %2,
B3+ 75 B AS JS () 7175 H A a2¢745ad9a8272a51a290bb1b153057c1cd6839f, nJ LAE FEA]
JLERBEA T EAHFER . @it SHA-1 ByRAERMME S N 40 AL 75k, Fms il
9160 A7, B MDS SEA R 128 7 fi B E A,

5. FMLFRAHE Hash Bix

RT3 (Rainbow Table) ¥ J& —FRiAR A A S (KRR, MIEIE bt 5t BEWE XA o] —Fb
Hash 08T . iR, REALRAE R M & Fl Hash S R W SOREE ST X
R, ERAMLERT, RAKE R — 8 SO N —Ff Hash S2ER— %3 il
B2 — 7R, URERAMMERES, @i HAKRA TR BIIRETER.
B 25, RERSERIEAT N AT AR N R WA SC, AT SEBL TN S SCARE . Gk 3-17 P

PANES
XXX Y |Hash&3%| BAN
(&32) . XXX MD5 XXX
XXX SHA XXX
XXX SHA 0K R
=] B
XXX MDS XXX RGN IR

A 3-17 #3r A& ks % Hash F ik B2

ER G R R R X R 1) 750, —— IR SO L 41, P LA &k
WK, MRYEEESCHTA N SO KRR (PR, Bor. 7R ASBE R,
B PRILRA/DNILE MB 2L+ GB A%, MR, B FRRLA AN ERT L %5 K.

UTHEK, BRSO R Mk ) P B R R b, B B ORI P 44 RO SCE TS AL
TEA i R B 7 BL A, A4S RT3 (1 B R SRRk b = LX@WW I HLBE AT VST ML
PR AR A, AL RN R0 7 Hash STV RCR ORI, % T Hash 5170k, #2i
RIEWN T —FpA 0] R b o

17 FEMLAILWAE Hash 5E9%,  http://www.aiezu.com/system/windows/rainbow-table_knowledge.html.
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3.22 XtMmEZEE*%

RN SEi0 S N B S BN S0k, BRI . FERTRRIN S S, B i 7 ¥ WA S
Clgb gt ) A2 s — i 2 Rk NS S0 B 5, AR R 24 N 3 ST R, Bl
WO WCRIE S G, AT RREERUSUSC, DU F5 24 o a4 P (102 5H B A [R) 3325 PRt SRV %ot o % Fr 2% SC
AT, AR T . fEXTRRINE Bk, RN EHRE A, REREEN
J7 AR AE XA B O B AR AT N3 A%, X SR B RO %5 7 S SR R L AN TE N A 4H .
WIFRNE R FE & 3-18 R

TR —— #x B
L v J L v )
= Rz
A 3-18 Ak Eid 42
SRR R SR R NI P BN ISR . MENEE. BT NES
() o 2 S A P R S B I A ME R AR, S, XA 8 S0k i e I T2, Mt 2 Bt
A AT AT A HR AT LAKE D25 1185 SCREAT s, RIS AR 0 Fin (5 R R R Z 2R KEE,

W OORHRR I S5 HG DES 87k, 3DES $7%. AES Hi%% .

1. DES &%

1973 4F, EEEFbAER (NBS) fE AN B (R4 bRk R B X Sua s o ~, It
UAHESE I TR s R UE G )7 %€, 1975 4E 3 H 17 H, NBS 24 T IBM 2 "l $ 4 3 i 50,
LIbRAE A U 4 G B N AR . R PIEZ A TR Z G, 1977 7 H 15 H,
NBS A2k AN, W AR IS DAL P bR HE 46 5 Bodis n % b (Data Encryptin
Standard), ElJ DES (Fa0AAf, A i b FR1E B PR UG #5148 1

DES Sk 8 TSR ss 557k, WIScHz 64 frikiTordl, #9IK 64 £, A LA 56 4L
%15 DES iZ57 (45 8. 16, 24, 32, 40, 48, 56. 64 fi R, A EHEA TS D,
SR (P SR 56 A 1 % A A AR B AT R 7 V2 B S

T EF S HLAZ ST AE g s sk, S5O DES 55 ) 5 4] 1< B AR 75 4 5 e B D WA TR i
[ 3DES 47, 3DES J DES [i] AES RFUE(nas ek, SAUM 3 % 56 (0% PIx Bt AT 3
DN, ik DES I AN AR g .

18 AFFR N 547, http:/baike.baidu.com/view/7591.htm.
19 DES LM/ a, TILE, oo vh SEpL I 24 & AR AR AL nt R 7 AR AL.43 L
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HTF Java (1) DES B8 H .
4 % DES %41 :

public static String genKeyDES() throws Exception({
KeyGenerator keyGen = KeyGenerator.getInstance ("DES") ;
keyGen.init (56) ;
SecretKey key = keyGen.generateKey();

String base64Str = bytelbaset4(key.getEncoded())
return base64Str;

}

public static SecretKey loadKeyDES (String base64Key) throws Exception{
byte[] bytes = base64Zbyte(base6dKey) ;
SecretKey key = new SecretKeySpec (bytes, "DES");
return key;

}

i KeyGenerator $REUE B 2E Bl o (5L ), W& DES SL7L 350 8 56 {37, {8 n] 2L i DES
HEWEN, HHBRAERBEBAME. KT 7 EF6E, B S 21 DES %1 Base64 %ifi's
R e o TR AR N B 705 R 4 SecretKey X%, FUili 305 % 9 Base64 i )o, i A X
N (5 S5 SE 4k — A SecretKeySpec EI 7T,

I S

public static byte[] encryptDES (byte[] source, SecretKey key) throws Exception|
Cipher cipher = Cipher.getInstance("DES");
cipher.init (Cipher.ENCRYPT MODE, key);
byte[] bytes = cipher.doFinal (source);
return bytes;

public static byte[] decryptDES (byte[] source,SecretKey key) throws
Exception{
Cipher cipher = Cipher.getInstance("DES");
cipher.init (Cipher.DECRYPT MODE, key);

byte[] bytes = cipher.doFinal (source) ;
return bytes;

}

INE L i 1) T B SE 4L Cipher X %, M@ F, Cipher #4515 545 X i s # 5Q
Cipher.ENCRYPT_MODE HI % W [ % /] SecretKey [1 52 6, 1fif fif % B, N &2 ¥ N
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Cipher.DECRYPT MODE HIXf 3 [1]%£H SecretKey.
ERIESSZEEE R
hello,1 am chenkangxian,good night!
DES HiL% % (Base64 HikHmiy )5 ):
Q6gQ6Z3pLzE=
DES Sk AL a3 5 (Base64 SEikSmid 5 ):

127e92MkyyKnPtzgBX/H7mUrAKohP1nBct rUAAKAYNiuJO23CSuu3A==

2. AES B%

AES”[1J4:#5 /& Advanced Encryption Standard, Bl @28 a5 brut, %5805t LE R 235 2# K
Joan Daemen F/ Vincent Rijmen ¥ il, 45 & MA/EE M4, XFK Rijndael M2 H %, &% EK
FRBURE R IR BRI 2 bRt , XA BRiE SR RIS 5E (W DES 8k, & hattF o,
LR A 0 B IN 3 S P s AT IR R L —

AES SR B AR B & brrte, VO TR arE. mitkRe. @R, SRR
i, il =A% (128, 192, 256 fi), Lb DES SEkmima R m, EARE.

JET Java (1) AES S

" AES R

public static String genKeyAES () throws Exception({

KeyGenerator keyGen = KeyGenerator.getInstance("AES");

keyGen.init (128) ;
SecretKey key = keyGen.generateKey();
String base64Str = byteZbase64(key.getEncoded()) ;

return base64Str;

public static SecretKey loadKeyAES (String base64Key) throws Exception({
byte[] bytes = base64Zbyte(base64Key) ;
SecretKey key = new SecretKeySpec (bytes, "AES");
return key;
}
j DES SEAMBAEADL, A AES FHk 8 128, 192, 256 —FREHIRE, I
s, AR, T AT S B ), A 192 (A 256 (LG DT, W

51k

20 AES $Hikr 4 hltp://baike.baidu.com/view/l33041.htm?suchmmald:5358738&fr0mld=23102880
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FANTEHICBOEAFER B SO, FFEFET & E IR,
N R

public static byte[] encryptAES (byte[] source,SecretKey key) throws Exception/{
Cipher cipher = Cipher.getInstance("AES");
cipher.init (Cipher.ENCRYPT MODE, key);
byte[] bytes = cipher.doFinal (source) ;

return bytes;

public static byte[] decryptAES (byte[] source, SecretKey key) throws Exception|
Cipher cipher = Cipher.getInstance("AES");
cipher.init (Cipher.DECRYPT MODE, key);
byte([] bytes = cipher.doFinal (source);

return bytes;

}
AR 5 0 FF 5 AT DES S50, S Ab SR 5 SRR T
FEIE o

hello,i am chenkangxian,good night!

AES $LE% 4] (Base64 HiEGmA%J5):
e3Rkp6XgcNgglGotAU6J1Q==

AES 85 IN% J5 4 i) % S (Base64 Hikgmis G ):

R1WEtPnYDRU9F3dJObu9G4+IXSpDV340xg/tcIFby/IY5UuX8JDcV+yqK/oTLz/k

3.2.3 IEXFRMBE %

FEXS RN L PR A A FEEHME L, EHENDNEH, DA RTITES (public
key), BIAEH; H—AMAFAEEE (private key), BIFAH. AH5SRAHG ERHER], g
M AP EAR AT N, AR N A GEEAT AR R, 1hrdn S8 FARH X A 2L 17 s
AR A FHRE N ) 2 B A REREAT A 8 o BRI Sk o 8 R A8 3 A P 100 o P S AN TR R85 4, BT L e 87
R R AR FR N .

FEXTFR N E F L SE AU E S BAH IR R AL HO X S IR b i e g 4

21 KT % i) R IR) fiRt ¥R 032 W, http://stackoverflow.com/questions/6481627/java-security-illegal-key-size-or-
default-parameters.
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NH AR N A TR, SENZAH 5 #ZEES NS B TN g G B RS, B
FHEHT B CRAEM S 0 S (EIRAH) XIN% G s B T, WK 3-19 .

[—==—= A%H , e [— ===
L B #8X x|
L . ) L . )
n0%s Bz

B 3-19 xR gidse

JEXSFR N3 SRR s RN E Sdih R — &S, JFHRAEATN, RZEMREN
b X RiE S, BT URAIE L e et R R UE B & 4, i — B R Pt 5
NG B AT L4 A FnEFiE PO A mAEH, Kh— MR, XEMAT
SRR PRI & ST RE, 7 B A X AT AR I T, KRR & TN HIEN T e
Ve AR RN VA RENS (RAIE, B R AEIRAN A8 s BVEF N2 BRIR AR E R T,
IR S N I RAE DRI R TG V8 2 B 0 35 1 36 ST AT A

(F S T AR R s S S AP, A 1 e 3 S 82 A R o 3 R 2% 0 P AR
) TR AR A () R, AT A R R X RN Sk s A A R RN, R EAL
P B () R 22 A P R RR N Sk s R, AT ek s B S pF, SR e AR
N s Sk el SCPF SN, i T B s STk 1 B B 23 v

YA P B R T2 AR XS RSN 2 S AE RSA S

1. RSA &%

RSA |FAS R 5570 45 1977 4F-H1 Ron Rivest. Adi Shamirh fil LenAdleman Jf %], RSA
4K AT = #1044 7. RSA S H I A7 S S (6 EXE RN 57k, S e HRpuE) H Ay 1k
CURIIRITAT BRI L, UL 1SO HEDE h A BIHUR I hRdE . RSA STIEIET— A4 o f R e
B AP Z 4 25 5 AR R AR SRR AT R 2 A e AR L IR A, RG]
UL TR TTAR Jg s #4137

JE T Java [ RSA SE71044 H -

SR YN ESY AP

public static KeyPair getKeyPair () throws Exception({

KeyPairGenerator keyPairGenerator = KeyPairGenerator

.getInstance ("RSA") ;

22 RSA %17}, http://baike.baidu.com/view/10613.htm?fromld=539299.
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KeyPairGenerator.initialize (512);
KeyPair keyPair = keyPairGenerator.generateKeyPair();

return keyPair;

}
public static String getPublicKey (KeyPair keyPair) {

PublicKey publicKey = keyPair.getPublic();
byte[] bytes = publicKey.getEncoded() ;
return byteZbase64 (bytes);

}
public static String getPrivateKey (KeyPair keyPair) {

PrivateKey privateKey = keyPair.getPrivate();
byte[] bytes = privateKey.getEncoded() ;
return byteZbase64 (bytes) ;

}

B SE4UR 1L KeyPairGenerator, FF4- 5% KeyPair, 3% KeyPair J7, {#a] LUl getPublic 1
getPrivate 735 EUAF A PIMALEH . b T (EORAF CHO UG AR ) % D42 N B ), mT LS A
Base64 4 il H A #4 String FEH T EN 745 .

¥ String AT ) %5 EH 4 4y PublicKey Fll PrivateKey X4

public static PublicKey string2PublicKey(String pubStr)

throws Exception({

byte[] keyBytes = base642byte (pubStr) ;

/* *

* This class represents the ASN.1l encoding of a public key,

* encoded according to the ASN.1l type

*/

X509EncodedKeySpec keySpec = new X509EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = KeyFactory.getInstance ("RSA") ;
PublicKey publicKey = keyFactory.generatePublic (keySpec) ;
return publicKey;

}
public static PrivateKey string2PrivateKey (String priStr)

throws Exception|{
byte([] keyBytes = base64Zbyte (priStr);
/**

* This class represents the ASN.1l encoding of a private key,
* encoded according to the ASN.1 type
* /
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PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec (keyBytes) ;

KeyFactory keyFactory = KeyFactory.getInstance ("RSA");
PrivateKey privateKey = keyFactory.generatePrivate (keySpec);

return privateKey;

}

Fed 2 AT, SeXS FRF T Base6d fiftht, AFHT B H A X509EncodedKeySpec X%,
9K Jram 1L KeyFactory “E % PublicKey X%, 1] FASH 7 B 56 5 4 i PKCS8EncodedKeySpec X %,
fifif i KeyFactory “F % PrivateKey X % .

AN, FAHRE.

public static byte[] publicEncrypt (byte[] content, PublicKey publicKey)

throws Exception/{
Cipher cipher = Cipher.getInstance("RSA");
cipher.init (Cipher.ENCRYPT MODE, publicKey);
byte[] bytes = cipher.doFinal (content);

return bytes;

}
public static byte[] privateDecrypt (byte[] content, PrivateKey privateKey)

throws Exception({
Cipher cipher = Cipher.getInstance ("RSA");
cipher.init (Cipher.DECRYPT MODE, privateKey);
byte([] bytes = cipher.doFinal (content);
return bytes;

}

NN, Eoe4k1 RSA $L1LMM Cipher s, SR JG46 A& 55 Cipher. ENCRYPT_MODE
R PublicKey M0 S E AT HI0A1E, it doFinal Jy vk 3k A 7 15 int. MRad Rl A
AL AP Cipher (1414416 250 A iR 3% 85X Cipher DECRYPT_MODE, Jf HAXIN W i% % A
Ly I oy B AT NI ALE PrivateKey 1561

s

hello,i am chenkangxian,good night!

RSA 5175 8.4) (Base64 %ilih)ii):
MIIdeIBADANBgkqhkiG9wOBAQEFAASCAmegngAgEAAoGBANlYmKOgnClrfaIZb/lCDQSt
LSZVaSBJdr3V88UDlmTErYa3aLtiijEQ42g8F/92/n1b9ath4yE1szJZG4T2ts7kK7ltx

vzcheFEP+xVhFK8YFRMnWHx4aMOO]zHCRsOZBkabHvUYerA+zMEoAm9PN208aevaprDbF

X7ulAgMBAAECgYAYSF8mMS35+MquU2yhAGM5c9f]mCJthFOG4eVY4a400vr5mA/TnomSIn
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1AG700cMFHJLERNBaXh7ZJa/VFyfHWohrWed0J4HsmmvBC5vKFqP25d5CalaeZQBlEZa2Nup
fgOX86bvIxKvXWiM8iWQRPCcFpZBVsO4uYMKioCgxgqQJIBAPQOYsGk/2CnEONLUNDQPXVNPx1s
XcvVX4s5J/+15/t7zNFwyQDiVWtnWAaHFywlNaQLNrEL+vXI6y+vAOr1ZQsCQQDiBXZhnpOH
922qYyGXdOIIwWKEODx31vZHJQlIAybzTKypvwk8LgBsiGzeiSeb4YO0IzpsGOCA28AVVSBEmMx
bnAPAkKkAMVot 7nWXIPAQjHiINHG3FqKoPqVEfYKATk2qyjouVA+bvI1XR//2JzDbexSIzpx8jkf
uu9EJ9%ba2zzL7/GKI9IVIAKEAkKYOq+xp/r2KAsiU8kKh412JVcli0zCoUJCNNY6yGgQZ3QZ1E
BgftcT1lNynkFAJaDl1PeicWG6VoUhLjwWOqhECQJIBANYG+uKHC31MIeVg46aymaGoYhdyOkaC
AcpwOBeN6b8leqOojYhwXfJOe7uyLbZDgLsuoIgOvKWQOpV2/00osyRss=

RSA E /N5 (Base64 4ifid)5):

MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODAWJIijodwpa32iGW/9Qg0PLS+d1WkgSXas
1fPFAS5ZkxK2Gt21i7YqYzhEONoPBf/dv59W/WplbeMhNcj8yWRUE9IrbO5Cu9bchb85HDHNhRD/ s
VYRSvGBUTJ1h8eGjDjtcxwkbDmfIGmx71GLKxwPszBKAJvTzdkPGnr2iacg2xV+7pQIDAQAR

RSA HEIN% Ja £ % S (Base64 4ifid & ):

Nze55toEDUzbagI87YI9TvylgD4d3pyuh3fAUSxFblbZ7xE3YnTmPcg8KbiaqU6Jlhiw2aky
q4ZVePejvHOg+PET2SFZ4BTYUYCAW7I2pFtDRBpIMOWIdXXHKyemSxoktty3PY4uHEaWhOts
U4sdoTb4/AEfncgrP6VéepaaltxI=

T BARIETR, {ER] 1024 ¥)4R1L KeyPairGenerator, RSA % J& 1% SCHIK 4 1024
£z, BN 128 7T, M HISCH R R KEA G 117 715, Bid 117 DMFEATHEZEEH 2048
f#) keysize K¥IUH1L KeyPairGenerator, #8id 245 AN 77 ) 75 B4 FH 58 3 457 3011 keysize. RSA (1
keysize fL 0B, A PR RN . WRE DS, X R T R FEHEE RN Fikn
P .

KeyPairGenerator keyPairGenerator = KeyPairGenerator

.getInstance ("RSA") ;

keyPairGenerator.initialize (1024);

3.24 HFZZ

BZNER X AR RN B E AR SEF W EH AR MG EIER, 50RO A
R R IEF FIFRAHBEAT N, SRJGHG % S JR S0 — e A4 an s B Rc s, #3fam nd R % &
FR) 2 B0 3 e 0 2 ) A A L, RS A B A A AR [ R B Ak, e 38 1 P 2 S i A I
B AR, SRR E BT, W R AR, 0S8 IR R N A e, 1
AL R AT 2 B0 A =07 BESG  E WIEAS A AR COER s

Ao O A RO BRI A, AT LA S, S AT R A, LR
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XTSRRI RIS O B SIS SO G A I RS . DR, ABTATLL
(R RTIRF T IK0 50, 0 LB RLRABIRS R 2 S1R XA BT 4 10 B PR o ST
G HEMBAATER 5 BRI 3 S IF RIS DRI, B3R ARAE B T i R 0
5 G AT RS S R, AR A, TR T 20, T B,
T AT AL AR SE R S B R R B R AR R B L R A

ST L% # 4 T E BT OS I T 4 s S0/ ER R B AR BT R 0
B EREMER L # 10 5 GRRAT RS0, P 3-20 FER

RERE mpEhd
BEIY — #BE | > BFES

A 3-20 44 F% L0 5E R

5 1 S22 B0 S S I T R R (ORI, ZE R
G WifE 321 B

1)
™

wEEE _ _
BEEY — B2 \
L= REBRD
BirEAE R — 872?&25
————— RS REN
HEES |—_ A% -

A 3-21 #FELHKRE
i1 LI P BB L 1 SCRIRS I (8 7% 4 05, AT A i M ) A i 0k, E
WA LSO, I T 5% 2 0 2 DI B 72 4 AT e, 19 B0 R o A il 22, 3t
17 LA B AT IG5 1 S R A5 i, I SCIR A8 e T B
B RN D OE 210k 7 S NI OE SO /9 1F: o B W e - < 473 L A P
T4 MDS5withRSA . SHA1withRSA %% .

1. MD5withRSA
(55 55 I, MDSwithRSA $1k & 4R M MDS 17/ il B 0% 1 SR BTl 8, JHAE
H RSA SLULK AL E SCEA T I RO
MDSwithRSA §1 721155 0.«
private static byte[] sign(byte[] content, PrivateKey privateKey ) throws
Exception{
MessageDigest md = MessageDigest.getInstance ("MD5");

byte[] bytes = md.digest (content);
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Cipher cipher = Cipher.getInstance("RSA");
cipher.init (Cipher.ENCRYPT MODE, privateKey);
byte[] encryptBytes = cipher.doFinal (bytes);
return encryptBytes;

}

private static boolean verify(byte[] content, byte[] sign, PublicKey

publicKey) throws Exception{

MessageDigest md = MessageDigest.getInstance("MD5") ;

byte[] bytes = md.digest (content);

Cipher cipher = Cipher.getInstance("RSA");

cipher.init (Cipher.DECRYPT MODE, publicKey);

byte[] decryptBytes = cipher.doFinal (sign);

if (byteZbaset4 (decryptBytes) .equals (byteZbase64 (bytes))) {

return true;

lelse{
return false;

}

HTHET B FELNRE, EHET Java W FELE R T L. 47 sign ikt
RREE4, AL, ERMH MDS SR RN AR, RE1EH RSA BIEMFATHX 1t
TN o« AEH verify JTERIER 4, BRI A BT MDS FHE, AR5 H A PRI
BB AITIRE, NEHESHES, FaxSELHTRR.

T Java [ Signature API F1# H :

private static byte[] sign(byte[] content, PrivateKey privateKey ) throws Exception|{
Signature signature = Signature.getInstance ("MD5withRSA");
signature.initSign (privateKey) ;
signature.update (content) ;
return signature.sign();

}
private static boolean verify(byte[] content, byte[] sign, PublicKey

publicKey) throws Exception({
Signature signature = Signature.getInstance ("MD5withRSA") ;
signature.initVerify (publicKey) ;
signature.update (content) ;

return signature.verify(sign);
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Java $2 0t T ELECR AT APL SRAE B E %4, 1E sign ik, %53K18 MD5withRSA ff—
SE], SR JE A AAEHXT signature BEAT#I4A1L, VA update EABLNE, BIEEREL. #
verify JyikH, i 1 2 A%t signature #E4T 914516, 1 update t£ N\ T BEALI6 I 2, 8 signature

(1) verify HiERH %4, FHiREIZE R,

2. SHA1withRSA

AR, SHATwithRSA /<K SHA-1 SLEAE E LB EE, I+ A RSA &
TR R BT N TR

SHA1withRSA SVE K LB :

private static byte[] sign(byte[] content, PrivateKey privateKey ) throws

Exception({

MessageDigest md = MessageDigest.getInstance ("SHA1l");

byte[] bytes = md.digest (content) ;
Cipher cipher = Cipher.getInstance("RSA");
cipher.init (Cipher.ENCRYPT MODE, privateKey):;
byte[] encryptBytes = cipher.doFinal (bytes);
return encryptBytes;
}
private static boolean verify (byte[] content, byte[] sign, PublicKey publicKey)

throws Exception/{

MessageDigest md = MessageDigest.getInstance ("SHA1");

byte[] bytes = md.digest (content);

Cipher cipher = Cipher.getInstance("RSA");

cipher.init (Cipher.DECRYPT MODE, publicKey);

byte[] decryptBytes = cipher.doFinal (sign);

if (byteZbase64 (decryptBytes) .equals (byteZbase64 (bytes))) {
return true;

}else
return false;

}

SHAIwithRSA FLIENIMAE 5 MDSwithRSA STkffifese s — 8, RS HILM T
SHA-1 §fikifi e

JE T Java (1) Signature API ffI4di -

private static byte[] sign(byte[] content, PrivateKey privateKey ) throws
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Exception{
Signature signature = Signature.getInstance("SHAlwithRSA");
signature.initSign(privateKey) ;
signature.update (content) ;
return signature.sign{();
}
private static boolean verify(byte[] content, byte[] sign, PublicKey
publicKey) throws Exception({
Signature signature = Signature.getInstance(“SHAlwithRSA")}
signature.initVerify (publicKey) ;
signature.update (content) ;
return signature.verify(sign);

}

Java API ()i 5 MDSwithRSA 5vEM API fERIZEML, KA I 45 42 514l 1
SHA 1withRSA.

3.25 #H=FIER

BANNBERZEROGHEH, WS HE. ZAIE. RS, X SE R A N ) %
RO # BAUER), PSRRI, RXMEMEAT b, JF HBEERHEM AR, @&aT LLEE R4,
PRI S5 A WD AR AT B0 R AE

HFUE (Digital Certificate) HFRAHFIEF, KT HE AR S OUE, 5
MRS AE, HTARRMS R G4 . BFIERES T ZREBEZEN NS, i
PESHELAHGER, TLLERAEN NS EEAE, RN, Sa A8 916G RBRETEE4,
ALV RREB MU, VLAGERAAREEN. T ERASSHRH NG R, Wit
AT LAE Sk P B0 R0 AR

WHEBFIUEBRBEEWTAR:

o XMBRMLHR (N, o5as. AL,

o UET LS A

o UEPBRMURNA GHEAUEALR):

o UEBMURNIE B B T84,

M gﬁéﬁ;i%ﬁ:
o XRIAH.
B AFRFRIRAUE B AR nTROE AL R4S 41205 UEA5 0 39 g 1 >k

Fff R UE A A DIRAT R0 AR HUAEHE A G0E 45 1) BT 9 S5 A7 Rk MR, ORI 5 BT i 35 1
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RN, HFELHTEMEBOME (= ==
LK, LURE A AR 5e 8, MR HLF AL mAemRe lEwe
FIRHIE T HE T2 4, T RCH 7 P AT R MUK i
DHIRMRE A, 5 S S R 5 | e i s, " |
MEATELE, AT LA HEGE 15 545 M LR 7 = oA
Ko AR, XA SIS B amesums  Esemeosse. | |
(I {5 AR BB , B A F e ——
o 7 BT A [t |
WP 3-22 R Google MBCHET, M || |
% # 1 Google Internet Authority, 2548 kA B EEREO.) |
SHA1WithRSA, 2814 BRI 52 RSA 51, | TMensmswesws ]
i HAT 2013 4E 8 H 29 HF 2014 4 8 L
J129 H. B 3-22  Google #9 4 FiEH

HUFE R Base64 4wt o 4T
{rfiti, Google HUFUF BTSN E, WA 3-23 Fix.

MITEnzCCA2+gAwIBAQIIbsM1F35xxmEWDQYJROZIhveNAQEFBQAWSTELMAKGALUE
> BnMCVVMXEzARBgNVBAOTCkdvb2dsZSBIbmMxJTAJBgNVBAMTHEdvb2dsZSBJbnR1
4 cm51dCBBdXRob3JpdHkgRzIwHhcNMTMwCDISMT IOMDI4WhcNMTQwODISMTIOMDI 4
S WiIBpMQswCQYDVQQGEWwJIJVUZETMBEGAL1UECAWKQ2 F2aWZvemSpYTEWMBQGA1UEBwWWN
¢ TWS1bnRhaW4gVmlldzETMBEGA1UECQWKR29vZ2x1IE1uYZEYMBYGA1UEAWWPK1i5n
7 b29nbGUuY2StLmhrMIIBI jANBgkghkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEAjrdl
2 voGhAKMLXZNmQcNpXx7GPrz/PkIjD+rYftr93rxfQREYGEAWYB68dMFrirLkSAHVIT
5 4EnVD+9fqSvgS5SPRUVAXrOrcZkvVCdEt 9YOuV+HxoxsRm7DEYHtOPAd8wbsI1AFc2

10 Xiyl/QFUZY1g6KuYtkvWRA+P+SATX1HZAVB7qi10P2g2NKtgiyKLodxbb+vcHMQt2v

1 dz9xr9KSxQBIQZOBHMEPgGsSE1iWOcCraSkoNI/lccgSophlZS5HgxB8WKn3X 9mpOL

2 cLoAxUfE+i+KFL17x7Q68kXYHW44/SeBFY9M1qgpF+HzW83DZ/Be5dT0UZnGOz9QL

2 y7/3CHFdiPrlUz1BnwIDAQAB0o4IBUTCCAUOWHQYDVRO1BBYWFAYIKWwYBBQUHAWEG
4 CC3GAQUFBWMCMCkGAIUdMEQQRiIMCCCDyouZ29vZ2x1LmNvbS50a4INZ29vZ2x1LmNv

15 b550azBoBggrBgEFBQcBAQRCMFowKwY IKwYBBQUHMARKGH2hOdHAGLYSwa2kuZ29v

Z2x1LmNvbS9HSUFHMi S5 jcnQwRwYIKwYBBQUHMAGGH2hOdHAGLY9jbG1l1bnRzMS5n

17 b29nbGUuY29tL29jc3AwHQYDVROOBBYEFGs2iTsyMWMb1xN+B7pLP+kn6Vh2MAWG

2 B1UdEWEB/wQCMAAWwHWYDVROIBBgwFoAUStOGFhu89mildviWBtrtiGrpagS8wFwYD

VROgBBAwWDjAMBgorBgEEAdZ SAQUBMDAGA1UdHWQPMCcwJaAjoCGGH2n0dHAELY 9w

7 a2kuZ29vZ2x1LmNvbS9HSUFHM1 S jcmwwDQYJKoZIhveNAQEFBQADggEBABIrZbERS

21 PcZzUIjPR90IBgekhL+QZkCMB76 VNWDTaHHaU65XwL//NJ2axbo/£15n9DaH2PQ

0JzkvmCg5I£29uofyRNIJRCkp2mSL9YdydvXUT3Q9HVEzrcPgNgQmyADrNGD1PX0Z

1w3ahMCwsq9J0004CJ/XOWplI51rat7hw90yYPy9u590HRUQIw8eu90mW053G/YA

4 UBQzGN2tCpx7n7PcW2xXtJ1L3igFtOTnXGtweDbkb8S1fLEMOFUT2Yb6yx0sFelp

v5UXZZuadw3tayGYwgeUFP22ewtWCKaObIuXoUGk/G/L3L1xp5JygDksG2dKEFIV

YEbojK2AcvLLW8o=

VO e W

AR A A RN
LI € B

=
o

A 3-23  Google 4 F k4 ¢4 N %
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1. X.509

ARAMBEAEBHRASTHRNERBRRXITREARMR, Hit, FEH B IREX
MAEHRFIEPHFEARR. KEHEHHFIEBE L —FirdEr g (B X.509) KfFEE (]
FIfERB. X509 BET —FirERN TR, BiEHEBMUHEME—RIATEITHNFERAT.
X.509 V3 & X.509 trE BB AT ZHARAE. R 3-1 FAHET X509 iEBH AR T
BfER.

%*3-1 X509 FrE&MERFR”

¥ B B R

&S LETIE P X.509 FrfERIR A S

P35 EPMAEIH (CA) ERKE—F5S

ELET E2ERMEZELEZE, W SHAIwithRSA

EPMRE RATFIZUE P ITE LA LR LK

AR ICAE 575 2% 0 7 46 B (8] 70 45 SR B[]

WEEA EPARER LA, in—A A& —NAR

WNEHAHER EBRZEHAH, ERAHNEZE, UEKRNESH

KAi#E ID (A]3k) IE B E FIME—FRIR

% ID (A3k) UE P BT AR R ME— PR IR
kMY BFERE, 8N RFRETUHEIRAACENE SIECEN
FB, KB RFRIFFEE, IEBTHE —cEkWEME. wRiE
PEAELZ RN HXBY BRFER, RLIELZIED

¥ RFE Bilw ARy BREBRERE:
EAAR—X R 5IEPMANEA KR
IE-P R — R TIE P AR
FHREH—X A FEARE RS

, . IEBR AN E R EMELFEEMANMAREAYT LR E 7

IEBMAN I FE 4 2 e B

2. iEPEEXR

EISEATES, BATHIS b4 7 E B AHN A BUFILOC TR R, NS PR3
75 2 B ECAE B IAENIA (Certificate Authority, CA) K#EiTaik, R4 CA MAK LT
UEH7EM 4 A B & Al AERE .

BAEBRE RS EER 2N FIEBMAR, BB ARRY R AP
%4, MPAEMERRERE, Lhr ERERIEPMETESL, 8 THHEBAERHRIE. iE

23 X.509 {45, http://en.wikipedia.org/wiki/X.509.
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SRR RN 3-24 FroR.

[- oIS —Ls

| EBREE |

: R0 : R . remm
I TSBHR I

: EBES ) BTES

A 3-24 GERE LA
VeriSign Chttp://www.verisign.com). GeoTrust Chttp://www.geotrust.com) #1 Thawte Chttp://www.thawte.
com) A& 2 AR E B BUS L FAE BAENK “ =E3k”, Hp @ HE A Z 1A VeriSign 2K
P HL 7 55 R ECFIE
M, X E BRAE S A AU AR AR B R E W A PO S ST S, B
TEAS S BT 1 1 B A B B FAIE PN IEN LA #R 3%, 4 Cacert Chttp://www.cacert.org), #t/g 1
o P (I EUTAE U E PR 2R

3. IEPR

% P B B SRR, SR BRI, W0 RN RSO UE TS A ERL
K, DU AU UAE MG AR E BIRAEHE B AR M A, Witz A, WHE B T%4
TR, i 3-25 B, HFEEE-B I 0N a2 7 . ARIE B R IEBIAENUAS B O
G ECTAE P, R PASAERERIA LG 2, 2R ARAIE 5 U R R X X AMIE B AU AR AT

r——--— - |

| EBRARE I

| |

| i || [— EHeE

| WRER |

! ARATER _¥, Sl
VROHS

I .

: ey } EBRREAARE |

A 3-25 PRI iLAE
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EBEECETHINGER. AP OAHME S IAENA T IZIE BE BT E 4. BEir
—HEB R (BPEEIE B AENUXZIEBE BRI L 2B A R, FEZHUE A uENUA T
AARIGIE, MEBVGENA I APAFAE T XX OHE BT 82 10 2 P e B,
(B FHZAIE T3 30 UF X 75 SE 30 X UE A S B0 0, B E B RGZAE B HAE 15k 50 0E, XA
KK —RIE PR KR XU P REAEME B 25N 7 BBl 2 RUE 5. MRUE 52— dF ik
HHES, ERERERCAL, TFREME MR HIZIRIE D A EMIE DR
£, MESA R R —NRIFE B E BREES, IEBRRAIEE W ZARIE BRI d. Ll
FH P 724 P BCAAIE 1 22 T D6 2005 e 3R % E 15 HIARAIE 15

K2 B AME RS TS 2236 — e 48 A BURR I AIE T3 A EALA AR E 15, 1 VeriSign,
GeoTrust %5, W FAE R IEABAENAIUETS, P FHE BT FEEiZiE BIAEN T
EH, HHFEZARE B EZEE. B — B2 ZIRARE D, R G %R 1 AT i %
FIFTAUEY . Windows T #3225 EARIE 5 R W 3-26 .

ETmEEmrTe e :
i
R 5 10 N 3
]‘l EENEEROROANED TEH ! ey ﬁ
T o 1 = R e~ —
P A [EBA ] SREsRE] B ERERRRN |SiEEns ]
— RIS T ‘
2 R Re el HEsss [, ®UEM  mEEW 4|
FIOFERR [ Thavte Tioestan pi Tharte Timestanp 2021/1/1  Thawte Times
BRI e [JUTH - DATACorp SGC VTN - DATACorp SGC  2019/6/25 USERTrust
E 10,3%@8@%3&,@@;‘5 I UTH-USERFirst-Har UTH-USERFirst-Ha 2019/7/10  VSERTrust [
2 Egi(‘lﬁo CQJUTN-USERFir st Object UTH-USERFirst-0b 2019/7/10 <G> {
[lVeriSign Class 3 VeriSign Class 3 2038/1/17 <G> |
GilVeriSign Class 3 VeriSign Class 3 2036/7/17  VeriSign 3
@Vnﬂs:g\ Trust Ne VeriSign Trust N 2018/5/19  VeriSign - ! ‘
P S —
EAm..](St® [ wre P
R ERMAER)
(zEw_
TREEAFHRRE EXEE

A 3-26 Windows T &) A5 4EARIE$ 5] &

4. EPER

AT ERE AN AR AT LA SRR, A AR AE 10 405 (R 2 . BSR4
FAET, EAETEM A FIEBEE T A, W keytool. OpenSSL %, R/ #& CSR (Certificate
Signing Request, EFIEBAKHIE), FEAHETAUE BIMENRITE S, REIERECFAE 1.

1) keytool

keytool /2 Java MIRUCTFAEBE M TR, HFHEAEBIHAR. BA. SHSRESRE. &
GAE PRI, AT A A @ HPEEAT A B, AT DA AR A T b g A
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HECTFIE B T
(1) HWEABAIUE
(ERIE CSR Z AT, 75 B 7E B p A A B A 15 . A A B i P T B it F P
(] ’H s Sk A A0S SC IR PIREARE B, XA www.codeaholic.net 1 2 3
WIJ RSA aa,,\ﬁf’lj ISR, JHER 1024 7% 8, TH] MDSwithRSA 1 AR 7445
o WE BRI E N 365 K.
R A M UE R i A

keytool -genkeypair -keyalg RSA -keysize 1024 -sigalg MD5withRSA -validity

N
Yo

65 -alias www.codeaholic.net -keystore /tmp/chenkangxian.keystore

e -ge kwp’ur—; X
¢ keyalg sk, X B H A& RSA Hik:
*  -keysize "l‘lﬂ”l'fH}\"J\v XEE N 1024 17

*  -sigalg SR, X P H T2 MDS5withRSA;

e -validity iE PJ Y, X HEE 365 K
e -alias GIEZR ']' HI 172 www.codeaholic.net:
*  -keystore FEHFEIANLE, Ak A /tmp/chenkangxian.keystore .

i S HATEE R PR

longlong@ubuntu:~/temp$ keytool -genkeypair -keyalg RSA -keysize 1024 -sigalg MD
SwithRSA -validity 365 -alias www.codeaholic.net -keystore /tmp/chenkangxian.key
store -storepass 123456
What is your first and last name?
[Unknown]: chenkangxian
What is the name of your organizational unit?
[Unknown]: codeaholic
What is the name of your organization?
[Unknown]: codeaholic
What is the name of your City or Locality?
[Unknown]: hangzhou
What is the name of your State or Province?
[Unknown]: zhejiang
What is the two-letter country code for this unit?
[Unknown]: CN
Is CN=chenkangxian, OU=codeaholic, O=codeaholic, L=hangzhou, ST=zhejiang, C=CN ¢
orrect?
[no]: yes

Enter key password for <www.codeaholic.net>
(RETURN if same as keystore password):
Re-enter new password:

24 Javaé6 [1] KcyToolﬂﬁ?>. hnp:“doc&onuﬂ&conﬁﬂnuscﬂVdncsﬂcdnunc#uxﬂxxnhnwykcyuuﬂJnnﬂ.
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(2) IEEPFH.

PATE LRI GAE, BINICEAER T — MR IED, BRERAZIEBEL
FIHEATINIE, EIFAZmAER, AT LA AR A () i 2 e B T 3 .

SHIEP®4

keytool -exportcert -alias www.codeaholic.net -keystore /tmp/chenkangxian.

keystore -file /tmp/codeaholic.cer -rfc

SN A:

*  -exportcert /AT HIZIUE T H R AE;

o -file T8 5%E 4 BOE T (B 12E

o keystore feE HHHE M, MAb Ky b5k A BT AE % £ % tmp/chenkangxian keystore:;
o -rfc ®AKHAT4TEN Base64 & :{fith .

2 PATE R TR

longlong@ubuntu:~/temps keytool -exportcert -alias www.codeaholic.net
tmp/chenkangxian.keystore -file /tmp/codeaholic.cer -rfc

Enter keystore password:

Certificate stored in file </tmp/codeaholic.cer>

-keystore /

EBFHE, aTUERTENEBaLEEIE DA E:

keytool -printcert -file /tmp/codeaholic.cer

ZHN

*  -printcert RRHATHT EIE P #1E ;
o file 5 EUE L HEAE
ﬁémﬁ#%MT%%O

longlong@ubuntu: ,Tempx keytool -printcert -file /tmp/codeaholic.cer

Owner: CN=chenkangxian, OU=codeaholic, O=codeaholic, L=hangzhou, ST=zhejiang, C=C
N

Issuer: CN=chenkangxian, OU=codeaholic, O=codeaholic, L=hangzhou, ST=zhejiang, C=
CN ’

Serial number:

2013 until: Mon Sep 15 21:40:33 CST 2014

:8F:35:2B:55:0E:5E:39:DF:5A:B3
: ! (:64:18:13:04:35:B89:B8:53:6D:3E:47:AE:D5
Signature algorithm name: MD5withRSA
Version: 3

(3) FiH CSR.

W SR ARG FUIE P VAEN U FOAIE, 758 5 O IE B IFAE R Y (CSR), £8IE 15 AE LAY
WIEHMIUR S5, FRRFAIE S FRRIE S S A M 385 51 A S5 15 AT
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FtH CSR i 4
keytool -certreq -alias www.codeaholic.net -keystore /tmp/chenkangxian.keystore
-file /tmp/ codeaholic.csr -v
ZH
o -certreq R RPAT IR PB4 & HIE 5 #15
e -alias {7 7E i E S HUE P 4
*  -keystore $i7& T HH H A 1 S BH 1 S0 PES
-file §5 7 57 i CSR 19 L% 1% ;
-v BRI RITEA TS DL
i 2 PHAT 45 Ran B i .

longlong@ubuntu:~/temp$ keytool -certreq -alias www.codeaholic.net -keystore /tmp
/chenkangxian.keystore -file /tmp/codeaholic.csr -v

Enter keystore password:
Certification request stored in file </tmp/codeaholic.csr>

Submit this to your CA

S i CSR Ja, fHATLLE] VeriSign. GeoTrustffﬂ&klI[Fl)\ﬂ[m’f'Jlﬁ TUEFIAIE, {H2iid
XL U\ijftﬁ@ﬂ*f’ff{ﬂ PrAgANTE, AT )RR SR UE, X LA it TR AR
KPR, XA X SR P A A N R R Th g A BT BRI éﬁ?\, Ay DA ik — 26 [ Br AL
g A UEH LA B e 2 E 5 IAUE, W0 Cacert, W1 3-27 FTR.

CA My CAcert.org Account! b4 O My Symantec Authenticatio... +

. m https://www.cacert.org/account. php?id=10
CAACCru
3
CAcert Certficate Acceptable Use Policy

Onee you decide 10 subscribe for an SSL Server Cenificate you will need to complete this agreement Please read it carefully Your Certificd

acceplance and understanding of this agreement

I hereby represent that | am fully authonzed by the owner of the information contained in the CSR sent ta CAcert Inc to apply tor an Digital
transactions | understand that a digital cemmificate serves to idenlify the Subscnber for the purposes ol electronic communication and that thy

such centificates (s the responsibility of the subscniber's technical stalf and/or contractors

CAcen Inc's public centification services are governed by a CPS as amended from time (o ime which is incorporated into this Agreement by

Certificate In accordance with CAcert Inc’s CPS and supporting documentation published at nitp./iwww cacert. org/ policy/

I the Subscriber's name and/or domain name registration change the subscriber will Immediately intorm CAcert Inc. who shall revoke the di
15 revoked the company will permanently remove the certificate from the server on which i Is Installed and will not use it for any purpose the
and security Is lully authorized to Install and utilize the certificate to represent this organization's electronic presence

*** Please note: All Information on your certificate will be removed except the CommonName and SubjectAltName fleld, this Is bg
automatically verify other detalls on your certificates are valid or not. ***

If you are a valid organisation and would like the organisation name in the certificates you can apply for an organisation assurance. Contact

Optional comment. only used In the cenifictate overview

Paste your CSR(Centificate Signing Request) below.

A 3-27 CAcert iE 45 JAE $ 3 7 do
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(4) SAHCFIE .
SRIFAENA TR I BCFIE )G, 2L AGETE.
SFABFUEF R4

keytool -importcert —trustcacerts —alias www.codeaholic.net —-file /tmp/codeaholic.cer

-keystore /tmp/chenkangxian.keystore

e -importcert R/RFATHZUE T T A%
e  -trustcacerts K /KHIE T 3 MG (T

o -alias $5E F AU HIH 4

o file fiE FAUEPHI A BRAES

»  -keystore 5 € UE 15 I %5 FH FE SCAF

BeAL L B UER S ARG, 2T IS R0 TR,

longlong@ubuntu:~/temps keytool -importcert -trustcacerts -alias www.codeaholic.n
et -file /tmp/codeaholic.cer -keystore /tmp/chenkangxian.keystore

Enter keystore password:

Owner: CN=chenkangxian, OU=codeaholic, O=codeaholic, L=hangzhou, ST=zhejiang, C=C
N

Issuer: CN=chenkangxian, OU=codeaholic, O=codeaholic, L=hangzhou, ST=zhejiang, C=
CN
Serial number: 5235b8dl

Valid from: Sun Sep 15 21:40:33 CST 2013 until: Mon Sep 15 21:40:33 CST 2014
Certificate fingerprints: ’
MD5: OE:CB:6E:2B:DC:8C:8F:35:2B:55:0E:5E:39:DF:5A:B3
SHAl: 2F:74:A5:85:5E:52:7C:64:18:13:C4:35:B9:B8:53:6D:3E:47:AE:D5
Signature algorithm name: MD5withRSA
Version: 3
Trust this certlr1cate7 [no]: vyes
Certificate was added to keystore

SFANIEHE, JLUEEH G2, FIH keystore HHJIE T .

#r & keystore FE 14

keytool -list -alias www.codeaholic.net -keystore /tmp/chenkangxian.keystore
o list XA EFH keystore HHIE 1)

»  -keystore K7~ % HHE LA 1E

o -alias R~ Z 4 H HUET 5 44 o

iy AT HIEE R W F o

longlong@ubuntu:~/temp$ keytool -list -alias www.codeaholic.net -keystore /tmp/ch

weiw . cod olic.net, Sep 15, 2013, trustedCertEntry,
Certificate fingerprint (MDS): OE:CB:6E:2B:DC:8C:8F:35:2B:55:0E:5E:39:DF:5A:B3

i F keytool #IMEREKAETS, 5 EAEH OpenSSL Heilt 17 UEAD 1A & 5 30E 1o 8k (5 19
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2) OpenSSL

(1) OpenSSL /141,

OpenSSL¥ 1, & — AN R SSL Bl fISEEL, 4K OpenSSL i ] SSL 1 4 H 4 7 E E 4
Wi gy, (HILSCIRI DhRE Al el ) T SSL B A £ . OpenSSL F52 FAHE T = NG 47
SSL il M EEE, URSMEZ RPN KT SSL thil, J5H/44 HTTPS
MU 2 e, b EAER . (EA AT Z 2T K, OpenSSL $2 KT REAH 4
g ARIASTH, BEHS T EEMEMEE, WS HAE BERE IR & SSL M, FitT
a0 H R e e R sl A H . X B 3= 22248 F OpenSSL SRIHEAT B FAFIIE H 0

EE A ubuntul1.04 FAEE R E7R OpenSSL HFIME A, BRUZIRA O 4% 35E4f T OpenSSL,
wJ‘u;tr B I RRASEN 2, SR 9 B 2 38T IR hRUAS
(2) OpenSSL 1] % %5,
N4 IH R 1] OpenSSL:

sudo apt-get remove

D
O
e}
(]
o]
()}
9]
—

longlong@ubuntu:~$ sudo apt-get remove openssl
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages will be REMOVED:
openssl ssl-cert
@ upgraded, 0 newly installed, 2 to remove and 174 not upgraded.

After this operation, 971 kB disk space will be freed.

Do you want to continue [Y/n]? y

(Reading database ... 123656 files and directories currently installed.)
Removing ssl-cert ...

Removing openssl ...

Processing triggers for man-db ...

longlong@ubuntu:~$ ||

N %% OpenSSL #ifid{u:
wget http://mirrors.ibiblio.org/openssl/source/openssl-1.0.le.tar.gz

longlong@ubuntu:~/Downloads$ wget http://mirrors.ibiblio.org/openssl/source/ope

ssl-1.0.1e.tar.gz
--2013-09-28 13:30:54-- http://mirrors.ibiblio.org/openssl/source/openssl-1.0.

e.tar.gz

Resolving mirrors.ibiblio.org... 152.19.134.44

Connecting to mirrors.ibiblio.org|152.19.134.44]:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.52: 80/102W3E4R5T6Y7U51900P122/3L4V58/m1!1014 ibibl

0. org/opens,llsource/openssl 1.0.1le.tar.gz [following]
-2013-09-28 13:31:01-- http://218.108.192.52/102W3E4R5T6Y7UBI900P1Z2X3C4V5B/m
rrors.1biblio.org/openssl/source/openssl 1.0.1e.tar.gz
Connecting to 218.108.192.52:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 4459777 (4.3M) [application/x-gzip]
Saving to: openssl-1.0.le.tar.gz'

25 OpenSSL, http://baike.baidu.com/view/300712.htm.
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fif? s -

tar -xf openssl-1.0.le.tar.gz

G P 22 -
./config

longlong@ubuntu:~/temp/openssl-1.0.1es ./config
Operating system: 1686-whatever-linux2
Configuring for linux-elf
Configuring for linux-elf
no-ec nistp 64 gcc 128 [default] OPENSSL NO EC _NISTP 64 GCC 128 (skip dir)
no-gmp [default] OPENSSL NO GMP (skip dir)
no-jpake [experimental] OPENSSL NO JPAKE (skip dir)
no-krbs [krb5-flavor not specified] OPENSSL NO KRB5
no-md2 [default] OPENSSL NO MD2 (skip dir)
-res [default] OPENSSL NO RC5 (skip dir)
-rfc3779 [default] OPENSSL NO RFC3779 (skip dir)
-sctp [default] OPENSSL NO SCTP (skip dir)
-shared [default]
o-stare [experimental] OPENSSL NO STORE (skip dir)
)-z11b [default]
no-zlib-dynamic [default]

longlong@ubuntu:~/temp/openssl-1.0.1leS make
making all in crypto...
make[1]: Entering directory " /home/longlong/temp/openssl-1.0.le/cr
( echo "#ifndef MKIMF BUILD"; \
echo ' /* auto-generated by crypto/Makefile for crypto/cversion.c */';

echo #define CFLAGS "gcc -DOPENSSL THREADS -D REENTRANT -DDSO DLFCN -
DHAVE DLFCN H -Wa,--noexecstack -DL ENDIAN -DTERMIO -03 -fomit-frame-pointer -Wa
11 -DOPENSSL BN ASM PART WORDS -DOPENSSL IA32 SSE2 -DOPENSSL BN ASM MONT -DOPENS
SL BN ASM GF2m -DSHA1 ASM -DSHA256 ASM -DSHAS12 ASM -DMDS ASM -DRMD160 ASM -DAES
ASM -DVPAES ASM -DWHIRLPOOL ASM -DGHASH ASM"'; \

echo #define PLATFORM “linux-elf"'; \

echo " #define DATE \" LC ALL=C LC TIME=C date \""; \

echo ‘#endif' ) >buildinf.h
gce -I. -I.. -I../include -DOPENSSL THREADS -D REENTRANT -DDSO DLFCN -DHAVE DLF
CNH - --noexecstack -DL ENDIAN -DTERMIO -03 -fomit-frame-pointer -wall -DOPEN
SSL BN Hb” PART WORDS DOPENSSL IA32 SSEZ DOPENSSL BN ASH MONT -DOPENSSL BN ASM

aubuntu:~/temp/openssl-1.0.1es sudo make install
sword for longlong

: Entering directory "/home/longlong/temp/openssl-1.0.1le/crypto

all in crypto/objec 55

: Entering directory ' /home/longlong/temp/openssl-1.0.1le/crypto/objects’

: Nothing to be done for "all
/home/longlong/temp/openssl-1.0.1e/crypto/objects

Entering di Hgtn'v /home/longlong/temp/openssl-1.0.1e/crypto/md4
wukp[z] Nothing to be done for "all
make[2]: Leaving dir ory ~/home/longlong/temp/openssl-1.0.1le/crypto/mdd
making all 1in crypt s
nake(2]: Entering dii ory /home/longlong/temp/openssl-1.0.1le/crypto/mdS
] 'lrr{ ] Nothing to be ne for all
make[2]: Leaving directory ' /home/longlong/temp/openssl-1.0.le/crypto/mds
making all [I("]['J‘

Entering directory " /home/longlong/temp/openssl-1.0.1e/crypto/sha

: Nothing to be done for all'
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H50F OpenSSL 1) 2%, ERIN OpenSSL %3 ¥ /usr/local/ssl H % T

longlong@ubuntu:~$ cd /usr/local/ssl
longlong@ubuntu: /usr/local/ssls s

bin certs include 1ib man misc openssl.cnf

longlong@ubuntu: /usr/local/ssl$ cd bin

longlong@ubuntu: /usr/local/ssl/bins 1s

c_rehash openssl

longlong@ubuntu: /usr/local/ssl/bins ./openssl version
OpenSSL 1.0.1e 11 Feb 2013

Hifit/etc/profile, K41 OpenSSL i 11 51 ARG AL 1
vim /etc/profile

fESCOFdscJe B~ N 2
=/usr/local/ssl/

/etc/profile
(3) A'E OpenSSL.
%1% OpenSSL AL & S f/usr/local/ssl/openssl.cnf,
/J/home/longlong/ca_dir:

vim /usr/local/ssl/openssl.cnf

[ cal

default ca CA default

/home/longlong/ca dir
sdir/certs

sdir/crl
s$dir/index. txt

sdir/newcerts

sdir/cacert.penf]

AE 25 AH SR H oK

mkdir certs

mkdir newcerts
mkdir private
mkdir crl

touch index.txt

echo 0l>serial

private

B dir R, R TAFHREE
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longlong@ubuntu:~/ca dir$ 1s
longlong@ubuntu:~/ca dir$ mkdir certs
longlong@ubuntu:~/ca dir$ mkdir newcerts
longlong@ubuntu:~/ca dir$ mkdir private

longlong@ubuntu:~/ca dir$ mkdir crl
longlong@ubuntu:~/ca dir$ touch index.txt
longlong@ubuntu:~/ca dir$ echo 01>serial
longlong@ubuntu:~/ca dir$ 1s

index.txt newcerts

o certs HxHTAFI 2K HIIE 15

* newcerts H3xH T CA #6542 AR BE 15

»  private H R TAFALHH:

o ol HxHTAABC MR

e index.txt /& OpenSSL N;XFVJLUJKIH A SCAE R 22 S, XA SO AE ) 4
I 22 30, (HALZ e L 2 8

o serial U RUE A & NAE TS5 2% S0, ZSCHFER)T0 5 2 UL 7S b ik Xt
TR, SO R H A & AN S5

DL 28 H s S A 7R BC & S /ust/local/ssl/openssl.enf H 5 € .
¥ R HLECC

SRR R, R S LB CIK, OpenSSL A= BB 1AL -
openssl rand -out private/.rand 1000

longlong@ubuntu:~/ca dirs openssl rand -out private/.rand 1000

longlong@ubuntu:~/ca dirs |j

SRS X F

e rand RHATBEHLEL L B

o -out FiF & i S

Z 30 1000 fi7 5 (1) /2 B LA &

A CFAEH
OpenSSL il % { ] PEM (Privacy Enbanced Mail) &2 R{EAERA, ARG AW F.

openssl genrsa -aes256 -out private/cakey.pem 1024

lonu1owaiubuntu /(a di|> openssl genrsa -aes256 -out private/cakey.pem 1024
g 1024 bit long modulus

(0x10001)
s phrase for private/cakey.pem:
- Enter pass phrase for private/cakey.pem:
longlong@ubuntu:~/ca dir$
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ZHE Xk
e genrsa 7/ H] RSA Hikr=EFR0HH;
*  -aes256 KoRMEH] 256 L E I AES FEX FATHREAT N
o -out Kokt U AT
o 1024 HIRIEE £ MFHMIKEE
(4)’#ﬁi(nmnSSL$Em3ﬁo
E R AR IE P2 R G

openssl req -new -key private/cakey.pem -out private/ca.csr

longlong@ubuntu:~/ca dir$ openssl req -new -key private/cakey.pem -out private/c
a.csr

Enter pass phrase for private/cakey.pem:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:zhejiang

Locality Name (eg, city) []:hangzhou

Organization Name (eg, company) [Internet Widgits Pty Ltd]:codeaholic
Organizational Unit Name (eg, section) []:codeaholic

Common Name (e.g. server FQDN or YOUR name) []:*.codeaholic.net

Email Address []:chenkangxian@sina.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:123456

An optional company name []:codeaholic
longlong@ubuntu:~/ca dirs

ZHE L F

o req FE N PNAT I A AR UE 1A A G () i 4

*  -new Nt Jﬁm:ﬁk;

o -key fit i FAHIPI AT

«  -out fiiE it i) CSR ’SL'#H%%O

(e A AT IR, 23R4 NZE B CSR (it AR i B A — e 2 R A P AR B 1B
n] LLAS ] -subj 2 04 e AH R AR

M UF 1% 4%

26 OpenSSL (¥ ca 7% fil x509 452 BIfigt kil 15% %r, %Rl TSR AR W) K [RERR, pEMIN
Al o 414 A
CIREL, AT WX WA R4 % CLIR T SURIX ), v % (OpenSSL b5 ) 2 475 Ko e 4 —— A vERI IR A)
15ty 192210 0L,



180 | AEHHINMISIALIRIT S5EE

CSR XL T LUG, SATHEHREIH keytool T RAEML, AT LK HKI%4 CA AIENIAG I
TR, R, TANERT U BATER#ITEXR:

openssl x509 -req -days 365 -shal -extensions v3 ca -signkey private/cakey.pem

-in private/ca.csr -out certs/ca.cer

Llonglong@ubun /ca dirs openssl x509 -req -days 365 -shal -extensions v3 ca -s
ignt ey.pem -1n private/ca.csr -out certs/ca.cer

ang/L=hangzhou/0=codeaholic/0U=codeaholic/CN=*.codeaholic.

r private/cakey.pem:
Longlongg a dirs

SHEXTF:

*  x509 RIRAERL x509 #GEF

*  -req R/nHIA CSR 3

o -day KA, XEIREMRZ 365 K

* -shal RANIEFMHERHA SHA-1 HZ%;

*  -extensions K/NIE MR openssl.enf CAFHEC B Y v3_ca TS INY &
*  -signkey RN KAE )% HH;

o -in RoRFA A

e -out R 3.

BLEXHFH v3 ca IECE T F:

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid:always,issuer

(5) OpenSSL % /& I 45 i ilE- 4 o
M R 5 i FARH -
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openssl genrsa -aes256 -out private/server-key.pem 1024

longlong@ubuntu:~/ca dir$ openssl genrsa -aes256 -out private/server-key.pem 102
4

Generating RSA private key, 1024 bit long modulus

SRy

e is 65537 (6x10001)

Enter pass phrase for private/server-key.pem:

Verifying - Enter pass phrase for private/server-key.pem:
longlong@ubuntu:~/ca dirs |

A AR 55 s CSR S0

openssl req -new -key private/server-key.pem -out private/server.csr -subj

"/C=CN/ST=zhejiang/L=hangzhou/O=codeaholic/OU=codeaholic/CN=www.codeaholic.
net"

longlong@ubuntu:~/ca dir$ openssl req -new -key private/server-key.pem -out pri
vate/server.csr -subj "/C=CN/ST=zhejiang/L=hangzhou/0=codeaholic/0U=codeaholic/C
N=www. codeaholic.net"

Enter pass phrase for private/server-key.pem:

longlong@ubuntu:~/ca dirs |j

XA H-subj 2545 € Ik 55 m () — 48145 B
it AR 5 26 & I 55 S E 15 -

openssl x509 -req -days 365 -shal -extensions v3_req -CA certs/ca.cer -CAkey

private/cakey.pem -CAserial ca.srl -CAcreateserial -in private/server.csr
-out certs/server.cer

longlong@ubuntu:~/ca dirs openssl x509 -req -days 365 -shal -extensions v3 req -
CA certs/ca.cer -CAkey private/cakey.pem -CAserial ca.srl -CAcreateserial -in pr
ivate/server.csr -out certs/server.cer

Signature ok
subject=/C=CN/ST=zhejiang/L=hangzhou/0=codeaholic/0U=codeaholic/CN=www.codeahol1

c.net

Getting CA Private Key
Enter pass phrase for private/cakey.pem:
longlong@ubuntu:~/ca dir$

ZHE LR

o x509 FoR%ER x509 K5 A UE

o -req #si-in ZHEREMJE CSR X

o -days fioEuE A RO, IXHIE 365 K

o —shal ¥ Uk 144 25702

o _extensions 5 5 F4 AL SO V3 req B0 G B S INAE 154 RE AR L
o -CA HkAR CA 15117

«  -Cakey M KHi75E CA MY
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e -Caserial FIRH5 @ik 157515 30 R 612
o -Cacreateserial F/NEIEIEPFFIS XM, GIERFH S SCHEINRAFRA-CA, {7
HIAE P & PR N _Esrl 548 s

o -in RANFIASCAFEEAE

o -out TG SLAFHIEEAE.

A RUIR 45 S il 545 5€ [ -extensions {4 v3 req, fE OpenSSL MIECEH', v3_req fd & (1]
basicConstraints F{E% CA:FALSE, ifi i [l 4E B UE T30, i (#)-extensions {E 4 v3_ca, v3_ca
rh#5 5 [ basicConstraints {E & CA:true, CA:true R/NZUEBEMA L CA HIMHIUET, 2k,
v3_req fl v3_ca BFINACEDUE A HABAF £, WA EH L4250,

£ x509 849, B 2R nr iR — NG EABGEBFSS, aJLUEH set_serial it
TSk BHAR € uE B HFS, AT LAfH-CAserial SR TR & — L JRH S 3. Brif i)
FRo a5 SO R — NS — AN SR NE RS SO, EBOAEOL T, RIS FR ijMU)\lJL
PR sl 548, Heanf ARIE B SCEA ca.cer, B4 b/\AuU&‘HA ca.srl X3k
RS, aTLLE S8 A ca.srl 30, AT LU L5 % -CAcreateserial 2 IR A=l — /\FJ/IJ
A

(6) OpenSSL %% % /i ilE 45 o

HERRE P S AARH -

openssl genrsa -aes256 -out private/client-key.pem 1024

longlong@ubuntu:~/ca dir$ openssl genrsa -aes256 -out private/client-key.pem
1024
Generating RSA private key, 1024 bit long modulus

S ase for p11\1tv/c11»nt key.pem:
- Enttf pass phrase for private/client-key.pem:

AR P i CSR A

openssl req -new -key private/client-key.pem -out private/client.csr -subj

" /C=CN/ST=zhejiang/L=hangzhou/O=chenkangxian/OU=chenkangxian/CN=chenkangxian"

2y private/client-key.pem -out priv
gzhou/0=chenkangxian/0U=chenkangxia

R P I AEAD

openssl x509 -req -days 365 -shal -CA certs/ca.cer -CAkey private/cakey.pem

-CAserial ca.srl -in private/client.csr -out certs/client.cer
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longlong@ubuntu:~/ca dir$ openssl x509 -req -days 365 -shal -CA certs/ca.cer -C
Akey private/cakey.pem -CAserial ca.srl -in private/client.csr -out certs/clien
t.cer

Signature ok

subject=/C=CN/ST=zhejiang/L=hangzhou/0=chenkangxian/0U=chenkangxian/CN=chenkangx
ian

Getting CA Private Key

Enter pass phrase for private/cakey.pem:

longlong@ubuntu:~/ca dir$

5. IEBRIER
EHER S — SR E B LS, EAE TIERRE AL, ARREEBLUGE, TTLUE
] /\IIZJ'J)(;J'*H:}%{]:‘i,u‘xli'fTb”'ﬁzfs Wﬁ%@ﬁ%%ﬁ}”\'ﬂffﬁﬂ\‘fﬂﬁfﬁﬁ@‘ o HTIEPHEETAH, HE
SRR, REERS BRI T B T B L IR K . Java $RAUESEEAE P B T A keytool, f&ji
H’-J API {1 J AT RE M A HE AR PR BT S G R, U TR HE
i ] OpenSSL R B FIE ANFAEH, WIFEAE Java MBS FAEH, 55508 2Bk
PKCS#12 4t i I HE, A HEWEH keytool T BTN B FE . FEEAE PR

openssl pkcslZ —export —clcerts —name chenkangxian -inkey private/client-key.pem

-in certs/client.cer -out client.pl?2

longlong@ubuntu:~/ca dir$ openssl pkcsl2 -export -clcerts -name chenkangxian -in
key private/client-key.pem -in certs/client.cer -out client.pl2

Enter pass phrase for private/client-key.pem:

Enter Export Password:

Verifying - Enter Export Password:

ZHE S R

pkes12 Fo AR AR B PKCS#12 4% 3 (1AE 155

o -export L /RFAT I E UES T HEERAE

o cleerts #/n FHMEE S EET, WA -cacerts W EK s T HH L CA IETD;

*  -name fRiEN 4, IXMJy chenkangxian;

o -inkey &R EAES

o -in o fTER A E UE TS ER AR

©  -out i IER AL S H B

S client.pl2 SCAFOLS TR 1B SCAFRELET, w AE N keytool () keystore filif
keytool - IL7% 47

keytool -list -keystore client.pl2 -storetype pkcsl2 -v
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longlong@ubuntu:~/ca dirs keytool -list -keystore client.pl2 -storetype pkcsl2 -

1 PKCS12
yrovider: Sunl]SSE

Your keystore contains 1 entry

Alias name: chenkangxian
8 date: Oct 2, 2013
v 4

PrivateKeyEntry
ate chain length: 1
1]:
chenkangxian, OU=chenkangxian, O=chenkangxian, L=hangzhou, ST=zhejiang

henkangxian@sina.com, CN=*.codeaholic.net, OU=codeaholic,
ou, ST=zhejiang, C=CN
=61c0e78e5e69
:11:05 CST 2013 until: Wed Oct 01 20:11:05 CST 2014
cate fingerprints:
MDS: 1D:43:5F:D2:0E:69:36:BD:A2:97:F3:E7:B4:7F:5C:D4
: 20:48:10:0A:E9:C7:CE:B9:F8:D5:2F:DA:86:44:01:FA:EC:74:AA:F3
S1d algorithm name: SHAlwithRSA

SHE XF

o -list RN EF|H keystore F1HIHIEFD:

e -keystore FH>K¥5 E UE 15 )% HH % ;

o -storetype FHK+5E B HERMEI, HALA pkesl2;
o vEHTELE R

Java M5 4E B FUE T HY AP

I FH P -

String keyStorePath = "/home/longlong/ca dir/client.pl2";
String password = "123456";

KeyStore keystore = KeyStore.getInstance("pkcsl2");
FileInputStream keystoreFis = new FileInputStream(keyStorePath);

keystore.load (keystoreFis, password.toCharArray()):;

keyStorePath 5 %€ T keystore 1§17, X B @ 1AL % 44 T OpenSSL 11 pkes12 454 S i

WA, password ¥8 2B HEEMED, 1 pkes12 #5845 HIE AL pkesl2, @1
KeyStore.getInstance() /5 2 11 i o

PRGN E P I FAR -
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String alias = "chenkangxian";

PrivateKey privateKey = (PrivateKey) keystore.getKey(alias, password.toCharArray());
i# T 544 chenkangxian 3K keystore 1 I FA%H

M R IS :

String alias = "chenkangxian";

X509Certificate x509Certificate = (X509Certificate)

keystore.getCertificate (alias);
it 5 4 chenkangxian, M %550 INEEE P .
PAFUEH P B A HH:
PublicKey publicKey
NI UE R T 44

Signature signature = Signature.getInstance

(x509Certificate.getSigAlgName()) ;

x509Certificate.getPublicKey () ;

signature.initVerify (x509Certificate);

MIEFh 3B %2 H 1k, LMk Signature, FEA# FHEUFUE X A BTRLS

ML I ZAIE

String certPath = "/home/longlong/ca dir/certs/client.cer";

CertificateFactory certificateFactory = CertificateFactory.
getInstance("X.509");

FileInputStream certFis = new FileInputSEream(certPath);

X509Certificate certificate = (X509Certificate)certificateFactory

.generateCertificate (certFis);

M certPath 57 (#4172 INE B 71F 15, CertificateFactory.getInstance() i & il 15 % X 4
X509 #% L.

3.3 BRI\

3.3.1 AMFAFEIAE

25t HTTP BMSCHA Pl 5 (0l KA R s (w130, SR 28 JRIE . cookie.
head Z8di, DRI, A0SRm0l WA (KO AT, 00T 45 117 5 A6 MR 4 SRR 3 XUy (1A 5 Ohit
sk SR, AESORGTIUS R B, R T T TCP Pz it £ /G, #He HTTP PMSLI AL
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T R, FEE, ET HTTP VLK Web 5 SOA 284, 18N FH 224 7 1 s Z 5 in 4.
2 RS AV AR, AT DA YT A A BEAT g T, DL R B R AR M 48 24
11 Firefox W% 3% 1) firebug 4, ik 3-28 fiar.

\e 0 Omgyahoocomme YS/C'I wasson- bares almos t-see- drv Ox mtv ’\(L.O 0‘11 -us-week |y htmi

Q Disable~ ‘ Cookies* / €SS+ [ Forms- (@) Images 0 Information~ [l Miscellaneous- / Outline~ / Resize~ x Tools- @

ews Sports Finance Weather Game Groups

 Yahoo!

Erin Wasson set thg
high for most shockin
VMAs outfit when shq
showed up at the Barg
Center in Brooklyn, N
Sunday, Aug. 25, ina
7 barely-there dress thg

50§ o’]wrﬂ‘m HTML CSS Seript DOM | Netv | Cookies
qg[ Clear  Persist |[[All] HTML €SS S XHR Images Flash Media

x—Cadre HIT from ncache?. :lnbul nedia se3. ahoo. curz MISS from ncachel2. global. media sg3. yahco com
X-Cache-Lookup HIT from ncache7. global madis. sg3. yahoo. com~2:3128, MISS from ncachell. global media se3. yahoo com:40
80
X-Esi !
X-Yahoo-Request-Id 2daf46f5-cb76-42c5-8080-519095b17dd4

Regquest Headers

Accept text/html, azplication/zhtml<xml, application/xml.q=0.9, #/#.¢=0. 6
Accept-Encoding ezip, deflate
Accept-Language &nUS eniq=0 3
Cache-Control max-age=0
Connection keepalive
Cookie B=beS4gll2imlrpdb=3&s=1i: HP=1: ypcdb=1d64bE52ac038ablble1167d6730103: uos=bnaz=0: yw¥adp10001736302856
=42714317
Host ome. yahoo com
Referer http://www. yahoo. com/7s=https
User-Agent Mozilla/5.0 (Windows NT 6. 1. WOWe4. rv:22.0) Gecko/20100101 Firefox/22 0

ST tain

| 3-28 1% JA Firefox *} Yahoo! #5i59]

SR, TN B) HTTP 3R T SO (T S5 RAY body {56, XA
RAETRALE, ARAREMBINIC, WA A4 550, S8, W R A £ 5
BT R BIALI R .

5k SR 2 B T IR SO O, PN ek TR
QO IS . ARERBATSE, B REOS IV AR B RO 30 £ R 6, e X M i
SRR AT, AT LLAEI £ TR A 1 PR BT AT B, s PP . I A st L3S A v
H F P 4 RS,

QP 3-20 Fr, BRI A SRS I AR T R BRI A S 0 Y 44
S 1 — P U TR, BRI A, P b TTMOR RO B BT R B A X, i
RO BB 01 0 B i1/ 44 R
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Filter: .01 and http contains .and http.request method=="POST" m Expression.. Clear Apply Save

Destination | nfe

/ X-www-form-ur 1)

. Frame 38083: 1061 bytes on wire (8488 bits), 1061 bytes captured (R488 hisc) B2, mterface 0

+ Ethernet II, Src: Cisco_f4:10:3e (00:e0:b0:f4:10:3e) DR Rt s b - 24)

« Internet Protocol version 4, src: 192.168.2.101 (° "3)

< Transmission Control Protoco1 src Port: 55997 06, Len: 1007

© HyPErText Transfer Protocal @f afaf&password=1234 SG&bugmﬂ%g
Line-based text data: apphcanon/x vivevi= form

authenticity_token=eQuUwtXoNxXMSAxqd31igiNm /om%ENQQXBB%ES%sO%sC%ES%BD%QS

A 3-29 if it wireshark® #f &4 By 3% M) A il 135 #EAT AR,

HIE AT I, SRR 25 eh HTTP PhisGE A 4 15 0F 0 WXER St . O T B bRl = f0id
e, gk ERE O B R R i B A R IR P AR K, ARk S RS
ATIEAS, SR, el 2 % B R R S5 s AT AR, A AR Rtk 45 B R K
T BT SRR . 1 2 RO ) i 1 45 I 55 S 4 B4 AR BEATOAIE, AGRAIE IE RS B
ES SN pP RN e

3.3.2 WENEHEIE

Xof T AR, FRATE 2 i S EC S YERIUERA T, DR, el /RS £ I R v R
B AL, B S L A 5 B LRI )

Y F-{d ] HTTPS? kit b AR LK 5 B4 Y CA E, fEIXRMBEL T, — CRHADA
ZHOR e S AT R R IR ik, B RE A L oK .

EF AT DTSRRI R, 44— 5 (TN A BB M B, 04 B S i 7 i 9 I 5 i
S 2R, VUSR5 p i “4h 7 2, LA SR AR Bt ok L5 B AN 8 = BL e LA
%W&@mMm\$m%,%FﬁEﬁwmﬁ%,mm%%aﬁﬁmﬁ%,%ﬂﬁ$ﬁ%ﬁo

A s RO A HTTP S R BSOS TEIT 00, DRI i 15 55 5 X3 ki
%%mﬂﬂﬂmmuhiom*mﬂﬂfuMHﬂ,ﬂ%ﬁwgﬂmm%u — S IR M A 2k
Ko I b AN secret, ULREALITIIG “ &k, SR 2058 (K40 B ATV OB AN B A
7 M 55 i o

27 wireshark Ji& S IUAERE M 7 A (G 2% 7 M 45 4F http://www.wireshark.org.
28 < HTTPS Whst (AL, Ja ks 47 vEAn 4 .
29 WL SCHTHA Y Hash gkl
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70 IR 4% s B 2 P iR I S 3UE » ARG im 2 KA 5 28 P i AH [R] ) SR & o 2 B0 AT HE 7
B n EAEH secret, KAMRAMWHESRERBES . A THRAZLTHREKHES,
HERHEEARLERMEIN . KR ES w4 R B 5K i s B AT R, X AEn]
DBMSHANEREHEN.

EIRER, ARSS S [B] i it 75 Zhn b secret, KA EIFHIMESEABAANIHE, If
BRI EE AN —5 2, REIAE i, LUEIIEAR S5 bR B 1 At .

LR P iR R RS RN S, N AR secret #EATHIEE, R 5 MRS ww A R Ao 48
BERVETHE, AR ES SREmA IR R E R HITHE, XFEE 1850 AR % i T
Wi N A2 BB .

HTHESEERIATEY, FERKEMER FARMIERSHSE R FE RS mu L, %
FTSHEMmN 22, HENEXM TGS E— ERE LR IEE B E N, REBEGER <
282, HENER Z MR T secret (12 2M, BT ARS i 5 & 7 i K 192 41 [7] 1 secret.,
— H secret itt#x, {5 AT N TEERRE.

3.3.3 FHEINIERISI

T FLNEIX AR 7 AT DAFE — e RE A ORI A5 10 22 4, B LE3l £ I A b B 38 = 5 Bk
SRR EZCEM FUANTE: FFimSEOREAR. RS mSEOHERR . IR 55 i
AR RN i T 1 47 B o

1. BPIRSHBEEN

i 3-30 Fros, ERKSEFHELRHTF,
R %5 i 5 2% P i e F AR TR, B
AR ETRRMAHZET T NTET . #5557
JG, BESHLHRESHMEBRLERK, L%
secret, EMFFHEMFEHS, REMEHW MDs
R EEFRA M ESR. U8, WERED
T EFEAEL.

nes
B 3-30 R AR Y & Rt
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HLF Java B i S RO B SO B2 R ARG -

private String getDigest (Map<String, String> params) throws Exception({

}

params A il A% i 1) ik 55 Ui 1) i K 2
e, Ol TR RBA SO, A GTETE
SR E AR B, X BN SR S A4 TR
BEAT TreeSet £, HF 527 5 ¥4 2 8044 FRAMA
Pk, JEEH MDS &9k, AERCE

2.

2. BBSIHE BB

W 331 5, Mg SR B K 2
H035 5 S D A SR
WIS B AR B HOR R, A
¢m%4w+,naﬁm%gwmmwmw
L AR, LR TR S5 S
3% P header s ¢ YU R4k

I}TT 't

String secret = "abcdefjhijklmn";

Set<String> keySet = params.keySet();
//1£ 8 treeset #HF
TreeSet<String> sortSet = new TreeSet<String>();
sortSet.addAll (keySet) ;
String keyvalueStr = "";
Iterator<String> it = sortSet.iterator();
while (it.hasNext ()) {
String key = it.next();

String value = params.get (key);

keyvalueStr += key + value;

}

keyvalueStr += secret;
String base64Str = bytelbase64 (getMD5(keyvalueStr));

return base64Str;

BRSH

SR AT LR, R, %R BHRBHEN
WAT IR B, B2 W O B R B33l M AKIERE
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BT Java fik 55 i 2 KU E A5 1 8 4 R BEACHY -

private boolean validate (Map params, String digest) throws Exception{
String secret = "abcdefjhijklmn";
Set<String> keySet = params.keySet();
/ /&R treeset #H A
TreeSet<String> sortSet = new TreeSet<String>();
sortSet.addAll (keySet) ;
String keyvalueStr = "";
Iterator<String> it = sortSet.iterator();
while (it.hasNext () ) {
String key = it.next();
String[] values = (String[])params.get (key);
keyvalueStr += key + values([0];
}
keyvalueStr += secret;
String base64Str = byteZbase64(getMD5(keyvalueStr));
if (base64Str.equals (digest)) {
return true;
}else(

return false;

}

params A filt 55 i BB ) 35 ) i A 3 1 R O 240 Map,  digest A% M im S HINE L, k%S
i LR S EAA PRI TreeSet HEJ77, W RGN /i —RERI S EONUT, H5HFLF 7 28 &
R, AN, 5% mfd MR, AT £ R 1 R

3. R 55 i e L F A A

W 3-32 s, RS i A R 1 Y
HUAE, MR N2 S TN L secret,
ERAFE S, REMH MDS 4%
SR i Y P A B

[ 3-32 o o488 A K it A
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BT Java iz 55 i Wi W48 B2 74 B D 8 43 SK BEA RS «

private String getDigest (String content) throws Exception{
String secret = "abcdefjhijklmn";
content += secret;
String base64Str = bytelbaset6t4(getMD5(content)) ;
return base64Str;

}

content A JIi 55 % Ml W ) JSON 4idii 8% HTML SCAEE, Ad )5, R T @ M 4L
i, fIH] Base64 X i SR T S5 -

4. B P imie R R
el 3-33 o, B S ORI IR A5 i (RO P A S CE RS A RS THTON L secret, AR
Fefi e, ARJGIERE MDS S5 S50 v RO AR Ont R M AR 2, 5 IS5t header 5507
AL IR SR T LR, R 8 RN B AL e WIS Bl R B
FRBIRIBR NS

!

1. B Pl KR

NABE, el

N0 Esecret, 4AY
HRRFS

|

2. [EFAMDS
BEEMEES

|

3. BPImEBIEE
BSRFImEY
header{& BT REVE
BRHTR

QR BB HEN
P 3-33 % P dnoe pL AR 0 R it A2
ST Java % ) ity Wi I 41k BEAS 06 ( 6 7 R BEA At

private boolean validate (String responseContent, String digest) throws

Exception|{

String secret = "abcdefjhijklmn";
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byte[] bytes = getMD5(responseContent + secret);
String responseDigest = byteZbase64 (bytes);
if (responseDigest.equals (digest)) {
return true;
}else(
return false;

}
}

responseContent > 2 7 S U EI i) AR 45 i Wi 2, digest o IR &% i A% i i SR O B B, il &
P AT v, (AT 75 %0 R 25 v el OV 2 A A B KL

3.4 FTRINLE

3.41 ZFZINERFIE

BENER T AEW —E R LR IEBER AR, B, FEM 2 et iR T secret
Mrzett, BTERERE iSRS iR EAH R R secret, —H secret itt#s, H G (T
A LURYEAR N AR L, Dhil AR SR N I 22, Ik plieedi H 9

SRMENEM TRt &8 sm A UUm# A8 HTTP X AERSEGR LM, [
WX FREZNERB, 2 i iRk 5500 7 B R S HHT 7. RIS Hiy
G, BlRSHEAHAELY €N RRAZHER, KNAFRMNL secret, 2 HEMELLE M
BERERERBTFRE, I HERE P A AR BT RTINSk ik
591 o

2 MR 55 v B B 2% 1 A% 1 O 2 80U IR S5 S R -5 725 1 i A 17D FR) SR 0 2 JGdE AT 1)
FAE AR R AR 27 SR AR &, AR5 AR 55 i 5 R 25 1 s ) 2 DR B 380 1 3 S AT R %
RENE oA A B R, R IR S5 i AR B B 5 5 % ) i A R B R AT AR . X T 1L
B, SHEREHE AR, HFHSEA R TR,

FIRER, AR 95 Sk (B A m N, o 75 SR A 24 5 4 AR B SR A AR N (R 22, O HLAE AR
% U MO RDHBEAT I, R A FS ) 8 ST A R SRR — 8 43, AR IR 2 7 g, AR BAIE AR 55 0
B4 B 3% [E] B P i

=4 i RSB R 55 S AW LS, SR 5 IR 55 S AR IR AR S VR AT I, A R s
PRSP il 95 i 4 2 S A0 S PR SO 1R 880 40 WS, A IR A5 o A P B G 50 i A
(A 3B E AT AR, G T o I8 87 P R 45 9 5t LR i P 2 A 745 3 B
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MR T EINE, B4 NEREAETINE R E AR FATT, T AR 8 =20 4 A FF
HaH, RHBAHFEERE, AGEMENERSE =T, e XKRE. EMHETH
EONUE, 2 A4 AUE T8 A A9 AR X RRoIN 8 S50 T FE 52 2 O B () AN BE 1 DR U

3.4.2 ZZINERISEIR

BT EMET R, B4 NIER 7 NRENS A b RFE (S ) %%, B IEE SRR P A
#E = B SER R FEA T WM NG . % m S N IREmSHELRR
P 55 i Wl 57 25 44 A R AN 2% 1 i Pl 7 265 44 R K«

1. BERnSHERZEN

WRSHHF LR, BB GHRMES R, BRAHEENR, REHH5 RS
YUEM R E SR R E S, AR E R AR S AT NG, TR T A,
i 3-34 fiis.

BRSHE

HFHES
B 3-34  F P anik KT 5B A
% T S s SR BT 4 T R S ) K AR -
private String getSign (Map<String, String> params) throws Exception({

Set<String> keySet = params.keySet();

/ /1M treeset HEA
TreeSet<String> sortSet = new TreeSet<String>();
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REHHAMISZAAIT 55Tk

}

sortSet.addAll (keySet) ;

String keyvalueStr = "";

Iterator<String> it = sortSet.iterator();

while (it.hasNext ()) { '
String key = it.next();
String value = params.get (key);
keyvalueStr += key + value;

}

byte[] mdSBytes = getMD5(keyvalueStr) ;

PrivateKey privateKey = AsymmetricalUtil.stringZPrivateKey (consumerPrivateKey) ;
byte[] encryptBytes = AsymmetricalUtil.privateEncrypt (md5Bytes, privateKey) ;
String hexStr = bytesZhex(encryptBytes);

return hexStr;

S5 K25 params JUAE Treeset "HHET, F&MUFHUH TN F) 4 X PR K, A pkhy

WES, 4 MDS HPERNE SR, % mf R PR ImE, JF HR e & S
NHEGIREAT 9B, 8T L% 15 .

1 Java Br7 2544 APL X %5 )™ i i SK 34T 80726 44

private String getSign(Map<String,String> params) throws Exception{

Set<String> keySet = params.keySet();
/ /1R treeset HEA
TreeSet<String> sortSet = new TreeSet<String>();
sortSet.addAll (keySet) ;
String keyvalueStr = "";
Iterator<String> it = sortSet.iterator();
while (it .hasNext ()) {
String key = it.next();
String value = params.get (key);

keyvalueStr += key + value;

PrivateKey privateKey = AsymmetricalUtil.string2PrivateKey (consumerPrivateKey) ;
Signature signature = Signature.getInstance ("MD5withRSA") ;
signature.initSign (privateKey) ;

signature.update (keyvalueStr.getBytes());
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return bytesZhex(signature.sign());

}

Java [¥) java.security.Signature XJ 73 4 M S FF AR A, Hid getInstance J7VkHUAF
MD5withRSA 546, Blidid MDS #7807 % 2, JF HATH] RSA Sk EATIER PR, M
P ALV signature BEATWIUAAK, update JiiEAE AT E &, JEId sign J7vARD AT DAHCES X R
WA T% 4.

2. RFHSHEZEARKE
W%l B0 sk 505, KM S % A FE 5 20 S8, RGBS S EPHE LT
MBI, AFH] MDS 5 SO PR A A R, SRS R R s ) A SRR
S5 A AT AR5, NGRS st A= BSE R4 B e 15 A 8 I O 3 2 - PR HR AT LR, IR —3, FRor
ko Pk, HNABEHES, RZMEERA A% P ki, HAARES,
4 3-35 filf 78,
BERBH
|
L%&ﬁ%

|
2 RBBERE
%, ERREET

=

|

3 ERMSEHE
ﬁﬁﬁﬂfﬁgﬂi
. EREPU
s

BPIRS I RA
EREWEN

B 3-35 MR % okt P oon AT A KU
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IR 25 i Xof 2 2 i 50 25 44 A6 PO #8 93 SR BRACRS

private boolean validate (Map params, String digest) throws Exception{

Set<String> keySet = params.keySet();
/ /18 treeset #HEA
TreeSet<String> sortSet = new TreeSet<String>();
sortSet.addAll (keySet) ;
String keyvalueStr = "'";
Iterator<String> it = sortSet.iterator();
while (it.hasNext ()) {
String key = it.next();
String[] values = (String[])params.get (key);
keyvalueStr += key + values([0];
}
String hexStr = bytesZhex(getMD5 (keyvalueStr));

PublicKey publicKey = AsymmetricalUtil.string2PublicKey (consumerPublicKey) ;
byte[] decryptBytes = AsymmetricalUtil.publicDecrypt (hex2bytes (digest),
publicKey) ;
String decryptDigest = bytesZhex(decryptBytes);

if (hexStr.equals (decryptDigest)) {
return true;
}else(

return false;

}

i 55 i 4 F 2 P AR IR 77 3, R RRCR O 2 H03% B TreeSet SEATHER, BRSNS, R
JEAE MDS B AT IR, R 55 v A 25 7 i 0 2 BAG BR O R OB T A R TRR K
AR 15 B 0 40 22 5 5 IR 55 i (A S e AT X B, (AT B B, AR SR 77 L4 bt
g,

A Java B84 APL X% ) Im b AT R0 ALK -

private boolean validate (Map params, String sign) throws Exception{

Set<String> keySet = params.keySet ()
/ /1R treeset HEA
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TreeSet<String> sortSet = new TreeSet<String>();
sortSet.addAll (keySet) ;
String keyvalueStr = "";
Iterator<String> it = sortSet.iterator():;
while (it.hasNext ()) {
String key = it.next();
String[] values = (String[])params.get (key) ;
keyvalueStr += key + values([0];

PublicKey publicKey = AsymmetricalUtil.string2PublicKey (consumerPublicKey) ;
Signature signature = Signature.getInstance("MD5withRSA") ;
signature.initVerify(publicKey)

signature.update (keyvalueStr.getBytes());

return signature.verify(hexZbytes(sign));

}

{811} Signature [F]Ff A LAXHEC 724 23 TICKE, @i MDSwithRSA 3KHY Signature 5L 41,
SR S A8 % P A AT signature SEATRIEEAL, R R EE 775 846 N\ update 572, SRJGAEH] verify
J5 AT AT UG U4 2 AT

3. BB 55w R % 2 A A

Eor Fuam, RS R I E A R E A R, AR MDS SRR SAAE R E A S
A4 FH R 25 St () FA B A B2 e EAT N3, AR s 28 44, Wl 3-36 P

IARAS

|
HEED

B 3-36 R %k of L AT 5 B R R
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IR 55 i M 57 0 - 255 44 A2 RS PR 3 93 R BREA KR -
private String getSign(String content) throws Exception({
byte[] md5Bytes = getMD5(content) ;
PrivateKey privateKey = AsymmetricalUtil. string2PrivateKey (providePrivateKey) ;
byte[] encryptBytes = AsymmetricalUtil.privateEncrypt (md5Bytes,
privateKey) ;
String hexStr = bytesZhex(encryptBytes);
return hexStr;

}

AR %5 b4 75 M N B N BAE AR E S, (T MDS SRS TR E, AR5 1A IR 55 i i) AL
PR R EAT NG, FF BN oY% SCHEAT 7N 2E i S i

18 Java $U725 44 APL A IR 95 S W 2 ) 807 %5 44 -

private String getSign (String content) throws Exception({
PrivateKey privateKey = AsymmetricalUtil.string2PrivateKey (providePrivateKey) ;
Signature signature = Signature.getInstance ("MD5withRSA") ;
signature.initSign(privateKey) ;
signature.update (content.getBytes());
String hexStr = bytesZhex(signature.sign());
return hexStr;

}

[FIFER, {E£R] Signature t FE 56 77 5 b3t i 5 S i S AT 26 44

4. % P i el R % B A

P iR R IR S5 im i N A A fS, A MDS SR BRI ABGME,  SR 5 1A IR 45 v i
PIR T R 55 im IR Bl 7 26 4, HUBR S R MR B e B 5% 5 I A R 2 3, i
B, Romapy gk AR RS, WE 3-37 s,

2 i X I 55 i ) S 8 26 44 A ) 0 SR SRR A

private boolean validate (String responseContent, String digest) throws Exception|

byte([] bytes = getMD5(responseContent );
String responseDigest = bytesZhex(bytes);

PublicKey publicKey = AsymmetricalUtil.string2PublicKey (providePublicKey) ;
byte[] decryptBytes = AsymmetricalUtil.publicDecrypt (hex2bytes (digest),
publicKey) ;
String decryptDigest = bytesZhex(decryptBytes);
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if (responseDigest.equals (decryptDigest)) {
return true;
telse(

return false;

M) J37 PN %5

L. IRZABSHE RS
BRIFE

)
2. MDA EEE
| gﬁ@fﬁ%% '

3. Eﬁiﬂﬁ%ﬂﬁaﬂ
APNETES
2

|

4. URRERE0Y
#ﬁ%% ’?@F’I‘ﬁ
ERNRERR

&—H;

Hi 55 5 54 43 S
WA B

P 3-37 B P n e LA S 0 R S i A2

% T S R B IR 45 B W Y. responseContent Ji7, it MDS $EikA4E BUmEE, SRS A8 IR 95
A8, AHEW S B 72 2T IR, B B 2L 8 H3fd MDS A= s 2 8 AT
AFEE, o 45 0 S S 5 e 55 i A%, A B ) I ) A 2 A A B

1] Java £ 7% % APT A I 55 diin i [ 40725 44 TRIRE 56 -

private boolean validate (String responseContent, String sign) throws Exception {
PublicKey publicKey = AsymmetricalUtil.string2PublicKey (providePublicKey)
Signature signature = Signature.getInstance ("MD5withRSA");
signature.initVerify (publicKey);
signature.update (responseContent.getBytes());

return signature.verify(hexZbytes(sign)):
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FIRTE—#F, AT LMER] Signature fexf 4 44 TR -

26 NUE REAR L M 2 o 25 7 i 55 R 55 Y B3 O RS 1) /L, DA RGE A N AR B BL e ) i, {H HTTP
BMSUASE P PO B S AR, X T AR rhad e A 1 i g IR 95 i LA 1 5 = SR, S AE AR Y
BRI . B X AR, AENE MU AL SR P I 5 R 55 KB AR A X TR O
Hr LM T ELRANNT .

3.5 HTTPS tim¥

3.5.1 HTTPS 1y /EIE

TR BN UEANAE 42 WIE BN R 06 i R HHiE S B NI A5 PR i S VA TR AR, RN T L8500
BURRER, WA ARARAEIE. Hra%ERE, XUGERMUMHXmEfteds, —BERAME
EEEE, MHXEESABRRM R R, FEitk, 50 2R 5™ % M FBORIRER B«
&,

HTTPS 14 #5 /& Hypertext Transfer Protocol over Secure Socket Layer, B3 SSL ) HTTP
L, R AR & HTTP %2R, HTTPS W i 242 A %) Bk 5 (Netscape)
AFEE, BARMFIESHIK (Microsoft) MR G+, (B2 HTTPS X — It A 15 3
T AR, ET LT ETR B YA A Ik 55 25 AR BE 88 1R 4 Hh S FF HTTPS Whil.

#FE SSL ¥, HTTPS Wil RERSH (RN E(F I FE AR R L &/, BN~ 4, JEH
RERS L A E B RAEEE X7 53, PAHSRIRREE 4. HPiEPhad TIEBARE
—IRHAH, DUR—EHAEAEERER, WM. IEPFEREA . iIE BRI TEELSE,
W HF A B RAE B SEE . S8R B A A X RN 77 AT I, 845 P s 4F
BEENE, @l AENFEEFEATINEER, REZAHNMAHE, haRERERS mht
SRR IR R RS, XAERERIE THER <4, i
s M e AN 8] AR T 4%

. HTIP (omm) |

i 3-38 frzs, HTTPS PpYAE HTTP Bl 5 TCP | SSLorTLS (wem) |
BN T — R RRE, B SR 5 8 2R i E " Tep (ewm) E
LA, BTG, WG FAT . SSL 5 SieET T
BT E TLS 20 40 fir Bk 5 4 5 MOd s e J——

(M —Fh 2 A UL, R IR, LA H IR 4 o e
YA 4, WAEEAE XTI 50y, Bl 1 O 8 w0 4% B 3-38 HTTPS itk
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{5 AL A% Hh L2 BN B T

HTTPS BESCHF [ AGE, th SR PAAE, BT iR ) 80 [a) DA UE B SR IR 45 sl 15 1 45 2k
i1 A1) AR I 2 7 BEA 6 A 55 Sl 5 A R0, I 5 AR B & P s B A etk Koy
GO FBEADFATEMRIE P umiE S, RERAPERREE Wi, (HR 7R 2 58
o ik SRR R KB 5 S I T, il B B P & P il B AT i e, A
(RIEBERZ 2.

3.5.2 SSL/TLS

SSL ff14#% 4 Secure Sockets Layer, Bl %&£ #Z". R FMKLEMIL, &M ST
AEH ) Web % 8% ISR 1), H 200 TR M EE (S 24, RRHREXT S0, N
EAEEIRAE . P 3-38 FTan, SSL fEARE)ZE 5 N H 2 2 [ 34T B A i

SSL il L AAE T e 5 N Ehir ek, @ZRNHZEMan HTTP. SSH, FTP
S, BeEMIRE LT SSL iz b, RN HEAR 2 AT C 4 e O A S B AR PRI P
i LA B IR %5 i S 2% 1 S (P UGIE A, FEb 2 5 B N 2 iSO AR S i B # s e hn &%, AT
(RUER TS M FAEEPE

SSL [F4kAT# &2 TLS Whil®!, 42¥5A Transport Layer Security, B{&4Z2 %4, &IETF
SSL B i (3B FAL s, [RIRERE N 2 Sk 2 2 ), IEZ 8 SSL ik N — XM e 24
e

SSL/TLS Whil3al LLoy J#§)Z: — )24 Record Protocol, Rlic&Whisl; % —)z ) Handshake
Protocol, B4R FHML. ik s S AE al st Cn TCP) 2 b, HEAtEn B3, s
s . BRI BRI SR A e . R T BRI ISR P b, 1R SR i R AR T
BT, BEAT NS Y, RS E A, S AU S A UESE AR

SSL #2 Fihi Lb 53 2%, & KRB LAERFE & 3-39 fror.

30 SSL ff1/r 44 . http://zh.wikipedia.org/zh-cn/SSL.
31 TLS [f14r 44 W, http://baike.baidu.com/link?url=IVby7LSNmSKy8FjGKosRMWzM-ZW4n9PXhf3o-

iGmtpwGWAgld7WC7-A7fyINbpY1.
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% J 3 i 5 %

1. K% SSUTLSTE B, SCH5 I s STk fp 2, & sbi L%

| S
~

<

2. R 55 din 1] &2 288 AR A5 L, 90 1] IR 55 i 807 R Y SRR LT A, WY R % P 3 E ()

3. W AiE IR 45 St 15()

1

5. WUFIE, FAGAMEEPMS, i % 7 s Bl HLA . R 55 i B L SR PMS H REMS |, i i MS 2 B il 8 # 1)

4. K& F PUSE -, 6T IR %5 0 A F1 0 HPMS, 1% i 28 IR 5% ()

. 1 171 7% 7 B BL S T 5 546 L 50R0 PMIS K EEMS S 4 MS & Bl A1 % 1)

7. 08 0 R 55 3 A K {5 B 68 A 3 2 910 % ()

8. KX mEE Y R EE L, XILERF(Q

|

I_I‘ 9. 1% 1 i s H A N ()
U‘ 10, &3 hNw WSS 8 &R F ()

B 3-39 SSL #hisdaF it 4™

(1) &P RKi%&— client hello &, 7B & MU ASE B sessionid. & J7 i ¥
P E BEEEEER, R0 &R e AL

(2) N5 %mmi . —4> server hello V8, BB &R AR NLE. PHURASS Q.
sessionid\ JEAAHIEAG R, AE A MRS B FUE 1. SR 45 v e B & XU AGIE, AR
55 i b 1 SK & e 1

(3) B g 200 e 0F 5 B 50 0T e 45 i 1 15 10 A3 R

(4) W BRAE I AE T, & I 1) AR 45 i A2 326 20 ol MR 45 i 28 1 00 s 1) s 9, )
PreMaster Secret (PMS). @ ik45dmfE b — NP K T & M umiE 4, &/ SR & 0 Wi

32 R T —284n s, Wl LAZ % TLS WY 1.0 AR F 7 SCRY, http:/www.ietf.org/rfe/rfc2246.txt
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RIS ARG i AT AL 56

(5) MR55imae il 2 F ol A 2, FH B SR PMS #E4TH##2%, 18 client hello
L server hello P50 BB BT AE R AT BEATL AL, I _E g 25 1) PMS kA ik =% 4H, Bl Master Secret(MS),
SR G MS ARl in s 251 .

(6) % it {# F client hello 55 server hello i/ BT A KIBENLE, Hn_L PMS k4
W MS, SRJGIEE MS A RN %4 .

(7) IBEIAR 55 im A K5 BAEH Inss &5 .

(8) #hRSSmn KL NEZHRMESR, KIEET.

(9) JEHNE P i {8 FH & 5 n % .

(10) AE P mRILEMEFEHARNEER, XIEETF.

SERAR T o, & i AR 4% b A A LUF UG s #8457, o2 3-40 Frs.

%P Mt 5 3

I: L. A1 o 2 991 R 38 SRR AT N # ()

2. (i) IR 55 i A 3% In 253 2R ()

3. {6 11 A% 5 0 A R )

4, 4k U P S R ()

5. A FH B s s 90 s I 55 iz ()

—° e
I R S

-

J‘ 6. 1] % 171 Gty e 3 I W ()

70U s L el 2 ()

J

B 3-40 vl fE it Ae
(25 0 5% 9 R A SO S B, 2 b B ol e i e R S I
SR AT 20 U T I 3 0 . 0 B S R R s SO ER NS i I
6 St 0 L0136 A SR A S A PR R R AR O ISE A 6 W72 1L )
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NG, RIELF o, 25 il i s % g0 me B 9 A EAT AR A5, DASRAG i .

SSL BFHN+58EH, WFHIEFLEL RSB RA K, HE LR H IR
SEARI ARG, BRI SSL/TLS s T SEM . W TR AN GRS, A0 R E
Y{AT SR SSL/TLS MM, i A2 4o 74 e Lk At 7] (A2 3 LA B 7 it (4 77 S0 N SSL/TLS 38 KR % 4
fR¥PThE, JSSE IERXFFH—TH.

JSSE (Java Security Socket Extension) #& Sun A &4 T ik B ELM(E B2 fEmfe Hr)—
MERFTE, BEILT SSL A TSL thill, & T EHIEME . MRSEH[EIUE. T @n%lﬁugwm
RAFFH A . WL ISSE & API, W] LIFEZ ™ S A AR 55 9 2 8] 38 L. SSL/TSL #pi %
A% S B3

HoE, WEWAIE 3.2.5 WHTERME i RS A A AECAIE BRHT R H, K Java
HIE A K keystore X, A TFRHASEAERR 4, AIHETCEEANAL, HAE A
R .

B PR SIS

openssl pkcsl2 -export -clcerts -name chenkangxian -inkey private/client-

key.pem -in certs/client.cer -out/home/longlong/temp/testssl/client.keystore

:~/ca dirs openssl pkcsl2 -export -clcerts -name chenkangxian -in
nt-key.pem -in certs/client.cer -out /home/longlong/temp/testssl

for private/client-key.pem:

Tuhﬂonr} ubuntu:~/ca dl"S l

A 55 S iE 5 /) 3 H «

openssl pkcsl2 —export —clcerts —name www.codeaholic.net —inkey private/server-

key.pem -in certs/server.cer -out/home/longlong/temp/testssl/server.keystore

dirs openssl pkcsl2 -export -clcerts -name www.codeaholic.n
rer-key.pem -1in certs/server.cer -out /home/longlong/temp/t

private/server-Kkey.pem:

assword:

fRAEEP A2
T2 7 i 5 R 55 S e A0 B R T CA Bl AGAE R, R U7 20KF I CA AR
FAERAEAERE, BT LA BAE %8 7 3 5 IR 2% S e P e AT 10

keytool -importcert -trustcacerts -alias *.codeaholic.net -file /home/longlong

ca_dir/certs/ca.cer -keystore/home/longlong/temp/testssl/ca-trust.keystore
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longlong@ubuntu:~/ca dirs keytool -importcert -trustcacerts -alias -.codeaholic.
net -file /home/longlong/ca-dir/certs/ca.cer -keystore /home/longlong/temp/tests
sl/ca-trust.keystore
Enter keystore password:
Re-enter new password:
Owner: EMAILADDRESS=chenkangxian@sina.com, CN=-.codeaholic.net, OU=codeaholic, O
=codeaholic, L=hangzhou, ST=zhejiang, C=CN
Issuer: EMAILADDRESS=chenkangxian@sina.com, CN=".codeaholic.net, OU=codeaholic,
0=codeaholic, L=hangzhou, ST=zhejiang, C=CN
Serial number: 9be342556d273405
Valid from: Tue Oct 01 11:47:10 CST 2013 until: Wed Oct 01 11:47:10 CST 2014
Certificate fingerprints:
MD5: 0B:AC:4A:76:54:B9:AA:(C8:B2:B4:45:F9:CA:73:62:47
SHAl: 82:72:5E:C6:75:59:6F:5A:37:F5:02:1E:0A:97:26:19:F6:9D:F4:0C
Signature algorithm name: SHAlwithRSA
Version: 1 .
Trust this certificate? [no]: yes
Certificate was added to keystore
longlong@ubuntu:~/ca dirs

1§ F JSSE i#4T SSL/TSL WSl &% .
Java SCHLRIEAS &P i o
SSLSocket #JaG1k.:

public static void init () throws Exception({

String host = "127.0.0.1";
int port = 1234;

/] LB P ke A5 IR S35 69 IE

String keystorePath = "/home/longlong/temp/testssl/client.keystore";
String trustKeystorePath = "/home/longlong/temp/testssl/ca-trust.keystore";
String keystorePassword = "123456";

Il

SSLContext sslCentext SSLContext.getInstance ("SSL");

/| B
KeyManagerFactory kmf = KeyManagerFactory.getInstance ("sunx509");

/ /| 1EAE

TrustManagerFactory tmf = TrustManagerFactory.getInstance("sunx509");

KeyStore keystore = KeyStore.getInstance ("pkcsl2");

KeyStore trustKeystore = KeyStore.getInstance("jks");

* FileInputStream keystoreFis = new FileInputStream(keystorePath):
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keystore.load (keystoreFis, keystorePassword.toCharArray()):

FileInputStream trustKeystoreFis = new FileInputStream(trustKeystorePath) ;

trustKeystore.load (trustKeystoreFis, keystorePassword.toCharArray()):

kmf.init (keystore, keystorePassword.toCharArray()):

tmf.init (trustKeystore);

// LT ks
sslCentext.init (kmf.getKeyManagers (), tmf.getTrustManagers(), null) ;

//SSLSocket #1454L
sslSocket = (SSLSocket) sslCentext.getSocketFactory () .createSocket (host, port);

WA B S5 XS SSLContext. KeyManagerFactory. TrustManagerFactory [FSE61, 4K )5 il

& P o % FHEEFE AR PE 2 AH Y. /) KeyStore, X KeyManagerFactory fl TrustManagerFactory
HEATHIEEM, %5 H KeyManagerFactory Al TrustManagerFactory %} SSLContext #f 1T #1481k, Jf
i) SSLSocket.

#4T SSL {5

public static void process() throws Exception{

String hello = "hello chenkangxian!";

OutputStream output = sslSocket.getOutputStream() ;
output.write (hello.getBytes(), 0, hello.getBytes().length);
output.flush();

byte[] inputBytes new byte[20];

InputStream input sslSocket.getInputStream() ;

input.read (inputBytes) ;

System.out.println(new String (inputBytes));

i1l SSLSocket 5 {#i Al Socket 155X Jill A K, process J5 2K 5 IR 55 ¥ R 1% “ hello

chenkangxian!” XANFRFER, HFMRT IR S S AR B, SRSk 74 .

Java SRR IE 15 IR 45 it o
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SSLServerSocket #4514k, :

public static void init () throws Exception{
int port = 1234;

//keystore ¥ eLAIRS 3% 6 F640 5 IR 534 49 iE B

String keystorePath = "/home/longlong/temp/testssl/server.keystore";
String trustKeystorePath = "/home/longlong/temp/testssl/ca-trust.keystore";
String keystorePassword = "123456";

SSLContext sslCentext SSLContext.getInstance("SSL");

/I ERE

KeyManagerFactory kmf = KeyManagerFactory.getInstance("sunx509");

/1512 E
TrustManagerFactory tmf = TrustManagerFactory.getInstance ("sunx509");

KeyStore keystore = KeyStore.getInstance("pkcsl2");

KeyStore trustKeystore = KeyStore.getInstance("jks");

FileInputStream keystoreFis = new FileInputStream(keystorePath);

keystore.load (keystoreFis, keystorePassword.toCharArray());

FileInputStream trustKeystoreFis = new FileInputStream(trustKeystorePath);

trustKeystore.load (trustKeystoreFis, keystorePassword.toCharArray());

kmf.init (keystore, keystorePassword.toCharArray()):;

tmf.init (trustKeystore);

/] LT LAankbAe
sslCentext.init (kmf.getKeyManagers (), tmf.getTrustManagers(), null) ;

serverSocket = (SSLServerSocket)sleentext.getServerSocketFactory()-

createServerSocket (port) ;
serverSocket.setNeedClientAuth (true) ;
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5% FimivIa el RS m a1 2 55U SSLContext. KeyManagerFactory .
TrustManagerFactory FJSE6, 2R 5 M0 Mk 55 im 00 % $A FE AU{E (£ PE BIAH . 1) KeyStore, X
KeyManagerFactory 1 TrustManagerFactory 1T #1454k, % /5 F KeyManagerFactory il
TrustManagerFactory X} SSLContext #F{T#]464t., F % SSLServerSocket.

AbFE SSL iF3K:

public static void process () throws Exception({

String bye = "bye bye!";

while (true) {
Socket socket = serverSocket.accept():;
byte[] inputBytes = new byte[20];
InputStream input = socket.getInputStream();
input.read (inputBytes) ;
System.out.println(new String(inputBytes));
OutputStream output = socket.getOutputStream();

output.write (bye.getBytes (), 0,bye.getBytes () .length);
output.flush();

}

Jik 55 3 ) SSLServerSocket R ZEAEFR o AN Wyt B2l 2 7 v BRI 18 3K, K5 25 I A e SR ) 7 4+ o8
FTER, FFIRMEIZEZ Fim “bye bye!”.

3.5.3 #BE HTTPS Web

HTTPS BESCHF# A AAE, SRR AE, B AIEAY 75 BRSO S e TS R T, ) o
A 1ot e 25 i 5 B0 R 25 3B 473 5 1T X ) DA UE B 5 3 R 55 S AR AL IR 45 0 O IE 4, 4 75 3% g
PR P dwUEAS, T (R A 010 A 55 i A B B U (K By, RS AN
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AN LL Tomeat® i, NEUALE Java BRI T, HEIET Tomeat 5 A DA IE R[] A
i HTTPS Web, BARKEAH 3.2.5 TATAERHI P im . IR miE B CA HiEH, XTiEPH
FROESE 3.2.5 1,

1. Tomcat B [ IAERIBCE
H 4% M4 Tomcat, Tomcat6 /& H A fix s i B i H I RRAS o

wget  http://mirrors.cnnic.cn/apache/tomcat/tomcat-6/v6.0.37/bin/apache-

tomcat-6.0.37.tar.gz

longlong@ubuntu:~$ wget http://mirrors.cnnic.cn/apache/tomcat/tomcat-6/v6.0.37/b
in/apache-tomcat-6.0.37.tar.gz

--2013-10-05 14:19:03-- http://mirrors.cnnic.cn/apache/tomcat/tomcat-6/v6.0.37/
bin/apache-tomcat-6.0.37.tar.gz

Resolving mirrors.cnnic.cn... 123.125.244.87

Connecting to mirrors.cnnic.cn|123.125.244.87|:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.146:80/1Q2W3E4R5T6Y7UBI900P1Z2X3C4V35B/mirrors. cnnic
.cn/apache/tomcat/tomcat-6/v6.0.37/bin/apache-tomcat-6.0.37.tar.gz [following]
--2013-10-05 14:19:15-- http://218.108.192.146/1Q2W3E4R5T6Y7UBI900P1Z2X3C4V5B/m
irrors.cnnic.cn/apache/tomcat/tomcat-6/v6.0.37/bin/apache-tomcat-6.0.37.tar.gz
Connecting to 218.108.192.146:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 6885442 (6.6M) [application/x-gzip]

Saving to: "apache-tomcat-6.0.37.tar.gz’

533K/s in 10s

2013-10-05 14:19:29 (655 KB/s) - apache-tomcat-6.0.37.tar.gz' saved [6885442/68
85442]

longlong@ubuntu:~$ 1s

examples.desktop

fiff .«
tar -xf apache-tomcat-6.0.37.tar.gz

mv apache-tomcat-6.0.37 tomcat

Jii ) Tomcat, Wi 3-41 fios,
cd tomcat/bin

./startup.sh

33:

Tomcat, http://tomcat.apache.org/
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[ Apache Tomcat A
L IE http://localhost:8080/

! ' Apache Tomcat

As you may have guessed by now, this is the default Tomcat home page. It

f you're seeing this page via a web browser, it means yo|

$CATALINA_HOME/webapps/RO0T/index.html

where "$CATALINA_HOME" is the root of the Tomcat installation directory.
you're either a user who has arrived at new installation of Tomcat, or you're
the latter is the case, please refer to the Tomcat Documentation for more def
INSTALL file.

NOTE: For security , using the ager webapp is restricted t
defined in $CATALINA_HOME/conf/tomcat-users.xal.

Included with this release are a host of sample Serviets and JSPs (with ass
guide to developing web applications.

Tomcat mailing lists are available at the Tomcat project web site:

B 3-41 Tamcat B#F&
&% Tomcat fL &

cd tomcat/conf

vim server.xml

FHENBOAERER HTTPS B & X —17:
<l--
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

-=>

FTFFER, L keystore HJHhlkY keystore %4 H i, keystoreFile="/home/longlong/
temp/testssl/server.keystore", keystorePass="123456", Jf H ¥ port {54 HTTPS BRIA[T 443 Ui
o BT HAME R keystore 5 PKCS#12 #§3X, PRILTE 200 244 keystoreType="pkes12", i
FHiX BLAC B 2 B 1) AR, T AR R 5 i i A 8, BT LA clientAuth — I & 4 false.

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="/home/longlong/temp/testssl/server.keystore"
keystorePass="123456"

keystoreType="pkcsl2"/>

Ubuntu M 10.04 2, BRIAICH 1024 LA R0 1, 77 5422 authbind A G846 HIAH N (#9355 11 .
authbind J& GNU F#)—AN/NTH, T A R G0 BR 5OR b B34 1 i 11



BIE HBENZ25H4

211

sudo apt-get install authbind

longlong@ubuntu:~$ sudo apt-get install authbind
[sudo] password for longlong:
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
authbind
© upgraded, 1 newly installed, 0 to remove and 174 not upgraded.
Need to get 16.9 kB of archives.
After this operation, 131 kB of additional disk space will be used.
WARNING: The following packages cannot be authenticated!
authbind
Install these packages without verification [y/N]? y
Get:1 http://us.archive.ubuntu.com/ubuntu/ natty/main authbind i386 1.2.0build3
[16.9 kB]
Fetched 16.9 kB in 5s (3,183 B/s)
Selecting previously deselected package authbind.
(Reading database ... 123579 files and directories currently installed.)
Unpacking authbind (from .../authbind 1.2.0build3 i386.deb)
iProcessing triggers for man-db ...
Setting up authbind (1.2.6build3)
longlong@ubuntu:~$

AL 443 G-

sudo touch /etc/authbind/byport/443
81 2)) tomcat:

sudo ./shutdown.sh

sudo authbind --deep ./startup.sh

tHF HTTPS HEK A 14 443, RIEAE U in) I 0] LA 55 15, %48 A https:/localhost

47 vsal, HI Firefox i v 2 & 311l 3-42 Frosir) iU .

ttps://localhostN ] ) ] - T s

= This Connection is Untrusted

A You have asked Firefox to connect securely to localhost, but we can't confirm that your connection s
i secure

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified

What Should | Do?

if you usually connect to this site without problems, this error could mean that someone s trying to
impersonate the site, and you shouldn’t continue
Get.me out of here!

Technical Details

| Understand the Risks

/A 3-42 iz 19 o
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X2 R R IR &5 Stk S H AT 2 AR EAER, 75 Z0R MR 1 Z AR 55 S ik 5 AR IE 15 5 A\ B30 b 25
K 3-43 fios.

W= % K ® 5 Q
General Tabs Content Applications Prlva(y Security  Sync Advanced

General Network Update Encryption

Protocols
®usessL3.0 & UseTLS 1.0

Certificates
when a server requests my personal certificate:
Select one automatically @ Ask me every time
pctionis

\ViewCentificates | |RevocationLists| | Valldation | |SecurityDevices |

hat you

Downloading Certificate

Y i 2 | Authorities |
CoPat ﬂcapes - A“pl{ Samers L otherﬁ < You have been asked to trust a new Certificate Authority (CA).

You have certificates on file that identify these certificate aut
Certificate Name Security Dey| Do youwant to trust "*.codeaholic.net” for the Following purposes?

*(c) 2005 TURKTRUST Bilgi iletisim ve Biligim ... @ Trust this CA to identify web sites.
TURKTRUST Elektronik Sertifika Hizmet ... Builtin Objec| ® Trust this CA to Identify email users.

YAC Camerfirma S.A. & Trust this CA to Identify software developers.
Chambers of Commerce Root - 2008 Builtin Objec!
Global Chambersign Root - 2008 Builtin Object gerqre trusting this CA for any purpose, you should examine its certificate and its policy and
YAC Camerfirma SA CIF AB2743287 procedures (if available).
Chambers of Commerce Root Bulltin Objec
Global Chambersign Root Builtin Objec ————
wAddTrELAB l_YE'._,J Examine CA certificate
AddTrust External CA Root Bulltin Objec =
AddTrust Class 1 CA Root Builtin Objec U c"Eé__ ‘705,._ "
AddTrust Public CA Root Builtin ObjectToweTr I

B 3-43 SFAARIES F) ) 8

RAUE P A B A 3-44 Fios.

General Details
Could not verlfy this certlﬂ:ate be:ause the issuer Is not trusted
lssued To
Common Name (CN) *.codeaholic.net
Organization (O) codeaholic
Organizational Unit (OU) codeaholic
Serial Number 00:9B:£3:42:55:6D:27:34.05
Issued By
Common Name (CN) *.codeaholic.net
Organization (0) codeaholic
| Organizational Unit (OU) codeaholic
validity
Issued On 10/01/2013
Expires On 10/01/2014
Fingerprints
SHA1 Fingerprint 82:72:5E:C6:75:59:6F:5A:37:F5:02:1E:0A:97:26:19:F6:9D:F4:0C
MDS Fingerprint O0B:AC:4A:76:54:B9:AA:C8:B2:B4:45:F9:CA:73:62:47

[ 3-44 ARIEFAZ

TR %5 S iE 15 /2 45 www.codeaholic.net IX ANk 44 A& 1, DRI A5 BEZEAHL R host,
I 4 AT IR -

sudo vim /etc/hosts
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B F4%&H:

127.0.0.1 www.codeaholic.net

A% 4\ https://www.codeaholic.net /8 A k4T U5 0], a0 3-45 Frw.

,_,'??F,PS’,[M:‘,‘Z‘,’SE!‘?E&!?9‘/ S—

% Apache Tomcat

If you're seeing this page via a web brov|

Status As you may have guessed by now, this is the default Tomd

Tomcat Manager

$CATALINA_HOME/webapps/R0O0T/index

B 3-45 &

2. Tomcat W EIAERIECE

XL [] PAAE 5 B 6] A E B X B AE T XUAAGE 75 B 2 P im i P T R0, X AEIE (S X7 #8
] LB L E X3 5 ) S TS, B TEFER T et

TR AERIBCE, XU AE T B AR Et T 8B 0

Tomcat ff] server.xml SCAFBEINSFERC &, truststoreFile i (& 5 (R bk, @5 LT
(IMRE TS, R 5550 A BN A ARIE 19485 & 1% 1 il 54T U, truststorePass $i 12 5 (£ )
w4, truststoreType T8 MR E(EFERIK R, I BB umiAE, # clientAuth IE A true.

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="150" scheme="https" secure="true"
clientAuth="true" sslProtocol="TLS"
keystoreFile="/home/longlong/temp/testssl/server.keystore"
keystorePass="123456"

keystoreType="pkcsl12"
truststoreFile="/home/longlong/temp/testssl/ca-trust.keystore"
truststorePass="123456"

truststoreType="jks"/>

i 2% 5N B % P E A 5 RAEH R keystore SCF, W& 3-46 FTs.
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o= K s QR
General Tabs  Content Applications Privacy Security Sync FEGIELRE

|General Network Update| Encryption

| ©e™) | Your certificates |People Servers Authorities Others

wh | i
~| | Youhave certificates from these organizations that identify you:
Certificate Name . Security Device serial Number Expires On .
‘ ‘Ycodeaholic
i | chenkangxian Software Security De... 00:8B:4E:61:CO:E7:8... 10/01/2014

|

| () (o) (Al (mpone) (oses

0 SuccessFully restored your security certificate(s) and private key(s).

B 3-46 FAK P ik $ 5 F6406) keystore XA
HIYX Vi ] https://www.codeaholic.net, <3 % 7 imiE PIERE O, WK 3-47 B,

User Identification Request

This site has requested that you identify yourselF with a certificate:
www.codeaholic.net:443

Organization: "codeaholic”

Issued Under: "codeaholic”

Choose a certificate to present as identification:

Details of selected certificate:

| Issued to:
| CN=chenkangxian,0U=chenkangxian,0=chenkangxian,L=hangzhou,
=zhejiang,C=CN
Serial Number: 00:8B:4E:61:C0:E7:8E:5E:69
Valid from 10/01/2013 20:11:05 to 10/01/2014 20:11:05
Purposes: Client,Server,Sign,Encrypt {
Issued by: 'L
| E=chenkangxian@sina.com,CN=*.codeaholic.net,OU=codeaholic,0=c|
' odeaholic.L=hanazhou.ST=zheliana.C=CN =

@ Remember this decision

p— -
B 3-47 EpPsmitHgfwo
I FF A 1 25 7 i UE 1 B AT E AT 95 ) .
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bl A ELE M H R AL R SRR R, HTTPS PhilZENk S4B 3 T2 N AT f g
M AR THPRAEREEREZ4L, 4 Google ) Gmail HMFEF 2K AR EIIRSE, OFF
WHAEH] 2048 (L F PN RSA HVERHEATINE, MEM LRIT. B=EF—LERiTY, B
2@ ATF HTTPS Phil, KEHRATR TR E TR Z A A B & imiE 5 # USB key 74 Ref it
TERAE, RS EIXRM S =T Ak, FEBHAT KB S, nZisE T 8% - imiE B4
REWSIETT IR S F . HTTPS MY A 5L LRI & 21 1E R DAL bRk,

3.6 OAuth ¥

AT SCAT3E 3 A ZEATE . 254 A UER HTTPS i, BefSIRIEZ - o 5 iR S5 XU M LR
FE FEFER e, HENT PR mg kiR, U ERIAET TR .

B HIEEM RN R R, —SEH M EEHR R TR PSR, X TP a 8K
fh) EkB, AP HEREZHERE, AT, U—CZATURSHE, ERETHda, FHit,
BEAE DO FTRARSZNE=T7IFRE, BT LRGSR, H=TTREELT KX
TFk, R — NIRRT AR SR, BDARSAE B ORI FIE, AR LEERIEER, &
JoF G RERR A RERAESTSE, REXIHF. FE/E. BT RELR.

HUAEEELFN, BE R B2 mR, WiTREH P BIEr2e, Bk RAtE, 8
BN T EER . TG 2 AR T P AR U, BRSSP R AT,
FLAS 2% 55 =y it s 2R ALLHH P 42 N Bk i RO R o B0

(EIXFEIE 5 F, W4T OAuth .

3.6.1 OAuth HI/T+ 45

OAuth® th il 5 76 4 B P % IR AT S — A e 4. FRUARdE. “F & Rilid OAuth
s, SR PR S A (ISV) BEATHZRL, (1558 = i) R RS A H S B R Y
AN EE, AR RS, P 3-48 FiR. 5 LMEMEEEUT AR, OAuth PhSOF AT Zfid
5 K L, B AR, (AT LA e R = ot L A U ) RS

34 [ETF % T OAuth ¥ iLIf1 4144 W. http://tools.ietf.org/html/rfc5849.
35 OAuth X F7 ¥, http://oauth.net.
36 OAuth P/ 44 W, http://zh.wikipedia.org/wiki/OAuth.
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g=puE

HiEnia

RPER

B 3-48 F4&) Hidid OAuth il % =7 B A4

P & BX R =0 AT, MR = NARRERE, 80T LA — & 1 )
W, B ERRERED, B RNER, A RMERS .

[ER BT OAuth thilCF# 7 ISV, “F&E/™ . AP =FRMiFK, R KRB EBM A,
Google. Yahoo!. Facebook. Microsoft 55, #ifiid OAuth BT AT T HATHA i = 5
BRTEANEBMAESE, SRR, R OAuth BHNIE B A FFBUR R FRAE T .

3.6.2 OAuth IZRULTE

OAuth KJEF|HAT H1E, —3LZL T OAuthl.0. OAuthl.0a. OAuth2.0 % JL/MRA, KE
T8 B AR —WURUIR, R 8 B R LRI, AR R th A AR OAuth &l
FRA . MR A2 OAuthl.0 12 OAuth2.0, FHAZCo AR K P IR R 2 L A FE BS, ISV 515 H]
PIEFE SR, STTHIRMN . REGRAUS ISV v] LAZE— & i 8] BY 9 18] B P 0 A Hdi,
AT e 2ftEX —dfE, BRATEGE. XFESE =5 ISV REEFI R & BTl 60— L ¥ sk
IRFHFP, ARPRIENE, BT —MNMESREN AR

FIRTF OAuth hilIRM, HEAEFEE=FHRKERFERBIFENAH ID, Bl appld, XHC
(1] APP HATVEM « —IX OAuth AU T =AM 10: H#E A (consumer). 5 =N (ISV),
FER (platform). OAuth Xt ISV #ACEHE U7 IR i F2 40 & 3-49 Bk, & T FILAMER.

37 OAuth It 5% H % 4, http://oauth.net/advisories/2009-1
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consumer

Isv platform

LISV, %k W5 R ()

|2. it 2k request token, % B4l 1- /1l 19 app id()

3. i& |1] request token() 7

4. 5] 5 P g platform ) 42 AL VUL, 417 |- request token®I1 ISV (1] i 44 2 A& app id()
5. {1 platformaii fis A FH™ 44 % 4, 2 sk 2 4L()

v

JE [ 3 ISVHE 11, 3R o] acéEss token()

|

];mummsmmmww@MmMﬁm,ummMW(

B 3-49  OAuth PUZ AR 17 19 1L 42

(1) H5EX ISV MM A BETUI R, AOETEK.

(2) ISV #U B H g K5, R F & R iEK request token, Ffar FH i) appld.

(3) “FE¥IRMAIZ S — N H request token.

(4) ISV N5 S8 F& FFAUIH, a7 I H C applds request token A1[RIHBIE

(5) FPHEEGRITUE EREATE SR, JEH 7SR CXFHEA 2K 2 S R R R b 5

PR =)o

(6) “F&EEI ISV 2 m el gERE, R [F1%5 ISV W H access token.
(7) ISV Wit access token HUEH S 42U EHE, #EAT N TJE iR P45 H ), SRR

V7 9] 58 B o

A F, OAuth PHTEAT PMIZ B EARAL N, 05 P10 e fae F8E 48 e 1) 1A ¢
By T WIS 24, MRS A AT SCITR EE RS, WM EAE. %4 AIE. HTTPS 3,
AT & S VEM A B, A HEE,
OAuth $ZBUE —AMHIX B E A R, 06 RGO 7 I, AL Z i Bt KA
WERLRR, TR TT % B ONTE . BUBALEE (4% . token ZERAIEEH . 43U session, AFA

I ER S F AR, (FAE T JLAR AK B, B TR X R

AT OAuth %

W AR FBEITOL, o OAuth BMSUSEBLRME BRI T 1 1M, (64 OAuth PriUE AL TFALEN
CPHETE", D) KBTI, AT TR TR SR OAuth s, ATl

% [# http://oauth.net/2.
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— KR KA W 3b4e B — & B 2] RIFBRAGEP AL, REBECRIELEIAE, BPIER EHRE
EH, LB CHIT AL EEEERT RWE, LCHR P T RIML, — IR EFAMIRT
IARAR BiZ £ F—BE A4k, SFEbATI58E, RAEGE ALK, FEReMEsta K, B
P, BREE ARG REBTHIELT, FAARLEZoRALENAEITHEL, SRA4HK
[FARAARTRE, MAXOFRAARLLZS—0MEFHE, #TEE,

T AELIEATH FGERBL, THARE S EAFGEE, R HMe) LA ZM, 25 bug.
gizagl, LESE, ABRIHFEATR, BFLERERMEGEM. —KkiL, TR
Iff’té{]f"&ﬁkw'], A EIRBLE R AR BEAT debug #21E4S . BEd, HBI| PG, ZRFFTHRS T
EH— R AR R R KIS, KIEMX R50 B ERITHON, AERPAGRE,
mESME LAY | R AT R — I shell 4, R E BTk, UhmkpreigE,
oA B E P iR A A R B

14T R AR A — AT 6 R LR, —2RiEIA LR, AGEAREEG LR, T
Fo— KA, RATREA 200k, —H AR E A 2ok, Fid kB REA R, BRiE—HEKE
# 60 vkt KT E ik, ARRAERLT . WBHFA-LRBGEHML, ATELEHED,
ML T REFTLEMTRENEE, AREFFH LSRRI T RKEFF, SXAGASHLEEE
Rit, M TEABFASNEEFREFERN, FLEAARASGEARAE, FHEALALEMR
R TR BN AR, A RANERE, A A% L2, @il E MK,
T ARG REMA TN, LEZE, ERHCFAETNN, BAER AT, FAAE
0 5 B TRE, itk o R G eI M R IR E AT R,

FEAR S ARLEDE, dofTit A TF LR RAREBERNE V)T RIBRSAFE SR P, SofT
et B Aotk ok B R P AR R, YA PR AT TR 6B R, AR R BT FARAT Y T
64 DI R P I 0 R AL, RSB — e F R 6 MR RAL T ik A SR A R A

JDK 424 T — £ 5| 693 [k S5 fo b & T AL, 4o jstat, jmap. jstack ¥, Xk T LAk H & A
2| JUM AT — k¥, LAEEAAE R AL, GCHATH L, AR, P EF.
it i HAE B AR B A B T MEF) Java 2R 09IEATan Y, Mrik b R I A AL T AR A AR 69 P AL

AT EEN AW RS0 T P
FON S B AW G Attt A e B E SR HE, 4o cat, grep. we, less F@
Aot 48 B, VAR awk . shell B 45
ol AT SR B i s, s AR ISATO AL, Skl . BRI
o TR S A A GMALTIEST, e R AR RE R RESA. TFRFR

%, VAR BAalTikit &R A A%

o defTHRACE R GMAE, GLAERTIAMAL . Java AL RARAL . BB EIRALT
o doATHAT Java BN MM LIRS s — AT HEE TGN, AR T IRED
NB%
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41 HEEBEDH

EPAE TRFEER RIS ENR RS B ,ﬁHmFIPﬂM\%ium[Mﬂ
WEWE‘Wﬁmﬁ@&%, DR RG T KB RGBT P ARFTENRAE 5 B il
ﬁﬁﬁ,ﬂU%ﬁﬂmﬁ%ﬁ%MT,FEMQ%&WM@%ﬁ,ﬁE%ﬁW@E:@LWW
IP FiEK url 1S5, HERLGTEBKE, WRKEGEA: #id S e R (a] 3735 [l
AR REE load SKRAWT R, REFEMILEE: WL dump, HIWEEIEH RN
ERRE; #iLWN AR GC (Garbage Collection, BINFZEMIN) HE, X RLERISH IVM K A7
SHCHATHAL, 2> GC RS stop the world FF[a], Ak 8 T i v B[] o

T EARES HE 25 H RS B JR E, 5 e ERE S AR 6 S R A,
M H & % A I E R A A

411 lb\ﬁ*ﬁ FIIJ 7

EWK%%E%M@%E&%@%%%%%%%%%UMWUmxﬁW§%,ﬁk.%%
iR A shell 54, fEik LESF 4%
~%ﬁ%%mmAﬂﬁmﬁ¢,@m\w\mumhmmmtwmﬁ% BEAMEAS A 1

T RN XS ARBRIEE, §ETERMEXER. AN H - SEHEITrEE
= MBS ME T

1. BEREXHHARE

cat fir 22 — N B XAIH N ERERE TR, R HE BN, ATELEEAE cat
ﬁé%ﬁﬁﬁﬂ@&%,ﬁﬁﬁéoﬁﬁ?ﬁkmﬁmi#,%K%E#M.Hﬂﬂﬁﬂkm
AT ReS AL R, UM RGN S IR 55 o

lunglnng@ubumtu -/temp$ cat access.log
29 455 QET WIWW . XXX . rom/11 t.htm www. qq com 404 432004
432004
9 1 0 POST ww\.xxx.com/detail.htm www.sina.com 404 439274
9 599 FU‘T AW . XXX . com/index.htm www.taobao.com 302 432004
2 xxx.com/detail.htm www.google.com 200 439274

xxx.com/index.htm www.google.com 302 432004
xx.com/publish.htm w ina.com 200 432943
xxx.com/userinfo.htm www.sina.com 302 490
xx.com/publish.htm www.qq.com 200 31232
com/index.htm www.taobao.com 404 48243
c.com/publish.htm www.taobao.com 301 48243
xx.,com/list.htm www.taobao.com 500 31232

fEH cat i, A@ATLAHY F-n 280, LB RITS:
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longlong@ubuntu:~/temp$ cat -n access.log

1 124.119.202.29 455 GET www.xxx.com/list.htm www.qq.com 404 432004
126.119.222.29 230 GET www.xxx.com/list.htm www.qq.com 500 432004
124.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274
125.19.22.29 599 POST www.xxx.com/index.htm www.taobao.com 302 432004

126.119.222.29 599 GET www.xxx.com/detail.htm www.google.com 200 439274
125.119.222.39 455 POST www.xxxX.com/index.htm www.google.com 302 432004
124.19.222.29 12 POST www.XxX.com/publish.htm www.sina.com 200 432943
125.119.222.39 455 GET www.xxx.com/userinfo.htm www.sina.com 302 490
124.19.222.29 98 POST www.xxx.com/publish.htm www.qq.com 200 31232

VWO~ bH W

2. " ETRXH

cat M ATET, —BHATE, ELZEFHHEITAC ARl 1 more A2 7T LL73 T FEHL 3L
{FN %%, 4% Enter BE/RUMFTF 1T, WTHBERS R T T, & FRESTHFHAAE, &B
T N ey T

longlong@ubuntu:~/temp$ more access.log

124.119.202.29 455 GET www.xxx.com/list.htm www.qq.com 40

4 432004

126.119.222.29 230 GET www.xxx.com/list.htm www.qq.com 50

0 432004

124.119.22.59 120 POST www.xxx.com/detail.htm www.sina.co

m 404 439274

125.19.22.29 599 POST www.xxXx.com/index.htm www.taobao.co

m 302 432004

126.119.222.29 599 GET WWW.XxxX.com/detail.htm www.google.

com 200 439274

125.119.222.39 455 POST www.xxx.com/lndex.htm www.google.

com 302 432004

124.19.222.29 12 POST www.xxx.com/publish.htm www.sina.co

m 200 432943

125.119.222.39 455 GET www.xxx.com/userinfo.htm www.sina.

com 302 490

- -More--(0%) |
P — A4 less PRl b more N E MIhAE, RPN AAIR, H HAEY

less access.log

1 F/GET T 7 #F & GET, JFH &8s,

124.119.202.29 455 www . xxx.com/List.htm www.
qq.com 404 432004

126.119.222.29 230 www . xxx.com/1ist.htm www.

qq.com 500 432004

124.119.22.59 120 POST www.xxx.com/detail.htm ww
w.sina.com 404 439274

125.19.22.29 599 POST www.xxx.com/index.htm www.
taobao.com 302 432004

126.119.222.29 599 www . xxx.com/detail.htm ww
w.google.com 200 439274

125.119.222.39 455 POST www.xxx.com/index,htm ww
w.google.com 302 432004

124.19.222.29 12 POST www.xxx.com/publish.htm ww
w.sina.com 200 432943

125.119.222.39 455 [} www.xxx.com/userinfo.htm

www.sina.com 302 490

124.19.222.29 98 POST www.xxx.com/publish,htm ww
/GeTH
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3. B RXHE

i tail A REMEE B MHRIEILIT, I THECHAEEA R, B HEHEE & L
EBINBAK, BEANNELT FRRELE .

longlong@ubuntu:~/temp$ taill -n2 access.log
126.119.222.29 67 POST www.xxx.com/index.htm www|

.taobao.com 301 432943
124.119.202.29 67 POST www.xxx.com/publish.htm w
ww.qq.com 302 432943

-n Z 5 R AR RoR Bon SRR LT, by 2, FoRBonscfbERE 2 17
faE-f 28, ATLAL tail FRPANGRH, I HRREEM B o SO B AT .

longlong@ubuntu:~/temp$ tail -n2 -f access.log
126.119.222.29 67 POST www.xxx.com/index.htm www
.taobao.com 301 432943

124.119.202.29 67 POST www.xxx.com/publish.htm w
ww.qq.com 302 432943

124.119.202.29 67 POST www.xxx.com/publish.htm w
Www.qq.com 302 432943

ATLLER, S3XMHEHEAN—IT, FIEARITHESER BRH k.
4. BRXH%
5 tail is 2K, head iy H T B 3T L —4HAT .

onglong@ubuntu:~/temp$ head -n2 access.log
124.119.202.29 455 GET www.xxx.com/list.htm www.
qq.com 404 432004

126.119.222.29 230 GET www.xxx.com/list.htm www.
qq.com 500 432004

-n ZHHKRIEE W TR BIJUAT, by 2, FRIREIRS access.log 73k 2 1T

5 ABHF

— AP AERERZ AT, ST BT R RS THE A, sort dy AT
P X B AT HEF

longlong@ubuntu:~/tempS cat sortfile

5

90

?

343

432

longlong@ubuntu:~/temp$ sort -n sortfile

<




d

XA 57 B
11 2R ) 1 R[]

Al LLE ),

=)

e MNBRHEGF T

R EATHEA, E-r 28, Roig Ry,

M

cat i 2 tr f5 sortfile,
17

1 oF

Hi-

1onglong@ubuntu ~/temp$ sort -n -r sortfile

.222.

.com

.222.

.com

o222

.com

s 222,

.com

.222.

.com

.222.

.com
s222

.29 12 GET

29 12 GET www.Xxxx.com/detail.

200 80834
29 12 GET
301 48243
29 12 GET
301 49397
29 12 GET
302 490

29 12 GET
404 98324
29 12 GET
500 2789

WWW . XXX .

WWW . XXX
WWw . XXX
WWW . XXX .
WWW . XXX .

WWW . XXX .

w.google.com 302 3344

il sort -k SECKfREHFRIA,

R

KIEATHEN o

6. FHGIT

we 2 n] UL R Ge v 58 SO i 15 4L

com/detail.
.com/detail.

.com/detail.

com/detatil.

com/detail.

com/detail.
BEAMEM R 2, R,
-n FE AT RIEATHET B8 11 P BB 4% IR ST RO 2R 5

FHG ATHL I g EiR

longlong@ubuntu:~/temp$ wc -1 access.log
11001 access.log

i -1 Z80okge T cEb AT 8, At BoR gLl E SR 11001 4T

o] LLAT A SO

onglong@ubuntu:~/temp$ wc
81633 access.log

> BN s U 7 TR

{4 Hl-c

nf LUl -L 2
longlong@ubuntu: -~
access.log

75

it we -L £

(ISR

SR I KR T G RE

/tempS wc -L access.log

FEh 75

K T

-c access.log

BeAb A R 781633 1T,

FLIE RERTEME | 223
PR L WAL H’J, H’DIPLL sort -n i BA,
sort iy 2N E LB AFFHEYIR, Hid-n 28, fREiEBE TN

-t ¥R E 5 FIAT

Lk
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Witw S5, B ER A SO

longlong@ubuntu:~/temp$ wc -w access.log
77007 access.log

7. BREEEHIMAT
uniq v AT AR Bon SCF R AT R A, 80 BB —IkiAT, DR E R
SHIMAT: FFH uniq K ZFTEXT R RELKPIT, FIER S sort L& EREM .

A ERIHANE, Bl sort HF /5, il uniq ZESt

longlong@ubuntu:~/temp$ sort uniqfile | uniq -c
3 aaa

bbb

ccc

ddd

eee

a9

XX

yy
-¢ ZHHRAERE— AT S i T 0 3247 H B A 8
FEBLOLH I — IR HIAT

onglong@ubuntu:~/temp$ sort uniqfile | uniq -
1 ccc

1 eee

1 gg

1 XX

L yy

htbuws%, FRSEREM—KKIT.
JEDLE R BT

longlong@ubuntu:~/temp$ sort uniqfile | uniq -c -
3 3aa

el

4 bbb
2 ddd

ntb-d 2%, [§R458RESHIRKIT.
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i grep am & Al LA OS5 & A7 8, R RIS A B &g e Bk Ak

4T, 2 lZfTHE Hk.

longlong@ubuntu:~/temp$ grep qq access.log
.119.202.29 455 GET www.xxx.com/list.htm www. .com 404 432004
.119.222.29 230 GET www.xxx.com/list.htm www.  .com 500 432004
.19.222.29 98 POST www.xxx.com/publish.htm www. ..com 200 31232
.119.202.29 455 GET www.xxx.com/detail.htm www. « .com 500 439274
.119.222.39 455 GET www.xxx.com/detail.htm www.  .com 302 98324

.19.22.29 455 GET www.xxx.com/publish.htm www. «.com 302 432943
.109.222.29 120 POST www.xxx.com/userinfo.htm www. .com 301 31232
.119.202.29 78 POST www.xxx.com/publish.htm www. 7 .com 500 490
.19.222.29 21 GET www.xxx.com/publish.htm www.( .com 500 2789
.19.22.29 67 POST www.xxx.com/publish.htm www.: .com 500 432004
.119.222.39 67 GET www.xxx.com/detail.htm www. | .com 404 2789

.119.202.29 455 POST www.xxx.com/list.htm www.q:.com 302 49397

qq MIREMIAIKE, 1T access.log & L4 HK.
{EH-c 250, Ll R AR AT 3.

longlong@ubuntu:~/temp$ grep -c qq access.log

2262

grep M A SCRFIENZIAS, HLin#Edk G Tk T 45 R T4 i -

onglong@ubuntu:~/temp$ grep 'G.*T' access.log

.119.202.29 455
.119.222.29 230
.119.222.29 599
.119.222.39 455

www . xxx.com/list.htm www.qq.com 404 432004
www.xxx.com/List.htm www.qq.com 500 432004

www. xxx.com/detail.htm www.google.com 200 439274
www . xxx.com/userinfo.htm www.sina.com 302 490

.119.22.59 67 www . Xxx.com/index.htm www.taobao.com 404 48243

.119.202.29 230

www. xxx.com/publish.htm www.taobao.com 301 48243

.109.222.29 98 WwWw. xxx.com/list.htm www.taobao.com 500 31232

.119.202.29 599

9. XHEHK

www.xxx.com/detail.htm www.taobao.com 301 432943

WSS AN, TG SO AR, RN SO A, s TR AR SO
A%, IXIE A E AL SO A 4k A 4 find

longlong@ubuntu:~/temp$ find /home/longlong
/home /longlong/temp/access. log

-name access.log

{f /home/longlong % 1% F £ 4% L {1k %4 A access.log €1 3¢, 1 4& 2 1) 3CfF i
/home/longlong/temp/access.log.

AL txt Ja 2 45 R 1 S -

longlong@ubuntu:~/temp$

/home /longlong/activemq- Fil
-cpp/apr-1.4.8/test/data/mmap_datafile.txt
/home /longlong/activemq- \ C
-cpp/util-linux-2.21.1/1libmount/docs/1ibmount-sec

/home /longlong/activemq

/home /longlong/activemq
t

/home /longlong/activemq-

/home /longlong/activemq
/home /longlong/activenq

find /home/longlong -name "*.txt"
cpp/apr-1.4.8/test/data/file_datafile. txt

cpp/apr-util-1.5.2/xml/expat/win32/MANIFEST

cpp/util-linux-2.21, 1/[)(_)(‘_\Jr'|eﬂtati_url/'u,:] Ltxt
-cpp/util-1linux-2.2 .1/Documentation/getopt_chant
-cpp/util-linux-2.21.1/Documentation/mount.txt
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AT LMEH find A4, 38 AT ED 257 H B9 Prfy SO

onglong@ubuntu:~/temp/datal$ find . -print

./tmp

./storage

./blocksBeingkritten

. /detach

./current

./current/subdiril

./current/subdir47

./current/subdir44
./current/blk_-6724776470345859348_1645.meta
./current/subdiri1s

./current/subdiri1o
./current/blk_3417714610468388698_1433.meta
./current/subdirs3

./current/subdir33

He, RRYE0H %o
i whereis 174, GEH5 7 (@ e AL B S R G ] BT XA RIA E -

longlong@ubuntu:~/temp/datal$ whereis zkCli.sh

zkCli: /Jusr/zookeeper/bin/zkCli.sh /fusr/zookeeper/bin/zkCli.cmd
longlong@ubuntu:~/temp/datal$ whereis openssl

openssl: /usr/bin/openssl /fusr/bin/X11i/openssl /usr/local/openssl
/manl/openssl.1ssl.gz

10. RizRXK1E
TESEPrERfEh, ®HETRENRERXHEATRME, $H expr iv4, AEWXTIEHLERRE 71
B ATIEHE R

longlong@ubuntu:~/temp/datals$ expr 10 \* 3
ignglong@ubuntu:«/temp/datals expr 10 % 3
{onglong@ubuntu:~/temp/datal$ expr 10 + 10
ignglong@ubuntu:«/temp/datals expr index "www.qg.com" qq
ionglong@ubuntu:~/temp/datal$ expr length "this is a test”
14

A L@ expr ﬁ‘%bﬂﬁ%[‘%%iﬁﬁﬂ‘]ﬁﬂééﬁ FFERRRTIE, LR TR K
BI04 shell A] e iR AR S, IR afeiZos S i A4 F S ARHAT 6 * 1479 o
1. V3R

A LMEH tar iy 2R A AR SO, CARCKE VAR SR R T o« T 7 B AN H & S0 IR
e b BIA M, CLR A T B0 EAERIRS 2535 5, T tar 2 LT 2 A a) 38 4 11

longlong@ubuntu:~/temp/datal$ tar -cf aaa.tar detach tmp

longlong@ubuntu:~/temp/datals 1s

storage

[ iy 25 2400 H 3% R detach F1 tmp H ST 0% aaa.tar SXfF, H-c 8R4 R0 1
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(L, £ Z R0 5 € I 44 7R .
k-t ZEEeNE Y AL P SO A RR

38 ok 7 — AN 2 H-x W RERS X 4T Uf 1 A 36 A T A s

onglong@ubuntu:~/temp/datal/tmp$ tar -xf aaa.tar
onglong@ubuntu ~/temp/data1/tmp$ 1s

12. URL ifjal THE

FRAE A T Pt HTTP Wiy o] W o S0k, stANESAH BT HE, X{F2 curl, &
Z¥f HTTP. HTTPS. FTP. FTPS. Telnet 5 Z i, & #% HKAE @ A 4T F VL H TLA0 I 4%
Web Ik %5 251K & .

curl Dhfgsd A, HAMYUAE 8% WO, Ehtn & M miigsk .

Llonglong@ubuntu:~S curl www.google.com

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>302 Moved</TITLE></HEAD><BODY>

<H1>302 Moved</H1>

The document has moved

<A HREF="http://www.google.com.hk/url?sa=p&amp;hl=zh-CN&amp;pref=hkredirect&am
pval=yes&amp;q=http://www.google.com.hk/&amp;ust=1387541809641270&amp;Usg=AFQj
Eb9XuLydTmNQSb8MebWVR1G6CMEW" >here</A>.

< /BODY></HTML>

hn b &%, R\ header ) 3CHY:

longlong@ubuntu:~$ curl -i www.google.com

HTTP/1.1 302 Found

Location: http://www.google.com.hk/url?sa=p&hl=zh-CN&pref=hkredirect&pval=yes&q
http://www.google.com.hk/&ust=1387543002135692&usg=AFQjCNF8quBsLfgzgFQMNEMDSD8F
S70-g

Cache-Control: private

Content-Type: text/html; charset=UTF-8

Set-Cookie: PREF=ID=344a320b791663997:FF=0:NW=1:TM=1387542972:LM=1387542972:5=yb
VGAVOWVWpTUhG; expires=Sun, 20-Dec-2015 12:36:12 GMT; path=/; domain=.google.co
Date: Fri, 20 Dec 2013 12:36:12 GMT

server: gws

Content-Length: 376

X-XSS-Protection: 1; mode=block

X-Frame-Options: SAMEORIGIN

Alternate-Protocol: 80:quic

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>302 Moved</TITLE></HEAD><BODY>

<H1>302 Moved</H1>

The document has moved

<A HREF="http://www.google.com.hk/url?sa=p&amp;hl=zh-CN&amp;pref=hkredirect&amp;
pval=yes&amp;q=http://www.google.com.hk/&amp;ust=1387543002135692&amp;usg=AFQ]jCh
F8quBsLfgzgFQMNEMD5D8fhS70-g">here</A>,

</BODY></HTML>
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-1 2% FILLHR P BUR ) header {5 8 :

onglong@ubuntu:~$ curl -I http://www.google.com

TTP/1.1 302 Found

Location: http://www.google.com.hk/url?sa=p&hl=zh-CN&pref=hkredirect&pval=yesé&q=
ttp://www.google.com.hk/&ust=1387543158356774_&usg=AFQjCNFBMI98Ic7yt3QuwbXjLO7LX
RP1tQ

Cache-Control: private

-

ontent-Type: text/html; charset=UTF-8
Set-Cookie: PREF=ID=3855f27081dce03d:FF=0:NW=1:TM=1387543128:1LM=1387543128:5=506
aAsvZaEW2x11; expires=Sun, 20-Dec-2015 12:38:48 GMT; path=/; domain=.google.com
Date: Fri, 20 Dec 2013 12:38:48 GMT
Server: gws
Content-Length: 376
-XSS-Protection: 1; mode=block
(-Frame-Options: SAMEORIGIN
Alternate-Protocol: 80:quic

curl BEMAIAUA A B IXLE, & ] DUME R E R FEMERACRH, 15 cookie {7
HFRINERIE

MR, PEAMAMIERGAAR, MRKE. FAR K4 SRR s M L
A, BORERER, ERE SRR & TR,

13. EFIFKIFRIE
MFELBITRRG RN, HHESMEEMERR TN, K W Z HTTP
flood, tHFRHK CC Wiy, tnflREfsHud e BB, HREmWR, FAITFRiz4E N R &

HIFfe. EALR BB REER INEE RS FAFENKNE, &FV R HE, $RB0H N R ks,
wnvie =HEA R 10 # 1P Hoht,

I

|, 14i& refer

cat access.log | cut -fl -d " " | sort | uniqg -c | sort -k 1 -n -r | head -1C

1\

longlong@ubuntu:~/temp$ cat access.log | cut -f1 -d " " | sort | unig -c | sort
-k 1 -n -r | head -10

1455 .119.232.29

1437 .119.22.59

1397

1385

1359

1354

1337

1277

BT 1) 44 T 10 F url:

cat access.log | cut -f4 -d " " | sort | uniq -c | sort -k 1 -n -r | head -10

onglong@ubuntu:~/temp$ cat access.log | cut -f4 -d " " | sort | unig
-k 1 -n -r | head -10
2280 www.xxx.com/list.htm
xxx.com/userinfo.htm

-c | sort

om/publish.htm
n/index.htm
www . xxx.com/detail.htm

fir @ Z [AME F A E Rk, WO ) H S fe i3, HEyE. L E)E, i
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RECHEAT S Y, BOLHT 10 &id%, HP cut AT IRE], BbAH kit 3 H & T 1
J B, HZ a4 25 AR

14. EERFEMNBINE

RFFFRRNGIRAL, DU B MR A R AR H AR RN, BOAXEEXRBIA B ok
Ho A R AR E BN A, Bk, TPRAREEFERK IS TUE K Rk, #HTHk:

cat access.log | sort -k 2 -n -r | head -10

longlong@ubuntu:~/temp$ cat access.log | sort -k 2 -n -r | head -10
-119.232.29 740 POST www.Xxxx.com/userinfo.htm www.taobao.com 404 2789
.119.232.29 740 POST www.xxx.com/userinfo.htm www.taobao.com 301
.119.232.29 740 POST www.xxx.com/userinfo.htm www.taobao.com
.119.232.29 740 POST www.xxx.com/userinfo.htm www.taobao.com 200

.119.232.29 740 POST www.Xxxx.com/userinfo.htm www.sina.com 500
.119.232.29 740 POST www.Xxxx.com/userinfo.htm www.sina.com 4064 ¢
.119.232.29 740 POST www.xxx.com/userinfo.htm www.sina.com 302 ¢
.119.232.29 740 POST www.xxx.com/userinfo.htm www.sina.com 302 439274
.119.232.29 740 POST www.xxx.com/userinfo.htm www.sina.com 302 432004
.119.232.29 740 POST www.Xxxx.com/userinfo.htm www.sina.com 301 98324

o, access.log SCHFIIEE AT Jy 5T IHT A AR S B (8], 83 sort #% MR8 — AT 5, FE 1T head
dir A B HEZ BT 10 O T .

15. 4tit 404 iEKA &tk

A TR RIS, AL R FEREN. i, R 404 RS, BARE
B BB EERTAR, EARRREHIEET . FFE, T 500 #iE KM &k, "L
LN dr 4 KB H 404 TR A L EE:

export total line="wc -1 access.log | cut -f1 -d" "’ && export not_found line=

‘awk '$6=='404"'{print $6}' access.log | wc -1 && expr $not_found_line \ *

100 / Stotal line

longlong@ubuntu:~/temp$ export total_line= wc -1 access.log | cut -
export not_found_line="awk '$6=='404'{print $6}' access.log | wc -

ot_found_line \* 100 / Stotal_line
19

B e access.log M 4T4L, il export G K total line A8 &, 4RJEiHIL awk i
1404 1R AT, it we -1 ZivE 404 K IOATEL S H R not_found line A8, fi /5 ilid expr
f%, 154 not _found line 7 100 LA total line f¥I{E, k2 404 ilRATH M E . KT
awk %, R4,

YK, WA RO T, AMAE AR TZEAN, i AR RIS, LARA
(0 T e B A & S, IEH 20, AT F 14 TE A4 sed Al awk P54~ TEREZR )
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KA, UURHBETH L8 A

4.1.2 BHESHHEIZA

TENAAE R A 7 oA A PR H RS2 80, SEA PR SE 0 B R SO TR, sed F1 awk,
X L6 T H AT DR K ) 167 14 75 22 56 B0 Bt AL BR AT 55

1. sed ¥rig53

sed HiiEas thAR AW (stream editor), HIE M AGAE AR vi, AT LASC H bR ICEE i
Mifr 4, AT BERFSCA S EEEE . Mg s N2 Egmig EdE 2 ar, Tsets e £
SRR, AR JE TR AR FE d B AR . ARV AR B P RN S AN BOAT I A 72 B LA
G, SiEAEE T —1T, ERZAMAIN. AHER AR, fdiEaT . Bk, sed 2l
FATH, I H sed HASBEBCUEAS, BRAMEAES MF@EME, Fril sed 2R Z2M.

sed XIFTEM AT HIEIRE LA HiEM S, RABAIT.

sed [options] 'command' file(s)

command A BRI XA dr 2, 1M file A% A KIS
s H &S0 xxx Bk yahoo #iit :

sed ‘s/xxx/yahoo/’ access.log | head -10

longlong@ubuntu:~/temp$ sed 's/xxx/yahoo/' access.log | head -10
.119.202.29 455 GET www.yahoo.com/list.htm www.qq.com 404 432004
26.119.222.29 230 GET www.yahoo.com/list.htm www.qq.com 500 432004
24.119.22.59 120 POST www.yahoo.com/detail.htm www.sina.com 404 439274
.19.22.29 599 POST www.yahoo.com/index.htm www.t3aobao.com 302 432004

5.119.222.29 599 GET www.yahoo.com/detail.htm www.google.com 200 439274
25.119.222.39 455 POST www.yahoo.com/index.htm www.google.com 302 432004
.19.222.29 12 POST www.yahoo.com/publish.htm www.sina.com 200 432943
.119.222.39 455 GET www.yahoo.com/userinfo.htm www.sina.com 302 490
.19.222.29 98 POST www.yahoo.com/publish.htm www.qq.com 200 31232
.119.22.59 67 GET www.yahoo.com/index.htm www.taobao.com 404 48243

s RANPATHI R CAB ML, W xxx Bk yahoo.
iz H A& P48 € AT 5 -

sed -n '2,6p' access.log

longlong@ubuntu:~/temp$ sed -n '2,6p' access.log
126.119.222.29 230 GET www.xxx.com/list.htm www.qq.com 500 432004
124.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274

125.19. 9 599 POST www.xxx.com/index.htm www.taobao.com 302 432004
29 599 GET www.xxx.com/detail.htm www.google.com 200 439274
125.119.222.39 455 POST www.xxx.com/index.htm www.google.com 302 432004

-n ZHAOR FURM IR 1047, 1T0'2,6p" R A FE I 5 AT S AT Z 17
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R4 1 ) ek XA B H & h ¥ e AT

sed '/qg/d' access.log

longlong@ubuntu:~/tempS sed '/qq/d' access.log
.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274
.19.22.29 599 POST www.xxX.com/index.htm www.taobao.com 302 432004
.119.222.29 599 GET www.xxx.com/detaill.htm www.google.com 200 439274
-119.222.39 455 POST www.xxx.com/index.htm www.google.com 302 432004

.19.222.29 12 POST www.xxx.com/publish.htm www.sina.com 200 432943
.119.222.39 455 GET www.xxx.com/userinfo.htm www.sina.com 302 490
.119.22.59 67 GET www.xxx.com/index.htm www.taobao.com 404 48243
.119.202.29 230 GET www.xxx.com/publish.htm www.taobao.com 301 48243
.109.222.29 98 GET www.xxx.com/list.htm www.taobao.com 500 31232

d FoRPATHE AR <, BB E qq BATMER.

BT
sed '=' access.log

longlong@ubuntu:~/temp$ sed access. log
i24.119.202.29 455 GET www.xxx.com/list.htm www.qqg.com 404 432004
526.119.222.29 230 GET www.xxx.com/list.htm www.gg.com 500 432004
124.119.22.59 120 POST www.xxX.com/detail.htm www.sina.com 404 439274
:25.19.22.29 599 POST www.xxx.com/index.htm www.taobao.com 302 432004
i26.119.222.29 599 GET www.xxx.com/detail.htm www.google.com 200 439274

6

=i & H 2K B AT S
TEAT A SO
sed -e 'i\head' access.log | head -10

longlong@ubuntu:~/temp$ sed -e 'i\head' access.log | head -10
head

124.119.202.29 455 GET www.xxx.com/list.htm www.qq.com 404 432004
WEED)

126.119.222.29 230 GET www.xxx.com/list.htm www.qq.com 500 432004

head
124.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404-439274

head
125.19.22.29 599 POST www.xxx.com/index.htm www.taobao.com 302 432004

head
126.119.222.29 599 GET www.xxx.com/detail.htm www.google.com 200 439274

i A AR T I AN 25, i\head /s fE BT IR AT ITTG N head 717 H3
LEAT AT N A

sed -e 'al\end' access.log | head -10

o e
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longlong@ubuntu:~/temp$S sed -e 'a\end' access.log | head -10
.119.202.29 455 GET www.xxx.com/list.htm www.qq.com 404 432004

230 GET www.xxx.com/list.htm www.qq.com 500 432004

.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274

.19.22.29 599 POST www.xxx.com/index.htm www.taobao.com 302 432004

6.119.222.29 599 GET www.xxx.com/detall.htm www.google.com 200 439274

a tn A FSREITREBIMAZ, aend RARET —ATHIKREIEN end FHFH
XTUCHC AT AT B .
sed -e '/google/c\hello' access.log | head -10

longlong@ubuntu:~/temp$ sed -e '/google/c\hello' access.log | head -10
124.119.202.29 455 GET www.xxx.com/list.htm www.qq.com 404 432004
126.119.222.29 230 GET www.xxx.com/list.htm www.gq.com 500 432004
124.119.22.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274
125.19.22.29 5399 POST www.xxx.com/index.htm www.taobao.com 302 432004

POST www.xxx.com/publish.htm www.sina.com 200 432943
GET www.xxx.com/userinfo.htm www.sina.com 302 490

POST www.xxx.com/publish.htm www.qq.com 200 31232

GET www.xxX.com/index.htm www.taobao.com 404 48243

c wn e H TX SCAHATE Wt fE, &H/google/ILECHIAT, H hello X VLHEC HIATHEAT B .

AL AN mLaIFREREM, RS 5RE:
sed -n '1l,5p;1,5="' access.log

longlong@ubuntu:~/temp$ sed -n '1,5p;1,5=' access.log
124.119.202.29 455 GET www.xxx.com/1list.htm www.qq.com 404 432004

230 GET www.xxx.com/list.htm www.qq.com 500 2004

2.59 120 POST www.xxx.com/detail.htm www.sina.com 404 439274

29 599 POST www.xxx.com/index.htm www.taobao.com > 432004

.29 599 GET www.xxx.com/detail.htm www.google.com 200 439274

FERF &ML, BARTERE TRBEAT, B 5m R0
FTHOAT BT ER 3K

AT HATR

IR G A S BN, SRR SRR B iy 4 s AESCIE, RAKIAS Xt

sed [options] -f scriptfile file(s)
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LA T LA A% # roo BN ttb, SRIEHTEVE—TBIZATT, I BHHIT S
s/xxx/ttb/

1,6p

1,6=

R IX L A B TIAE SCAF testsed Y, TEIE-f ZHORSE €M, PATIL:

sed -n -f testsed access.log

longlong@ubuntu:~/temp$ cat testsed
s/xxx/ttb/
1,6p
1,6=
longlong@ubuntu:~/temp$ sed -n -f testsed access.log
.119.202.29 455 GET www.ttb.com/list.htm www.qq.com 404 432004

.119.222.29 230 GET www.ttb.com/list.htm www.qgq.com 500 432004
.119.22.59 120 POST www.ttb.com/detail.htm www.sina.com 404 439274
.19.22.29 599 POST www.ttb.com/index.htm www.taobao.com 302 432004

.119.222.29 599 GET www.ttb.com/detail.htm www.google.com 200 439274

.119.222.39 455 POST www.ttb.com/index.htm www.google.com 302 432004

2. awk ¥

R sed Gl A L0 7 RIS BOCA, BREEHRMIE, RMIREAMT 4
5 1) SCA AL BRI 52 SIS . BRI, sed AT BEIE TCi2 S i FANMEAL I SCAR AL EE TG SR, TS
I awk AL, B REBARAE— AN T WAIER T IRAEE, iERAENE B XA E AR ,
16 SR EE B LR SR I 2

awk 7EVRGREE TR sed B h5E bR Bt —FhFEE 5 AU — 4 ST G4 1)
i1, FEGRIRTE STIOAEE, AT LLE SURAE B AR &, i S AR 7 48 HR 5 A R 00 B 7
L, RS S, AR if ARG AR

awk 18 ] v A A% S

awk [option] 'pattern {action}' file

Horft, option A4 (fi%T0, pattern 24T UCACKUN, action AT 1) HAREEE: Ry
pattern, WX AT 474047 action, 1M WIS 44T action, WIHTENFTATULACHIAT: file A AN R S

FTENSCAFAR E R A1)

awk '{print $1}' access.log | head -10
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onglong@ubuntu:~/temp$ awk '{print $1}' access.log | head -
.119.202.29
5.119.222.29
.119.22.59
.19.22.29
5.119.222.29

.119.222.39
4.19.222.29

.119.222.39
4.19.222.29

.119.22.59

print @y & FIRME AR, SRR SCFAT, $1 R 51, awk BOA 6K —AT 73 F 1k
£, FTLMER-F SR8 E 5 BT -
fiE e e AT, I BATENH A — 251

awk '/google/{print $5,$6}' access.log | head -10

longlong@ubuntu:~/temp$ awk '/google/{print $5,$6}' access.log | head -10
google.com 200
.google.com 302
.google.com 200
ww.google.com 301
.google.com 301
ww.google.com 404
.google.com 302
.google.com 500
.google.com 301
.google.com 301

{if Fl/google/ T #4175 Google 4T, FF HATENEE H. FR51.
A4k length KT 40 1947, FF HATEMZAT I —=41:

awk 'length($0)>40{print $3}' access.log | head -10

longlong@ubuntu:~/tempS awk 'length($0)>40{print $3}' access.log | head -10

$0 KR MATINAT, length($0)HKIRICYAvAT AL, ARG print $3 4TEDH 3 %1,
% A AT RS AL -
awk '{line = sprintf ( "method:%s,response:%s", $3 , $7 ); print line}"

access.log | head -10
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longlong@ubuntu:~/temp$ awk '{line = sprintf ( "method:%s,response:%s", $3 , $7
); print line}' access.log | head -10

:GET,response:432004

:GET,response:432004

:POST,response:439274

:POST,response:432004

:GET,response:439274
:POST,response:432004
:POST,response:432943
:GET,response:490
:POST,response:31232
:GET,response:48243

€ X line (28 &, F T8 sprintf F%i i, 17 sprintf B T8 204k 58 = AT i K 77
AR AT 1 e 5 N (]

awk ZRFRFEN 7 A0k OUA b EE, R FRFR A E AR, W LK SO R AR 7 5 MAESC
fep, JE I -f IETUCRFE 2 B E SCA A BT B IA S B dn, o] LUK AT T AT B0A% A S
A A AT testawk X,

awk -f testawk access.log | head -10

longlong@ubuntu:~/temp$ cat testawk
{1ine = sprintf ( "method:%s,response:%s", $3 , $7 ); print line}
longlong@ubuntu:~/temp$ awk -f testawk access.log | head -10
:GET,response:432004
:GET,response:432004
:POST,response:439274

:POST,response:432004
:GET,response:439274
:POST,response:432004
:POST,response:432943
:GET,response:490
:POST,response:31232
:GET,response:48243

awk AEMIN BARA I 204, IERE AL 2 m g thig, A LAERAE T ERR
(Y4 = a)
{
if( map[$4] > 0 ){
map[$4]=map[$4] + $2
mapitime{34]:map7time[$4j + 1
}
else
map[$4]=52

map time[$4]= 1

END{
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for(i in map) {

print i"="map[i]/map time[i];

}

IS B awk A, AT RSN H (S B RS YF, 2 T e S i R @A T 0,
F B LI B V7 ) i Bk, fJE sk HCEIME, iR s m N s e . Hoe, A
& map PR url B0 A S 6 Te] S 00{E, T map_time A7 750 U2 A O 1 4 1
] IR E . awk B SCRRE S PR ITR S, BJEE END Sty map #EATIEAR, FTEDH
AN url (93w I (6]

longlong@ubuntu:~/temp$ cat testawk_script

if( map[$4] > 0 ){
map[$4]=map[$4] + $2
map_time[S4]=map_time[$4] + 1
}
else{
map[$4]=S2
map_time[S$4]= 1
\
J

3

END{
for(i in map){
print 1"="map[i]/map_time[il];

}

}
longlong@ubuntu:~/temp$ awk -f testawk_script access.log
.com/detail.htm=223.116
.com/userinfo.htm=215. 349
.com/list.htm=234.848
.com/index.htm=220.804
.com/publish.htm=220.856

IS EAR SO awk BIAS, Rl ot S0 T AN T A Y I A

A2, XEMANAE T awk B—D8 0 DhEe, ARIERX—/DHaThie, BAeisE e
59, 2LLEIR awk THAERITE K.

3. shell iz

FRVAS GENE S8 I 75 (A FH A0 T R AN A, K A 204 HH B ANl B A R A 1, bR R
A & AP R R AT 5555

AR, 2 EIREEHR W R S ACK Y R RTINS B, I L W
—HRGMISE, @ITE RN S, W R R R R, AR, T A
ARG RE A RS load FIREARE T, #F load Bt 2 ol REAS A TR L 85% KNG, 4R,

#!/bin/bash

#chenkangxian@gmail.com
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load="top -n 1 | sed -n 'lp' | awk '{print $11}'"
load=${load%\, *}

disk usage="df -h | sed -n '2p' | awk '{print $(NF - 1)}"'"
disk usage=${disk usage%\%*}

overhead="expr $load \> 2.00°

if [ Soverhead -eq 1 ];then

echo "system load is overhead"

fi

if [ $disk usage -gt 85 ];then

echo "disk is nearly full, need more disk space"
fi

exit O

KERAEAIXFEN, el top A M RGN load 1, -n S 1 R RRIHT—IX,
SRIGAEH] sed L PEHEE—1T, AT load (FEMAT. top A MM 1 28 5 208k, 15
o3 load [PF¥IME, JEIL awk &R 1 280 1I°F34 load, WRIEZS load A2H, 1M${load%\*}
W MATILTT G, I AT R S 1 PR SR AL R 2, @ df fin 2 B A
FIR A5, ] sed Jiide & BEAS B MR 2 058 AT, Wi awk 4, JAidk A S REAE A A
L, TEE S {disk_usage%\%* Vit ERLR G I 5. i TECEI load {5 R & PIAL L
DR 5 248 1] expr $Sload \> 2.00 #ir 2#EAT AL, I HAG 45 R {E 4T overhead. o, I if iF
CJHIT RGE R  ak  E, BE REAS R F E  85% LA 1, In SRIA R LAk PR, DT ER H AR

e A 22
*‘{I’/’ (=N E’ o

PAb, AR, e H A R E AR DB Yrh, Gl ASKEEAT H A
R BEIRE, BEOs M R i LAERCR. 48R, IXAUAGE & T/ A () 29 26 7 A2 At

o, EALAICH MySQL &, HISKAFfil H s«

create table access log(

ip varchar (20), #IP bt

rt bigint, #v@ kLA

method varchar (10), #i#EKF A

url varchar (400), #3F Kibat

refer varchar (400), #3 K kiR

return code int, #i& =4,

response size bigint #@K K}

) :

G AR, DRI SO E, O TLSAT B, ALK SQL VA, TR A1) FL A (1) RO
&
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#!/bin/bash

#chenkangxian@gmail.com

ACCESS_FILE=/home/longlong/temp/access.log

MYSQL=/usr/bin/mysql

while read LINE

do

OLD_IFS="$IFS"

IFS=" "

field arr=(SLINE)

IFS="$OLD IFS"

STATEMENT="insert into access log values('${field arr[0]}"',S{field arr([1l]},
'${field arr[2]}','S${field arr(3]}"','${field arr(4]}',${field arr[5]},${
field arrf(6]});"

echo $STATEMENT

SMYSQL test -u root -pl23456 -e "S${STATEMENT}"

done < SACCESS FILE

exit O

KERAERIXFER), A ew X HEFEE & MySQL 436k 1E, lid—4> while
fE¥R, EEE|HESCH access.log 4 AT, BT ST HE], kA field, fFIE
¥4 field arr 4, & X insert &), F4rEIY field 4125 5K insert iE7), SRJ5 1M MySQL /T4
NBAE. HoH, OLD_IFS HIRIGI A7 R A AL 73 B A, 4 R G5 7 b i?ﬁmxm %
field_arr=(SLINE)ZX i IFS R &4 —ATHARHATUIH], F7il | field arr ¥ A 54, KfoE
it OLD IFS ZF &4 R 4EM IFS ik Jii. MySQL ffi N#R1E, THEEH5E MySQL HPE4 test, -u XEI
faE TH 4 root, Ti-p W& TH N, -e JEHIERA 2 7 EHITH SQL iEH)

UER, il LGNS DB X RN R

mysql> select count(*) from access_log;

M, HARMAEARE, WREMAK, KE(EY K, ROMARIN, AR,
2R, GBI LS SLRENS TR BIACH R AT RA, BiE S T, Hot
AT T o W] BEOS K5 AN HEBE M H B 247 mll‘ln\ﬂlML'JH‘?.';“-' I HAENE 5 13 1011
BARREAT R, AN T B s BUA Y LA T TR, il 55 3900 T HS I &R 404,



F4E RARGREME | 239

A5 HE WS R B IXAN ]

42 EREFmRT

KR HIRM AT G, WKERRRT LTRSS HEANESE, LSS rE
B o AU T IR AR B, AR RDTER), BNsgm R, ENEEEWAL S, S
o Nk, I HLAG AL 2558 AN rT 4R R 45 2k o T IX S LA 0TI R T R R IE 4 N\ B3R
N 2R S ML G ox IR, BRIXAZ EHESEM, (THUETHEHITREfFmIRE. Fit,
fEE N JTAEAN AT BETE R 24 /NI AN Ta) Wy o 48 iR 45 4% AR 45 1) o

w5, I CLRABINNEFRREEAN M, TUHER T, Bu—X Google Bi#&
Baidu ANAESETIHZR, #lEk 2 amazon B # taobao ANAEBHITIY, X/MHFE S ? Kk, &
AR RS T B RIS AT B FR bR AT, WAL load. CPU IR Z. 1/O
PATFERE . WZ% traffic. WAARIAR. NAOBEE, XX BT sem s, WAt
i, BESE SR I TR) 38 0 BAH N IR TR AR RS 4E N D3 3EAT Ab R, 76 FH P 0 B 5% 2 A b 34 58 R A
IR T N B2 A0

421 Mi=iEHR

RYGCATIEN R (EHORAS, WA — RIIIE T WRAF b, AER CPU fidlid s,
B VO ST, g WAEERIE %2, SBURE Full GC, MEl2iEsK qps i, RAAHEE,
ol At T FAEE ETVEREOL. OARKE B IAT T AT LA A, AR AN B,
F PR RS e R R, DRI, SR AR ANIX LG HE () ARG R R AF I S, — BRI
bt B (e, s RGP LU, 4 B BB N T A RS e D1 AT AbE o

1. load

{F Linux &4, nJ UQ@L top il uptime i 2> K X AL load i, M4 JE RGN load
WE? ZZE00 Toad 4% 52 XA S INF 1) 6] A P2 A7 BAS T 0 P4 2k R e, g — R RE AL LA T 5
T, e fi 2z i TigATl M‘! .

o HKATALT VO FHARRA

o KA EAMENERRIRA, g BT I wait #5245

o KAWL,

K4 CPU [KHBHEA T ASEATINGY, R load 124 dus SR E . i~ CPU
1 8 A, GETFIN IR REN T 16 AR, JFHIX 16 DERHAL Tizf PR, MAM )
B R, A CPU (FBEAFIAII kAT 2 ANEREIET T o A BIX R e Al 1 1 2, N2,
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X3 ) RS load fEAE A 2. 48R, load VWEEMMISEB IR A, Bk, XAPMEHLHR AR
load HIMEHCR, WMBUERE RGH) CPU BB, XFLREET5E UG FFRIER G L F
— AN A BRI Al G . — ok, RS CPU S AT ITE SRR BA KT 3, AL
AERBBRIEFR, WREA CPU MEREKT 5, WRRANMARAN B OEIFRE T
7 ZE R HUAH I )8 R PR AR R e R B8, DA 0 R 4 10 M S i
f# H uptime X FH R4 load:

longlong@ubuntu:~$ uptime

21:32:39 up 7 min, 2 users, load average: 0.22, 0.36, 0.26
longlong@ubuntu:~$

load average J& [ R () =/ME 73 B ARAEIL 209 1 4080, 5 208k, 15 708N RGEH load {H.

2. CPU fIFZE

f£ Linux R4 F, CPU KN RVHFE EZAEX LA, BRI PBERE . WAZHERE . hilfrad 3
/O 45+ Nice Affa]. ERAFA]. 2RSSR, 10 CPU B 3 A 3 L8 [a] f v i (]
fIE . @i CPU MIAI AR, fefs il CPU 1 I AH FEISE L.

A LLE L top fir AR A E Linux RELMHI CPU M AL IL:

top | grep Cpu

longlong@ubuntu:~$ top | grep Cpu
(s): 0.6%us, 1.2%sy, 0.2%ni, 94.8%id, 3.1%wa,
(s): 7.9%us, 2.4%sy, 0.0%ni, 89.7%id, 0.0%wa,

(s): ©0.7%us, 0.7%sy, 0.0%ni, 98.3%id, 0.3%wa,
(s): 0.3%us, 1.0%sy, 0.0%ni, 98.7%id, 0.0%wa,

Hrp, CPU Ja IR & M UE R & FRZAE T CPU Bl #E MR 8] & L

F P i E]) (User Time) Bl us X Rf9%1, FR7x CPU $047 H P LT o5 FI AR a], 308 34
UL R A us 1) &y LGB e T

RYiF[A] (System Time) Rl sy Xt N[5, s CPU #E WAL BRI 6], sy A& EL
BiE, WEEWEREEEL HHRIAAE, AW RE RSB S5NEA
(AT T e

Nice ff[H] (Nice Time) BJl ni Frxd NI, xR G071 BRI S5 4% 100 Ik T A B A sk v

ZRIfE (Idle TIme) B id Brxd M5, RoR Rkt TWW], S5dEfEr, X
Prdi R ). 248K, FRAIAHE id (19 oy LA AT

AP (Waiting Time) R} wa Fet B8, s CPU fESSHF /O BAF TS Bt 5
GEAN AL Bl KRR I ) R BEAT S5 A, A MR AR AT A7 AN AN S B

1 KT load MVEAN /412 W, http://en.wikipedia.org/wiki/Load (computing).
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Ff (b BT AR PN 6] (Hard Trq Time) B[ hi BT N5, Ros RGEACBEAEA: b BT o FH sk ]
BAF AL BN 8] (Soft Irq Time) B si At B K151, 2o R S AbH 444 v W BT v B R I ]
2RI (8] (Steal Time) B st Frxf N[5, S 7ERE A e UG TT 4R AT JE B 4E R Hs i —%1),
SR SR A R AL CPU MR IR], BRI hypervisor IEZE A 55— HEIUAL BE B8 IR 45 G52 sty b
e, WIER R AT UL S %08 3= B AL R UL 1) CPU 4 BN A
WFZAWEZH% CPU FNL, HEFEEES CPU MAIMRENR, sz 1, @
WUE'E‘@JE’M?H‘J CPU FJH %

op - 23:20:49 up 4 min, 3 users, Lload average: 0.23, 0.62, 0.31
: 173 total, 1 running, 172 sleeping, 0 stopped, 0 zombie
0.7%us, .0%sy, 0.0%ni, 97.3%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
0.3%us, 1.0%sy, 0.0%ni, 98.7%id, 0.0%wa, 0.0%hi, 0.0%si,
0.7%us, 1.0%sy, 0.0%ni, 98.3%id, 0.0%wa, 0.0%hi, 0.0%si,
0.3%us, 0.3%sy, 0.0%ni, 99.3%id, 0.0%wa, 0.0%hi, 0.0%sti,
1026132k total, 586340k used, 439792k free, 27624k buffers
1046524k total, 0k used, 1046524k free, 250144k cached

COMMAND

Xorg

compiz
gnome-terminal
rcu_sched
vmtoolsd
vmtoolsd
gtk-window-deco
top

init

root 111m
longlong 256m
longlong 77868
root 0
longlong 70484
root 26956
longlong 42396
longlong 2852
root 3656

ERINTE LT top fE4% MHEFER ok CPU ITHAETS LA, & “Shift+H B#” 7T LAZIRZRREK
i & CPU I kESS L, X — Xt T Java N ARG S H .

top -p 2864

NnunuvmuvunmwmonununiEg
OO QOO K KL N L O |-
OO M OO .&LEY
[clclooNoNoNoNo N

longlong@ubuntu:~$ jps

2864 QuorumPeerMain

3020 Jps

longlong@ubuntu:~$ top -p 2864

- 23:10:05 up 1:45, 3 users, load average: 0,09, 0.11, 0.08
4 total, 0 running, 4 sleeping, 0 stopped, 0 zombie
2.0%us, 1.0%sy, 0.0%ni, 96.6%id, 0.3%wa, 0.0%hi, 0.0%si, 0.0%st

1026108k total, 809592k used, 216516k free, 97364k buffers
1046524k total, Ok used, 1046524k free, 325140k cached

S
s
S
<
=]
S

TIME+ COMMAND
0:00.01 java
0:00.60 java
0:00.04 java
0:00.00 java

2864 longlong
2867 longlong
2868 longlong
2869 longlong

-p LI AT LLAR i A A R

2 ¥ T hypervisor, http://www.ibm.com/developerworks/cn/linux/I-hypervisor.
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3. BER4LZEE
P e 2 [ A —
K R 55 1O #4 ToiE AT .
#if df A
df -h
$ df -h

Size
29G

onglong@ubuntu:~
Filesystem
/dev/sdal

7.0G
494M 4.0K
201M 780K
5.0M 0
502M 152K

-h RIS H4 B A% AL BT H o
4> 20 GB F[A]ATH .

206
494M
200M
5.0M
501M

IR T B EH BARH R RS,

du -d 1 -h /home/longlong

longlong@ubuntu:~$ du -d 1 -h
/home/longlong/activemq-
/home/longlong/Desktop
/home/longlong/.gconf
/home/longlong/.config
/home/longlong/ceclipse
/home /longlong/tomcat
/home/longlong/ca_dir
/home /longlong/Public
/home /longlong/.dbus
/home /longlong/.vim
/home /longlong/Documents
/home /longlong/Pictures
/home /longlong/Downloads
/home /longlong/eclipse
/home /longlong/metastore

26% /
1%
1%
0%
1%

cpp

_db

ANER SRR, R A R R R

S T IR BRI A2 1

Used Avail Use% Mounted on

/dev

/run
/run/lock
/run/shm

sdal —3tf 29 GB %

/home /longlong

/home/longlong/.gstreamer-0.10

/home/longlong/.pulse

/home/longlong/.mozilla

/home /longlong/storm

/home/longlong/Videos

/home /longlong/chukwa
At 1 had

Hi-d ZHARIE BT, X

BREHN 1, #rHEVIBiEEHRKF

KNy -h SR IGUR REAT #2234 KN Az H‘J Fg A o

4. WM& traffic

R TR MR 45 16 W28 N T il 5, 4% 1K) traffic WARA A% .
S IR A

RS IOALRS, P 2g A el R A

], 7.0 GB & H,

AT XSO R AL B, AT HIE R du dy 2 kit

el

THE:

2R H

M, U R
AR SN AT SRS BUB. k4 SLEABIL
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{5, AU i . (EX T A '+57l€15ﬁ T Z5 T B i AN R AR, e an ey
TEAT PO A S O ACER A0 a3, 28T RURBERFI Master, XM -ERIAF S ERE . IF
HAER LM m IGO0, B KA 3 ??5&!5%# Wi SRl BT, WAHERRIE LR A 4
IMZ . R, REMKRRE, BRSSO BENKA, *HFIFRME%EN 7R
BtrEE.

WL sar 654, W LLF B R G LRI -

sar —n DEV 1 1

- IEIR IR ECRDL, T DEV MR EERRZENMRHMERE, 1 1 £n
FUHEE IR, BB AN 1 Fon B LR

ORI R, lo FRoRBZRAH PR LE, 1 eth0 RAnHIZM K. JEHE K rxpek/s K]
JE R B AR, txpek/s Fon R B R H MBI B AR, KB/s KB ER R
T (KB, txXKB/s RRMRFRRIEIN T8 (KB), mxemp/s AR5 B0 R 4 AL 5
i, txemp/s KON RIEE4E B ECE, xmest/s ORI R EE, Average
ECN 2 2 IRHURE 1 204E

longlong@ubuntu:~$ sar -n DEV 1 1
Linux 3.8.0-29-generic (ubuntu) 01/01/2014 _i1686_ (4 CPU)

TN

03:08:56 AM IFACE rxpck/s  txpck/s rxkB/s txkB/s« rxcmp/s
rxmcst/s
:57 AM lo 0.00 0.00 0.00 0.00 0.00

ethoe 0.00 0.00 0.00 0.00 0.00

IFACE  rxpck/s txpck/s rxkB/s txkB/s rxcmp/s
lo 0.00 0.00 0.00 0.00 0.00

0.00 0.00 0.00 0.00 0.00

5. ®# 110

MiSE 1O B W T"’f‘il't"J%?j’ﬁfﬁ}r}io KT 1O B N R, b el e B
IR A 2SO R GE5%, VO (SR FE R — i R b S M T 2R G0 A S A L, 25 5 1N N FH K
HE I 200

fr G RN 1/0 AR

iostat -d -k

longlong@ubuntu:~$ iostat -d -k e
Linux 3.8.0-29-generic (ubuntu) 01/01/2014 _ies6_ (4 CPU)

kB_read/s kB_wrtn/s kB_read kB_wrtn
43,27 7.22 398255 66472
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ffi ] iostat THAEWH RIREAM VO 150, Hrh-d EHERRAEFERAAAHIER, -k &K
R KB A BN BR. BRBISEAF T, Device /R HTR, tps RBEFPALEL) 1/O 153K 4L,
kB_read/s F R0 MR &R EE B, kB wrtn/s R BERP [A) ¥ 45 A EE 5, kB read £
ANEREE S E, kB wrtn R85 AMEHE SR

6. ATFER

AT B g . &tk V0 b5, #E T A7, nTHNAFR R/ iae 11
¥R R IEH 1217 LA T PERE .

i free i, AEWERFIREMAMFALANEL, N E-m SHFRLU MB b 47

shared buffers cached

0 27 275
-/+ buffers/cache:
Swap: 1021

Linux [ AAF ISP EE A 7 Mem FUESLNAF swap, T4 N5 X-

o total: WAFEFLHIR/N;

e used: CMFA AR

o free: AIFHIINAFER/D;

*  shared: ZPMHEILZRINFTE KA,

*  buffers: ZEMX K/

e cached: ZEAFHIK/;

Linux M) AFFEENLE S Windows AR, HbH—NEAMEEANFRHEERERL, N
MK EIRFINAF RIS A cached, 1 cached A& T free oW, Ft, M ARLEITH RN,
2RI cached IXIRX LK, N TFAME M/ SRIEMN RS, P TN L.

BZ, free BINFD, HARKATHBAGED, YFETFHEREEROANFN, GER free
WA, RERKED cached B buffers AAERIL,  [MDICIR A A7 PR ACES N IR o TR,
Linux A] T 2B HNFEMMUXRE free MINFF. WIFE free 2 BoRmE =17, -+
buffers/cache XJ N.HJ4T, X —4THF WAFIEAT 7 W15, used 9k 2% buffers 1 cached % HI {17 1N 1.
1M free NN LT buffers F1 cached X} W 1] A £F .

AT, AR UL NS AN A7 swap [V FE, swap WAFERIL £, %ot
MWﬁﬂ%$%mT 1RAE R GORE AN A HL N A7 AE G150 A7 DU RE BIRERE b, LU

AL IR )25 2 AT R o 3L A AR T S AT N, T AR AREHE P 77 0 TR R R B A £
2, DIKSHEREIZEAT o XA RE AR, W& A swap /0, W1 swap 1/0 54 4%,
™ T M S ) 2R 46 (R
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L vmstat @54, 0] LI E 2 swap /O 1500
vmstat

longlong@ubuntu:~$ vmstat
memory i -system

swpd free buff cache i i in cs us sy id wa
0 378192 28504 282172 27 52 0 099 0

Hrp, swap FIf1 si FoR 0 NHERL A W B N AE IR B, B0 KB/s, so RanGRb MK
{7 A i 2 e A B e &, BT 4L KB/s.

AT Java N HRE, JVM T —EB AR ARG ITH B s AERIRALE, < F IVM KIRAE
X RN, FEEEASF R

7.9ps
qps & query per second 145, RIREF A4, qps FEIR RAEE LR T RGNS EE
TR, MR OGE KN IS, PTREATIN A 2 IR ML /O 2 IRM48TER, UL %/~ CPU IYE f.
WIS FIE RGN qps 8, FA RS IR B T #2451 RAE S BN, — B 4T RSEH
qps fi ok P A TV AR, RIRT S R AL LA SEREEATY R, DU id K32
Fible SERFIUEEEN R E, ATUARIEAT IR HINE, SEEMREHAER, FE—
A AR

8.rt

rt /& response time (4555,  ETE SK KD MA AN ) o ) R A i) — AN E 8 ORBEI FEdR, LR
Z B AT ) AR . DRIk, AT T AN SR o Il AR AR T RE B PR R ALY ot I [a) . XS T
Web [ i5d, 2 S5 o K12 i S BUH 7R a0y, KRR K BRI o B ot B[R] 75 EE AN
AN T, BN MRS, AHE 25, filtn, Wil#E CDN A& dskgis ik
W ER A S N 2R I A R A A ) TR A R A R BB 1/O RN 41 K 5

fiJf ok Apache 8¢ Nginx (f1i ) Hi&, {0 AEDS 150 EEANE K R 1] . LA Nginx 461,
(E Vs ) FL G I 4 A b, B89 n$request time F4i i, 5 fE 5 3R 45 M Y. B [H]

CPU. WA, W% Wikt qps Al rt, XSExS T i3 A0 () b FH #0220, A ‘ﬂ'“}'ﬁﬁi
DUEF A28 (i 3 JH, T select/ps. update/ps. delete/ps H A&+ % Wi, thread running )
EFAF MySQL #dli JEY H, FullGC S Java N .

9. select/ps

Aot TR R I e g, 4lifty qps 58X tps (transaction per second, RV REFS 459540 Jit I 1
(1) 72 25 B TR AS AN B, TR IR R 5 N A e (0 B B AR [ fr i i %
5l 2 1D P N R AR S AN S A ()

select/ps it T K RO AL I select 14 (¥ 5kt o 3T+ MySQL b K st , iRt select
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EREEN L, WA LUE SN, DR RR AN

10. update/ps. delete/ps

update/ps 123 T SORFEAFP LI update B AIMIECE, AARIM, delete/ps IR T $0i i 15
FPALFE delete IEAIAIEIE . X T MySQL $(4E R Ui, 1R update/delete X EAIERKILZ
B B SERG slave TLEAMRGEA T il B, 0I5 X 4R Y B P HE AT 4% 43, 463 SR 4 OB LA S

11.GC

X Java AR B, GC & —MARAKERTEFR. 21 GC KA, JIVM LN R
TAERE BT 1LEAT, WAMNEREERFE PR LN . A JDKI1.3 JFis, FIILFER
JDK1.7, JVM FERIWLIF K B A —BE 300 T HBRaE s> TAE L2 R A A7 R 5 3 s, H
PRSI (B ATt 45, (HRTIR B INETE 2R .

£ IVM WA AREIE R T, X5AE IVM WAFRHT A4 Eden X430, 24 Eden [X 7%
A 2% K 2 A I RN R —IK Minor GC, X FHHATHIR A . Minor GC F& 2 K AE 1
AR GC, B4 Java X R KL HE &L A FERIRFIE, Fit, Minor GC &A= [ LLEANE,
B — & [FIE BE LS ER . 10 Major GC, tFKA Full GC, IR A EZFEAK GC, Full GC
{93 B I EE Minor GC 18182, St KA GC & i i to st K. TVM W FE RS 2RI
£E 4-1 Fios.

Survivor Spaces

ng__.LJ
o

Young Old Permanent
B 4-1 JVM R 489 o Fol 43
ATLAXY JVM ) — L8 N AESHOHAT BRI AL, LARRAR GC B R 8% i 37 9 B ) o dan S
A Java N ASREMBEAT Full GC, BATAATMMEREE WS, K, SERERENHT GC
B, ERAEFARNT.
EHNHT — BRIV RRGBAT OO R PR bR, WL EHLES S E agent BRKFHINEAS &
W E H B, PN HERCE RS, S S IR, AW RO X BB

3 P& kUi http://www.eleforest.us/wp-content/uploads/2013/03/jvm.jpg.



FA4E ARGREM | 247

IZTPROLIAT S BRI . AT R H SRR GRS, 58 5 BRSTHEMHANA.

4.2.2 EREE M

NP ASERER UL, TR NMEROS T L, SeNS LETESakE
Dhg, JFHS NN Z A AR, KRELEER. M TRV, B8R G
LU, T i 2 WA —MBl. RRESISERERERBMRE T 52—, TT—ME
FErT e L 10000 S HLAS, IZRGHFERIMER R, X HLAER A BERIBEZEIE 100%.
R, B ORBE RS CRUE R BT B 57 FIMLAS AN B AN B AT e, {H 2> A SR S Rl K
T ER A%, RTINS IR 8. Bk, XFIFRE4EN AR, NERFRS
g R AL A R (OB U A AN AT A ), R g oA ) i 8 5 B AH O N R 38— P[] Jk
FIE (] 5, RG] BUE AT AL B FNAR R

HFHBA R REN S, —BREE —EENEFOBRNILE], fe8crhiiREs
WL Slave, 5 i AT S5 /e sh G HLRINLAS RACE . Mian R & Master FHl, HEHH
EM% [ 24T Master fOIE2S, M T8 % i1 Master 75 151 110 F BUEANEREA e IR LR & BB LK
‘B, X KR, W ZooKeeper, fHE —MRUFMIIMTE. 0 RYn] LUELSME T,
(& HL2% stand by, 20# XN R &4, LASEBL#FE DI, & MySQL. Nginx %, LLEE4%
s s A X EIRATTE R BRI, B RNE S R4, TLLE SOA RGEH XTSRS
I SRR %, thnl LU 538 ) Web ¥ £

1. ping
ping JEACREREN 7 SARTE, HRFR RS A sbkeh, FHE A Ee, AR
e TR TEEV SN R B, ping #7450 5% AL OB 77k, B AT ping A4
{4 ICMP B, SRz i L AL B, SRR LA R AT B, R i
SGHATIRIN . ping 174 GESE A I 19 2 B 2 17 Yy, I o AL 15 HERS 1k -
ping 192.168.2.105
longlong@ubuntu:~$ ping 192.168.2.105
.168.2.105 (192.168.2.105) 56(84) bytes of data.
from 192.168.2.105: icmp_req=1 ttl=128 time=2.40 ms
s from 192.168.2.105: icmp_req=2 ttl=128 time=1.12
from 192.168.2.105: icmp_req=3 ttl=128 time=1.68 m
from 192.168.2.105: icmp_req=4 ttl=128 time=1.05

from 192.168.2.105: icmp_req=5 ttl=128 time=1.48
s from 192.168.

Horr, 192.168.2.105 Jy i B4 N (0t i AL HE, % F s ) 26 9 3% T 56 byte MR, iz

.105: icmp_req=6 ttl=128 time=1.66 ms

4 ping ({175 LW, http://en.wiktionary.org/wiki/ping.
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UREIN T 64 byte HIEHE, time T/~ FTAE B A 1]
R MEEANIE, ping fy 2145 FAEIXFER :
ping 192.168.2.106

longlong@ubuntu:~$ ping 192.168.2.106

192.168.2.106 (192.168.2.106) 56(84) bytes of data.

192.168.2.105 icmp_seq=3 Destination Host Unreachable
.105 icmp_seq=3 Destination Host Unreachable
.105 icmp_seq=3 Destination Host Unreachable
.105 icmp_seq=3 Destination Host Unreachable
.105 icmp_seq=3 Destination Host Unreachable
.105 icmp_seq=3 Destination Host Unreachable

Hr, 192.168.2.105 & — NMAFELENHsE, & [A145 R R mimith kA Al ik .
W id-c IR, B]LAFE AT ping HIIREL:

longlong@ubuntu:~$ ping -c 2 192.168.2.105

PING 192.168.2.105 (192.168.2.105) 56(84) bytes of data.

64 bytes from 192.168.2.105: icmp_req=1 ttl=128 time=0.963 ms
64 bytes from 192.168.2.105: icmp_req=2 ttl=128 time=1.03 ms

(RS o ]

192.168.

192.168.
192.168.
192.168.
192.168.

N NN

]

- 192.168.2.105 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.963/0.997/1.032/0.046 ms

2. MBS

ping 54 BARGERE I HH 4% B il g, BT BN Web N SR, Bl 488,
BERGIBITIER, thATRE IS, thin Java REAME full GC, SEUN HAGEM N, o(#H
RIGER FRLFEIED, SEEBEMEE L, RETLWNE. AT, 0787 EEH
N FH JZ B Ca B A 0 Sk xof 17 P P i RtR A 3 A7 M 4% .

BT curl 354 2 W Al B P B B B A url, BT LASTEY HURKEN BN R EER A, —H &R
GEC e N B e SR N, B AT RS R, DA N O M A R R SRR R, B ja) 8
FF R FIE4E N AT AL FE .

it curl 34T BRL IR -

curl http://192.168.2.105:8080/selfcheck/check.htm

longlong@ubuntu:~$ curl http://192.168.2.105:8080/selfcheck/check.htm

ok

Hrp, selfcheck R7EZY 192.168.2.105 L HE MMM A, B AHELE A check.htm, [
KR EE A ok. IEHTEHLT check.htm #R4IR[A] ok, 43z (195 A ER AR, 3R A4 {3 A it
G ERIRE], XEHE, SEIREBMEARR ok, RV HAHIN MR .

Mt shell SZER N FH W 428 1R R0 A«

#!/bin/bash
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#chenkangxian@gmail.com
export LD _LIBRARY_ PATH=$LD LIBRARY PATH:/usr/local/lib

CURL=/usr/local/bin/curl
url_ for check="http://192.168.2.105:8080/selfcheck/check.htm"

result="$CURL -s Surl for check"

if [[ $result = *ok* ]];then

echo 'check success'

echo 'check error'

ri

exit O

B /e curl FERIME, JF HE L CURL &4 curl st fERS 22 H P HE
N oAREA LA HABA P, T PR ARCE curl MR E, MW SE— RS iE &K
X B R R AR curl M RRIRIT . SR G AR EAGII Ak, W52 url_for_check & .
i curl [19-s EIRUR G SKAFAT I ik, X REE o LLER BRI T « i FIMr 45 R 2 & ok,
A R S I IS B

EH GO IBAT S5 R

./check.sh

longlong@ubuntu:~/temp$ . /check.sh
check success

B RORE R 55 A 15 i

./check.sh

longlong@ubuntu:~/temp$ ./check.sh
check error

W AR i ik 52 IR LA L1 — BUMIARIOIAT , (8 RS SRR (R A, ISR BLR
AES B i 0 %

3. WS

B R 5 U R E O R TR IR S 23R AT, B RGERE
A IR, LI SO SRS LR, (G R MO AT )
L S AR, IR AT A R 2K R IE 00, 10 RS M it 1 OB
TR, TR R PR 2

O T Web NETIK i, AR TR 1A (2 B B LR 6 S ISP 06

T ARSI AR AL B0, PO 3 BT AT oK Al 2 D, s o AT 49 S A

PR, A SO FEE VT B ST Rl T 5 B O B BT T2
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T, G RA R A A HBFT T AR N DT, AR AE S Y )

HETE AN BE ) SN AL I 2 5T ) e S AL ? R .

— oo ik S A Ik T T PR /N ke B T D TR A M SR, IEEAE LR, WS DU ) R B
KA RZENER, ERREHMEEAGHR, wRE—KR, THEEKNERNRRL Kol E %
N, BRAIBOCA UEANES, REHRE, ZPIMEERERAE 2 R, I O EOR A R R
M, b, FERX BT T KSR, KA ELE, WBERGATREVUNN R w0 . M1
HIEMRG R, WRTHAPMFEIETEICEAN, W] G .

M, RN T m AR EME, BARXEEMGE R S5 R o BnAER, (HXFERIHRI
PR BRI S-HH, 3 bk 5 AR & R B A — € R AN

IR EMERAI, fRauREF AR, o] DUERGEE 75T 8 EEBORBEAT AR FE,  an ik
PP A ERLZ NS, BARFR S AE R R LR E A%, 17E response [ header 14/
E—ME, KIFRREIMSERETIER.

B % AR 553 IE %R [B], K5 7E response [¥] header H 5 A\ 40 FH:

response.setHeader ("Server-Status", "ok");

R H] Server-Status 4 ok SAx YRR 5% S =4 Aif 1 [ (0 25 SR 18 1K, 1B a2 0 1 BT (i 11
RS ENL, RETIEIER B7~, WA LAIASEE response [ header FF ¥ B i, Bk # % & Server-Status
A FI—AME, XA INFE P RE 8 BN B RA LI 8 R A 70

it curl X} header #EATAYM, WIL-1 &I, HEE header:

curl -I http://192.168.2.105:8080/selfcheck/index.htm

longlong@ubuntu:~$ curl -I http://192.168.2.105:8080/selfcheck/index.htm
HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

Server-Status: ok
Content-Length: 0O
Date: Thu, 02 Jan 2014 14:32:07 GMT

iz0 v e 55 4% 192.168.2.105 E#BE 17— MK selfcheck, Hrh index.htm % 3 5L Hfik
IS curl iHKATLAE R, B LK header 1 EZMA T RN TLFEPIRA ) header, Server-Status (1]
B4 ok, F7R LIV a] IEH .

i — shell fiA, BT LAKEI response & 75 40 25 X W 1] header:

#!/bin/bash

#chenkangxian@gmail.com

export LD_LIBRARY_ PATH=$LD LIBRARY PATH:/usr/local/lib
CURL=/usr/local/bin/curl
URL_FILE=/home/longlong/temp/urls.check
HOST="http://192.168.2.105:8080"
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T
STATUS=1 #l:success 2:error

while read LINE
do
result="SCURL -s -I ${HOST}S${LINE} | grep 'Server-Status' | awk -F : '{print $2}'"
if [[ Sresult = *ok* ]];then
continue
else
STATUS=2
OUTPUT="$OUTPUT SLINE"
fi
done < SURL_FILE

if [ $STATUS -eq 1 ];then

echo "success"

echo "SOUTPUT error"

FEURFE LI RER, 155 M curl MRS58 S curl A ER AR . ARG S5 IANTH], AR
M url WTHEAT A, IX G AE— AN SO AT AEISG 7Y . URL_FILE A8 & E X
TSIkl HOST 28 & iRk E LML, OUTPUT Z& & A%t W2 STATUS AR
A, 1 TRk, 2 Forai . 8 F ok, fEFNEEX URL_FILE 4 url #uhik, 83 curl
(11-1 3151, 3545 response [¥) header, Jli i:f grep fifii% H} Server-Status. 8 J il i awk % F| Server-Status
(e, anfiy ok, WIAALEE, Jz2z, ¥ STATUS HJy 2, Jf HAEHH b EAI R url
bk, £ 5 I STATUS [fE 215 4 1, WA 1, Sk plsly, 75 000t o 8, 9 HLat
[ W) url Hhk.

A O N A (RS AT A R R

. /pagecheck.sh

longlong@ubuntu:~/tempS$ cat urls.check
/selfcheck/index.htm

longlong@ubuntu:~/tempS ./pagecheck.sh
success

U ARG ard SCAE G AL SO, A AT (K25 R

. /pagecheck.sh
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longlong@ubuntu:~/temp$ cat urls.check
/selfcheck/index.htm
/selfcheck/detail.htm

/selfcheck/list.htm
longlong@ubuntu:~/temp$ ./pagecheck.sh
/selfcheck/detail.htm /selfcheck/list.htm error

Hr, detail.htm F1 list.htm J ANELE ) T
FRATTE N BRI a3 7 X —FE, W4 ARGl v B A E BT, BB IR AN AR )
K REBEFBIT, WREILARRE, feis LR E,

423 BEEGEMNAKA

EFH ARG L& hi, 808 FEECELEITIIRS LML 7wy, ML T 7
BEX RGNV W 2T . S, BAMESEASMRIT TG kR, MR Ll
MELREAE. HEMVIRE, UEHET BB EER — N EBME. a2 a8 aEme? A
RETPRMIHIR, WAREKAD. TEERERK, KEFFFEBRALE ZMIAAR LRI EUIR, Aif
IR TEUE; VGRS, KEMV MR, mTie— T FEH RGES.

W& G BV E, B PV, UV LG, FE—4itk, HESHEDIS— MO RE.
O ERREAMEZ D, XK, BNTFREPABREWMRIEW 1. 7 RI0GRIEE 2
R EMSMUI R, RIFMAPESRIEE . W4 R H 5 AE AR SLEL T 5.

i 4-2 fros, R4 75 45 th R EE R 28k USRI VPl I R G881 PV {524 2500 )7,
REBEANRGH SRR ELE, AU EHESEBFEE T detail RERIVIAEA 500 J1, 7%
FIFIR I list RERIViRIER 800 J7, B IHIVIHEA 1000 J7, 7&F)E % login RELHIVI A
150 /7, #Z|WAE T 8 buy RAEMIVIRIEN 50 J7. Hrb, detail REETE E A MySQL DB, fj
—IRVi R FHEA M 4 X DB, LLREHHE, Ft, detail 25 MySQL DB i K[ A it sk 4 2000
J3, T list BIECHE R ILKHS T search Al cache, o, list (URFIRJEIL, 753 A if] K search, ¥
WPIIR cache, IXFE list 737345 search 73k 800 J5 K17 )3 3K, 4 cache 472K 1600 J7 1115 il ii K .
—fRuG, EH UG R R, I EHA AR U, ik, b TR RERS S )
FIE W, HWR—MRAFBAE CDN 47 b, JF R a7 s adt, shasdisdid 5 0 ke,
i CDN ARG et i, BEOEAG )™ B0 K it b 2 B Ath Sl (19 CDN ZRAEHLAS LSk SREUT 1
LARRACAEIR . CDN & —MOZME M RS, IR T E0R A ARG E R, AT %
JEE AR,
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total PV
2500w
detail 500w list 800w index login 150w buy 50w
10 PC Server| |5 PC Serve 1000w 3 PCServer| |8 PC Serve o

MySQL DB 2000w / \ \D [
4 PC Server fearch 800w ﬁache 1600\/«1 tee
cluster

4 PC Server 4 PC Server

42 ZAAzHEB

LR 7 ARG E LA L, ST REFEDHEFENSRNEE. RERVSHNKE
A BTSRRI, FAT TR SO P ) — AN D T ESREAT IE DR, LAMEAS A BT g
AT ) R TEMIPLAR A E R E S 2 BV R R SIE, AR RHIRE. ENRX
LML, AN gps, 7 AMESE rte 4 rt IRBIEIEZ M LR, 50 REER L TR
OISR, WAL, RYHE Full GC, 1/0 Zf5ifalid 4, CPU load Mm%, XAME&
1] qps fF /2 —~ LT HE 0% 7K 52 AR PRAE

REIEAT IR, PN HMASE, HERRERMB—RBRE, BRLES. EHITRA
WA PRSI, B — AN, RUBTIRA 80/20 JRI, 80%M i ) it sKAGHE 20%HH) I [a] Y
FIIEKS, GEFHE AT LU RGN PV T RIS qps. WSR2 RALRHIEE EH#E )
JE i LA BRI, R AT bl 3~5 £5°, iAW F:

WEAE qps = VI PV X80%) / (60X 60X 24X20%)

SR I P R VAT qps B LASR & HLAS T fiE 85 7R 32 1 de i ) qps fEL, R T BEHL AR 1050 -

HL2ssl = M qps / TR H H) SR G HLERBR qps

JEFEAE e 5 R A VAN HH R TCTEH E 2 D PR

ARG RAT L, B I ARSERORIE I, Bt 7 R R
SiE. M2 DDos Bl i, FRGEITT R RUEUEN GL ST 5 T W24 5 RGCEAT KRS 5
YA 0, e P AR AU 30 o1 T RIS AT KA PR T 30 i RGE IR

smmiMMﬁmnﬁ,ﬁ%tmoomwwﬁﬁ-mmm.WM.&ﬁmwawmﬁmeﬁWﬁmo
6 JEIAE A2 R B AR, ANl (i s, oy i AR n] EAN [l LA AR e A2 7T AR T S (0
o) B s AT o5
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Wik vy H &, s HA G TF B, SERF S T RN qps {6 CAT 1~2 73 Bh i -F
W), RIEEE RS & A RT3 2 1 B G HLES IR qps, SRS ATAF RIPL G &
$, (EREETS 2 1T B KA :

HRTKAL = MATE qps / CRGPLAIIR qps X AL ED X 100%

AR AT RGEKAL, 0 RGERIKAE, W& 4-3 Fros.

Resource Water-Level

mow | l
751 — | ,
detail
free. 24 (24%)
33 used: 78 (762%)
=
$ 504
2
@
a
254 -
0

list ' login ! buy ' search ' detail

| M0 free M used |

Highcharts.com J

M43 ZgAklagmE’

Bl 4-3 #22 T list. login. buy. search. detail JLNFR %L HATHIKADRGL, LLEE 5 A 45T
) qps, ZEIMPARGERE. BEXFNER, RIHE BEH GED SCH E A 3 REH 7
BAEOL, MOFREETHIE, AR AATH.

I HAE e AR AR R, B AT LAl i oA RSB I () HERS (1) )0 s K67, DA R
PA RENEBE I IR 7 sl , 28 B VPRt S K .

WE 4-4 frox, RO E o, BRI IR R, Z0 64 g X IR (1) SR R AR K1Y
IKAL, SREER Y %I o] s R A i, WURRRS 25, fRBs o iy s e 15 8

7 AN highchart 2 IR, A RMOTSORAR, AT RAHAY
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! 0 free W used |

Highcharts.com |

B 4-4 R kKA

43 REEH

(LRG0T AR LI, HE A B, REUE A BIRS k. stk — B,
VLT TR 20 W, AN D 2 M, TR AR IR, B AR ) 60 I
JORHTFIE %, MRS 7. K, KPR BRI 7 fir Lok, Aok itbrde, TG
Jish T .

AT R R, S FFEM R, @t 2T s ik, feis et R gial
LIRS ) de RV Tl oo 6 (U7 ) B/ RS KRS A T A, TSR T LU AR 6T, fEDR T30
EPE L THETTIE AR G ) BTSRRI DR UL, SRR AL T, U O
PURH 20 6 ok 8 G2 S IO A, BRETSEIRE AN 58 AR, 8 FLECIBEI O AiE
AR SN Z, AT AR A . PR, M RS L, B A
(b, (i SR B, R AT RS P, LA JBE S ZR M T K PRI AL T T I o

431 REEHILE

(FA] AGEHAT— AR IR, MLk LR, D0 s A ol it o AT SO, i
WELAT A% T g 60 WG 45 TPk ke, i SL A8 7R 48 20 I, ME (R TREAAEAR K K A
o, P MRS, AT ANHBEEAS T, & AR RS, B it
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PRI LA BT, LA RS 38 3R R ST IR, o2 PR 4 oz
8 PR ACHE (PR qps), SR 11 4 ML IR IR — MR RGOSR S . A
FIRBUEER AR IR, RO RRAOR, LRI RGN A, 85 th I
BOMIS RAES M TOMH qps, FLSTURIBHIRGEIFRIEREMN S A TR it
BRI N R GERO VAP, T LA L 56/ 1 S P B0 U0 B0 S PR 45 4 0 R

BT RRZ M TAIE? B, R 7 R RS AR E S, Rt
AR EBRE, KAHA RGHRITTRER N . (RIS — 304 P S MR O ™ 0
%, RO G TAE B R R B AR, TR R RSN

T Java (015 SR, SSOURERORALTF

/IEFFRNL

Semaphore semphore = new Semaphore (100) ;

/] RAE
if (semphore.getQueuelength() > 0){
return;

}

try {
semphore.acquire () ;

/ /558 ARG b 538 4%

} ecatch (InterruptedException e) {
e.printStackTrace() ;

}£inally{
semphore.release();//##&

}

RSV, S SRAREECRY 100, BREIEROUST, o8I0 a2 3
WRTES AL, R, MEHERE, 0 i S . Y acquire ALY 5, A
T b B (L 553840 . TNV S B AR AT SE b R T 15 S VR R, DL L
SRS 0 I 25 £ 0

B4R, VRO (T A BB B A AR A, T R IR 7B e AT 238
DL 2 JE AR, A —AMI. 3 LB BRI THE R R AL, RAcfLh
AR AR, R 7 TR RAE. b TR 0 R A 6 R R R T |-
SRR, MO A EE T, WA £ b A ELA 2 I
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o S B I RN A A BASSRBA T IR IS, HEBEEFH sk 5 5
M%Tm% I AR R VO FEMNH (HIEML /O i 1V0), HA—MEAZE CPU A1
fro b, &M%, BERERSHRTH RS, RS E WU R .

it Java 1155 &HLE], HAEENES LR (1 SEER A PR S £F:
//EF RS

Semaphore semphore = new Semaphore (100) ;

/ /i AT

if (semphore.getQueuelength() > 40) {
return;

}

try |
semphore.acquire() ;

/ /4L FR Bk ay e 55-1% 4%

} catch (InterruptedException e)
e.printStackTrace() ;

}finally{
semphore.release () ;//Fik

}

Wb BEACED T, B AR BAS G BE VBl 40, SRR e K, ) 2R [A] . AR 4 JDK
'| f% SRS, W AEAE AT FH %805, W) semphore.acquire() FLIEIR A, A, CHFTIZEREIA

FEBAS, I HAEAIRIAA ﬁ AW 2R RAG TR, LB AT CPU I )y BB, (E
CPU JA 4k 2248 . CPU 543 IR 17 b J b o B 1 2R 45 L B ST 40 i s Sk 1A R JBE 46 HUTLE.E!
SRIENT rhﬁ%&%hﬁhﬂﬁw,uw CPU “FHe A1t R IR B

IR, 8 A B P T e AL LS Fp 2 15 TS DU F 5 S T VA o BA BRI
S, MR N, T A R %, MR CPU 7. IF HAE Java EAIMLT
TEALE R P AT ), FRAE TR A8 k. BIABERE S A, 2ol K2 AT T fig
2L Java JEAUAL A £ OutOfMemory .

ATy A S i A A S BA S SRE P S i R Ak, IR R LR AT 9

AU AR AN AT DL U] A 0] LA A 4G Semaphore (#1550, Al 3K 2 1L %
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A RIE R FEAT, FRAIIER A DAL, ARG RGERIE], e i E 1 AN b s B SR BA S
R, BT AR AR EE . KRR, TORMEC S WSS IR R AL ER RS, A RGEREZ I,
BRI ERACBLBAFUHEBN, BT P A SR RS E e, [ERES MR RImN, JFHARH
SRR . PRIBUR [Bl0 e R BRI RS IR, 5 v RGURENS LU R 0 R AT 17
KA, HIMEA, AREOBRR RS KRS . #HREEIIE 4-5 Frs.

E_‘> BAZ) <:I B % BN
R QA

2RI

BR
A 4-5 HRAIERT

it Java SEFLIIET ActiveMQ FITE KR AL

public class RequestSubmit ({

private MessageProducer producer;

private Session session;

public void init () throws Exception({
ConnectionFactory connectionFactory = new
ActiveMQConnectionFactory (
ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tcp://localhost:61616") ;
Connection connection = connectionFactory
.createConnection () ;
connection.start ()
session = connection.createSession
(Boolean. TRUE, Session.AUTO ACKNOWLEDGE) ;
Destination destination = session
.createQueue ("RequestQueue") ;
producer= session.createProducer (destination);
producer.setDeliveryMode (DeliveryMode.NON PERSISTENT) ;

public void submit (HashMap<Serializable,Serializable>
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requestParam) throws Exception{
ObjectMessage message = session
.createObjectMessage (requestParam) ;
producer.send (message) ;
session.commit () ;
}
public static void main (String[] args) throws Exception({
RequestSubmit submit = new RequestSubmit () ;
submit.init () ;
HashMap<Serializable,Serializable> requestParam
= new HashMap<Serializable,Serializable>();
requestParam.put ("nick", "chenkangxian");
submit.submit (requestParam) ;
}
}
Boe, i init 57k, WAL ActiveMQ [ H Session 5545 &, ARG EUERKSH, 5

K VLA A () B A7 AE HashMap 1, fJa #518 sk S 5B 2515 K IR 7H B F1 .
I Java SEBLI AL T ActiveMQ i K AR R :

public class RequestProcessor {

public void requestHandler (HashMap<Serializable,Serializable>
requestParam) throws Exception({

//do something

public static void main(String[] args) throws Exception{

ConnectionFactory connectionFactory = new
ActiveMQConnectionFactory (
ActiveMQConnection.DEFAULT USER,
ActiveMQConnection.DEFAULT PASSWORD,
"tep://localhost:61616");
Connection connection = connectionFactory
.createConnection();

connection.start ();
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Session session = connection.createSession(Boolean.FALSE,
Session.AUTO_ ACKNOWLEDGE) ;
Destination destination= session
.createQueue ("RequestQueue") ;
MessageConsumer consumer = session

.createConsumer (destination) ;
RequestProcessor processor = new RequestProcessor();

while (true) ({
/ /B
ObjectMessage message= (ObjectMessage)consumer.receive (1000) ;

if (null != message)

HashMap<Serializable, Serializable> requestParam =
(HashMap<Serializable,Serializable>)message
.getObject () ;

processor.requestHandler (requestParam) ;

} else ({
break;

}

}

A 3K 4 B AR P AS M7t A 3F KB B R B BTSSR, 8 1E K 10 S BoA 04 4A T R b BE 38
RequestProcessor ] requestHandler 77 V4T 4b#E, requestHandler 7572 ) 61 57 174 3K ft 2 {4 frt &b 3
pLik:: o8

R, BN ABERRARE, ERERXK, HEFEMRARK, UETREIHRRA LA,
RS IFEUHERE, HFHURPHARRR, N FIAFIREHATEEBLE - AER. G155
2 B R R ORI BT BOE, A ER, IFERNFERRFHSHA . T REHR
BHHE, TREEEEESREITRE, T, 38 E S AFE N SRR XL

432 HrRSHEEM

XA SOA BT T RAMIMMUER LR A, R — AN G T B AL R 25t mT i 2 R 450y 9
o AN RS AR I T ER AL K IR 55 RT RS AR S5 S B R SRR A L SO A
SO MR R RS W Be#, AT RSt AT A8 B = RS, (FR S =y RS R
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PEFEASZ W 55 V5 e il o DAL, o 42 ) e 3 28 =05 IR 95 ANARURE T T 1 P 28 K6 B R A
FEAE o 5 MR G5 M RRUE PEAS R 2 AT ARG, R T aR A A R S il Lo

1. IKEETR

o i i B g ) SOAE T v T, vERER T T, R A SR AT . 4347 2 SOA
DR R TR AR R m B . AR N XS AR T REIIRS, dd s =4k
SRR, KOS TIFRR TAERCE, MIRESER FRJLER. SR, /ERREEEET,
L] fE SR 2 HoA 28 = 7 TR (LIRSS, PRI B & T — N AR K oC &, anEl 4-6
78 o

{ Service G

i

N\

- Service A

Service B

Service C

//////*

= ServiceD !

} Service F

B 46 AGAHE A B

G TR (R ke e, S A, WERH T O, W IR ERE, IR ik il
T G IE ARG AN ERER I L, R R . N, RS R X
CUREH IR T 3K T 100, T F b o B T M IR 55 WIS o A Lo B (G, AN
(1) 2295 I o) S 4 BN, I SEAT IR 25 W 0, 3 O R O A 5 B B4 5, S0 4
i %5 I AR

o PR 2 T LN T R, R 402 ) (A EL MO D, MO AR T o1 [TUBS
ZUE TR I e Sy . A T A X R GEK 5, SOA HHy 1A IR S5 Pt () Fchi e v F, Aot

~
~

e RS A, WO a0 75 2K B A B K R, I LT AR A RS H5 A%

—

-‘ Service E
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F B RFHT
SFFIXFRE BT MR OC R B, 40U By i EAE A — R AR e F TR, X
N FE R H AT WO AN R, S Lrh B O R R A oG &R, BLRCR A RO, s AL
& (R ZE T AT R ORI T R I o
W 4-7 s, @RS HETHE, LA RN IR S5 MO ik 55 S T AR, ]
PAZ3 AT AR T i MR 45 O H - BRI 95 450 FH 1R KK
A consume service B
B consume service C
C consume service D

A consume service D
E consume service A

A consume service B(1 times). D(1 times) B consume service C(1 times)
E consume service A(1 times) A consume service B(1 times)

M 4-7 AR#iX R 5T

2. RFERELR

R B, FRATTRENS FIE AT RS0 H] TR IR 95 S B L IR A5 R A . R ok, Ik
ATASE T LARRES 4 57 2R S8 A A R IR 55 S R GE ORI T M ) I 55 757 23 5% 0 I 1) 137
R, DABESR SR 4 i AR S 2 o

RIS HIUATEE , W NSNS el P TR, BREF MR GE L, i R A &
RENS SN HREATAHNALBE . A5, KR A0, A7 0T ks 2 i R e A 2 B A mT TG %
BH TS, SEHIEREARKS, RHSMIE, XM Ed. W BRI, Wb 1% i
AR — AN AL O EERR D 8K, SRR sUb, SR ZB R K RN, AN
FEASASGERT SR AR S5 o

S B 5 55 8 FH I HE B 2 ) T B (AR B LE R T o 8 T DRI R AR R O IR 55, o) LR
ABIME, AR AR P RCKGE L IS B, B SR 2RSS B 2. I IR 55 T H e b ¢ i
Md5 B, JFdE R — AN ), 2 ) fd 7 BUS AR RIS JE AT Fk, i iR
B, WIS, 5 WIARSE LR IR IZIN A5 PR IOIRES . PRI IR 55 R e AL o SR

9 KTHAmM B EALEIL, 55 5 Rok ka4
10 IEHE N0 T RS TP 5 405 25 W SN ), DA 2R B I 1) hang A1, FLHING I = 2 20
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T LARE R PR b8k G M 8 T B G R

3. REHR

XTI AR 8 KU, T T AR A AT O IR BURCHE 20 AV, I ST R 1 A
M2 U P BETROE . LI VR N 11 4% 06 A R LR A B AR
SR, A TARMAEAS . B0 FELE, L2 R ATE K. 1R
(TR BRI, AR SRS, RTINS

M5 4558 100 7 B IR 2508 20 1 MO DR SIO0EAT I S WA PR SO R Lo B, TR
AL . YRS K TR RN, AR G ORI M PR R B 5
iR, T T BRI A BRI, AT LU« E2R AR,

AR, SRR A TR, WIERS. JFO%e BRI RT s
OPEIR S SERICS A S B, T B S, RS T B A S A,
TG A BT IOV, i 4-8 B

T& Bin BERRD

i
i ot

BrEEER
35

A 4-8 A P4z 8. 10 IR 509 4R A%

B P45 AT ARG, ENIM TSR A S IX 4y, iR G R BN AT
(25 5, ROkl S8 5 PRk, BT DRAFH: B2 EEE ) A MR “rbRs” -
ASULIE, WA G, AT RES SECRAS T, BEE SEA A Z TR 1R AL nT BAT O
T RSV G 6 B AT SHER JLASNAT, 3T R, I an A e DRI,
s JCHER), RO, R TR B IO, ORI s, AR G IR A .

M RAGGEAT VRS, AL B R AT I BN, KA e, AR Z R AU BATAR AT
W, R 2 T ORI Ay, AR R . SRR A I X A RS
ARG T, WA S5 6 0 Ay o TN, SR S8 1 8 R o Ay i B, 1T LA
LW L RV RS BRI ) ol A IR 25 1§, LA 2% I 451 % R RL i bt
U, RS A AL I FH R FH 1k T R eI B i R A
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4. FFx

UERG R, R SRR KL, S ] I S I B S A A B R R R
RARGMFAENE? X TFE RGNS E XL TP IR B 7 IRk 53R LR . JFoCid i 1204
— U T2 R R, RIBHI RN RS, Flw, oTelg —MEERiri
— NGNS AT RS I E, MRS TR AR, K A% OB 1 F B il
Emeid L2 G, FBIAHN BT AT I

L8R, F—NNH, WTRBSIMERZ MRS, WRIREZFERRERERL, HXAY
M RGEAZ R, XA AT DU — e 4R O IR S b, LR R G il , Uit m R4
S A% 0o N FH B IR 45 6 70

WK 49 Fion, BRSHETEE A FB OB T RS- ALE 1, IRSSH T C OB T IR &40t
2, BRSH A D WA T Ak SS4e 4t 3, MRSG4e4tE 1. 2. 3 M MFEER DN S, i
FIHTE A KBRS, NSRS . UERL N BT EMIKALR, A T REEAT AR % 7
H A WIRSIEE, WL B el I OOk BRSS9 B XRHIRSS$L 648 1 A, JF ELALTS
ﬂﬁﬁﬁﬁ%%%ﬁ%%h#%zﬂ%%h#%3ﬁ%ﬁﬁ%%% AR AR Y. FH 1) 6 2

L ‘-‘-I"h H

maa EEunE

I

' BRS [ BRSS
| | it gt s
| g 1 2 3
| |
|

|

B 4-9 KM N T RARRE AL S BN ASE

5 RAamE
BN ZIE R A, K NLEE — IR R R SN, D R8T E R,
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K, EARE RS H ISR RIS T, BRI, DB NS, KRR BRAL, HEE
i ST, IF B W M T SRR, DARAR S A G G0 T X N R B A TR F R
FERTAYE, e X TE 00 T B TENR M REE A Ry K, I HaX A SERr 1 th AE e AR
7Y

IV BT G G B A R e R 25 (), R A% O N F R R B, 6 TR,
fifh A E R, B ERE AR k. ST EAMRRR R AThRE, SHENHERIT R
i ) T ORI

HR 45 IR K e R e B “ 427, WRLS A E 2 “Ih 7, LENMEEEERIN. %K
N E ORI B SO R g e, FUL TR E RS AEE 5 RS H R E &AL T H LR
ORI, LA I VA B AN 3 SR N R B R RIS R A . LR T R BT R PR AL 3
MURE, K BRG] RE G 1 & A G Dl R, i A A BGd S . KBS HL. DDos Biiti. #)EE
B R LR S . BN A S s A L, AT DA SR A Rt & LR
- HLRAN N A KA, W LS AT N A SR, RRY A MRS HLRY
Wol, WMRHARLEE N, ABREHEER, TENSERM, —BEABKSE, NS HEL
&Y S AN B BT I S . 1 B 38 DDos By, AT LASH X Bk RIS BU BT I B TS VE
L TT KT A RS R HEATIAIE, I B BhifFEpLE], BTN MIBE. X FAENLE 53R 1
fit, ERGRI L EHEINAE, —BEYSBHIE, KR TR, HHIEE R
WEH] b2kt SRR R A, U] DG SR ) B B R, KU R AR S | B ILABATLES
IEA I I Z LS S E MR AR, R —IRER.

W 2 TG o s SCAF AT RE B E 1) R, DA S AR (A ER 5K, A b L AR e R 45 T R
W, WRLEE CZE7, mMREER “U 7, — B EUBGRAOTE L, WDRHAHC TR M4 B A TERE,
LG — L TP eSS . N A g S 5.

& E—4h, G FHED, A7 MEUE, BHFEPNEW bR, DIRRAAXKTRE
FHEAERLTE, IXPEAEIE R MRS, A R AL AR A

4.3.3 BHERZIEIT

R TALGe i A i, B F 7 25 A R S 3, A5 AT AT LIS Y (5 it o 2 52 50
WS, 6L AT, MRS U E AR AE R — R, P LE AL
WA, SUEIRIE, U R K1 I ) S B 2 Tk, AR B AR B e i BT A AT 1Y
Pk

EE R AV SVl ARG e T, RS GRRE R a] YA T R, AR
ARG BPk, B A0 4 2 5 0 R A AN i R, A T A R F AR RO
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RHER, BEERAEL.

1. #IERFIE

JRFIRIETR AT D FIMERIE, ERAPITHI, BEAPITRM, A EpaRE.
EZARREFT, RPRER N EREEOMS, EF ARSI SRR LS, B
K170 Java R 7R . BAREMSESE. RN, RTRERE 4% LK 2 LRERT bug
MOk o FFARAMORA B FIEOR B, AR REW I, KA R 20 Bk T

AN T, K50k s 5 B count Ziit TSR, —FpscEl n R

public class Count {
public int count = 0;

static class Job implements Runnable{

private CountDownLatch countDown;

private Count count;

public Job (Count count,CountDownLatch countDown) {
this.count = count;
this.countDown = countDown;

}

@Override

public void run() {
count.count++;

countDown.countDown () ;

public static void main(String[] args) throws InterruptedException {

CountDownLatch countDown = new CountDownLatch (1500) ;
Count count = new Count () ;
ExecutorService ex = Executors.newFixedThreadPool (5);
for(int i = 0; i < 1500; 1 ++){
ex.execute (new Job (count, countDown)) ;
}
countDown.await () ;
System.out.println (count.count) ;

ex.shutdown () ;



BAE RGREME | 207

}

count Xf % 47— count [1 int KT EPE, Job DT EFHALS count X H K] count J& M f++i
B, I —PME 5 MERENLED. BE 1 count FX=EXE, KBXEM5|HEREE A
HRE, BREMTTLA AR count EYEM+HRIE. F—F, BFMEHKMA AR, BHEFET
M4 R D REANIER, X2E N Ale?

] @ 4 7E count.count++ |, IXEW K ZELREFLHIR S Fritz s, HPREZEN—S,
count.count++ A& R HEE, 24 Java {UIE S &M Sn B A DI, run() HVESBEGRIER LA T
JLE&Fe A

public void run();

Code:

0: alocad 0

il getfield #17;

4: dup

5: getfield #26; //#I count.count #914, FHLEAKT

8 iconst 1 //¥ int A 1 EARKTR

9: iadd / /AR int RAMEARI, FHHFLEREARTR
10: putfield #26; //HERMELERRILL count . count

13: alocad O

14: getfield #19;

17: invokevirtual #31;
20: return

1

P52 A count.count+HEEAE, e EH count.count 55 1 AK, SRJE FAHIN, dJE PSR
# % count.count ZE . fifE ZAFEIL T, AT AEHITSE getfield 842 )5, HABLARILI HA
17 putfield 5%, % count.count R, IXFEHL T count.count 48 i 5 H SR I LR AT
(EA B0, PATIE iadd F84 )5, TREGSE RERI2:, o HILRTIR.

JDKS5.0 LS5 JTUa4 it Atomic Class, %45 CAS (CompareAndSet) 4% —ZHIJ5 f#fF, K
ATV AL 2 e R R o SR S RSB A A, T LU JDK SR AL A0 Ja 1 A bt

public class AtomicCount ({

public AtomicInteger count = new AtomicInteger (0);

static class Job implements Runnable{

7 I S A it % AHJE 20 S FH R I P i R



268 |  AREDHIIGEANZIT 5L

private AtomicCount count;
private CountDownLatch countDown;
public Job (AtomicCount count,CountDownLatch
countDown) {
this.count = count;
this.countDown = countDown;
}
@Override
public void run() {
boolean isSuccess = false;
while (!isSuccess) {
int countValue = count.count.get();
isSuccess = count.count.
compareAndSet (countValue, countValue + 1);
}

countDown.countDown () ;

}
public static void main (String[] args)

throws InterruptedException {

CountDownLatch countDown = new CountDownLatch (1500) ;
AtomicCount count = new AtomicCount () ;
ExecutorService ex = Executors.newFixedThreadPool (5);
for(int i = 0; 1 < 1500; 1i ++){

ex.execute (new Job (count, countDown)) ;
}
countDown.await () ;
System.out.println(count.count.get());

ex.shutdown () ;

}

it AtomicInteger f¥] compareAndSet 7772, A 4BE ) count {H 5 SEPRIT) count i 4[]
I, AR 1 JE R ] 25, 8k G R AR 2 2R AT R AR RO AR 5 X S B0 Hedls 3L
it & F Atomiclnteger [1) compareAndSet J5 VA1) 5L, ATLAR I, ‘&1L ] Unsafe %) %
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I native /57 compareAndSwaplnt J;2: K 5¢ 185 14512
public final boolean compareAndSet (int expect, int update) {

return unsafe.compareAndSwapInt (this, valueOffset, expect, update);
}

Ifil native J57) compareAndSwaplnt £ Linux (1) JDK )58 an 5.

UNSAFE ENTRY (jboolean, Unsafe CompareAndSwapInt (JNIEnv *env, jobject unsafe,
jobject obj, jlong offset, jint e, jint x))
UnsafeWrapper ("Unsafe CompareAndSwapInt");
oop p = JNIHandles::resolve (obj);
Jjint* addr = (jint *) index oop from field offset long(p, offset);
return (jint) (Atomic::cmpxchg(x, addr, e)) == e;

UNSAFE_END

Unsafe CompareAndSwaplnt 1z #¢ i il Atomic::cmpxchg(x, addr, e) X sEBLJE F#4E, 1M
Atomic::cmpxchg 71 x86 4L #8424 K (Linux F) 1) JDK SEBn F™:
inline jint Atomic::cmpxchg(jint exchange value, volatile jint* dest, jint
ompare_value) {
int mp = os::is MP();
~_asm__ volatile (LOCK IF MP(%4) "cmpxchgl %1, (%3)"
"=a" (exchange value)
: "r"(exchange_value),"a"(compare_value),"r"(dest),"r"(mp)
"cc", "memory");

return exchange value;

}
i3t os:is MPOKFIME i REEAE T A B RG, WARIE, (E4RIT cmpxchgl $746i, SEil
i LOCK IF MP %502 S CPU SZRAIE, JXPEI] 7 LAt Ak F 3% gt I AN fi i ol A oK

Uil AL, AR UE %455 (0 2 AP as AEE R IG5 Y. i cmpxchgl $54 0 55 J T eax 75 7 a8
(1) compare value % B At 77 1S exchange value 48 5t RMELAT A, Wi AH A%, WHATT exchange_value
Ui dest [FAc 4B 41, )44 exchange value (IR ], SErfr, "=a"rhf= R4, 1fi"a" &R eax
GAE T e AT A A, e 4 VR % 4% cmpxchgl TE4 IOBAT, RS E

12 PG K (1 openjdk6 (Fdfih, 90y I 4 bl http://download java.net/openjdk/jdk6/promoted/b27/
openjdk-6-src-b27-26 oct 2012.tar.gz, it H jdk/src/sharc/classcs/java/ulil/concurrcnt/ﬂtomic/Atomiclnteger.javaa
13 %A K (1 openjdk6 [P, ACHYIFIEE 12 2 hotspot/sre/share/vm/prims/unsafe.cpp.

14 % ACHY # [T openjdk6 (1A%, ACA% (F) % 4% hotspot/src/os_cpu/linux_x86/vm/atomic_linux_x86.
inline.hpp.
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PREFAFN, 1 "memory" W2 5 Vrd PR 4% %5 < F7 B HH WA AFH R S BT E, -2
& frs b CRAFERIHE UL

%%, JDK ifiid CPU ] cmpxchgl #5413, S T Atomiclnteger ] CAS #4f (1) )i~

I3 TG DU Bodle e (0 55 B0 AT, B 9555 AT ACID Js 1, Bl st 5~PE (Atomic).
M (Consistency). P& (Isolation). ¥FAME (Durability), A% FER— RV
BT — PP M RIBCIR AW R 2 1E FARZS T8 A0 FEAE 72 H R T L RENS Rpr Bl i — St
I BAETN F AV el B, K530 12 RS B2 (1Ll 8% 120 15 vk R e S 1 e ) )88 A A T4

e 455 th B AR DBMS RGURARFEARIEM R 11, [543
PAT R W55 b P A R AR G SR AT RNR, MBS PATHTAPRES . S8 55K
MIREATREIR S, AIRERBEABHATT & RN, WA ATREL M FE, LR RN
JRtshs, % M BHGSRM, TR S B SaR T R, R AR
R B HESHATATRPIRE, DLORFEEE 0 — Bk, (B SaRMEE A 2L, EA 2RI,
3 G A b RS

AT BB PERE HIK R, DBMS R G H i YD 55 H 38 LG8 55 v i A7 5 44
PR R BB, LAGESRAT RIG 347 3555 (9 [BliR . LA MySQL ) innodb {7fi#i 514 45, innodb
Tt 5 | BB I TS 3545 H A 107 SORMRBE S5 10 70— BUbE RIS AE. S redo HLG
M undo Hi&, redo HAETERGE il L X H 5 RAEMATEM, JRFEHERIG, R A{F ]
A AR RE R B AT s T undo HAEWIRESETE 31 55047 RIGT,  FIHTIX 4 undo
{5 SRR B 00 S 21 3 5 AT AT AR

H55 HE M LR S HATRIROCR, A 5| A F BB SUT AR A RIS % HE S, (@
AR X EE A A P I T AT B 2, A T BB SRR B [R5 BRI RE R
gFhbRE, HEBAR—/NREKEHIF VO, 18R 2 ERE A RS W REHL VO, RSk %
ANMEMBERILFEEHBIRNOCE, LEREBEEM. BEFLSHECFAI, BEREE T
PAFRERI T SENE, AR T IR B AN MRCE.

i Java AT RO P 55 HRAE 1 AXRS :

Class. forName ("com.mysql.jdbc.Driver") ;

Connection conn = DriverManager.getConnection

("jdbc:mysql://localhost:3306/hhuser", "root", "123456");

conn.setAutoCommit (false) ;

try(

15 ST HoH 122 9545 (K14 44 W, http://zh.wikipedia.org/wiki/ ¥4 13 45 %5
16 FEG AN Z 0, SR SN R, SRR b TS K
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Statement stmt = conn.createStatement () ;
int insertResult = stmt.executeUpdate
("insert into hhuser set userid=125,nick = 'chenkangxian'");
int updateResult = stmt.executeUpdate
("update hhuser set nick='chenkangxian@abc.com' where userid = 125");
if (insertResult > 0 && updateResult > 0) {
conn.commit () ;
jelse(
conn.rollback();
}
}catch (Exception e) {

conn.rollback () ;

}

RIS 2 /6 4 % hhuser 1] hhuser #7P4di A\ userid &y 125 (I id %, SRJ5 K usereid
3125 (AL nick SEHTA IR, M4 SQL i AJLER] — DS AT, WIRME—4RiER
PAT S, el AT R, [ AT R 0, W45 PR, SRS 3145 . 5 TREE T insert
Fil update P4 2% i 1) (1 L1~k

2. ZEERY

[ A0 1) Bl R R T, F B UL (IR AT o 2 2R R0 4 1 2 R R 2 Al PAVAT (Y It
IV ARG R T ) AR )3, JF AT 45 B 5 U5 ) s R E MR i k. AT
R LR S5 SRR R A, TRATTH BERAE Bt ie] A AT AR R RS R L AR
o F A, MR T BRI, s AT e TR R R . PR R A
ol SRR BACES, BRI A SRS B e XTIl SRR Bk e, A7 AN 5 i TR —
— il AR, T LU S R R O R, W AN R A AR BT, A
SeARARE, i R s S GRS BN, WIPRE R 4 A 2R

ML count VAL 1, i E Java g ] synchronized S 7RI K S LR R ] 1)
il 2

public void run() |

synchronized (count) {

count.count++;

i ik synchronized, AESSARUELT I %0004 AN ERATENEAZ L count 4. synchronized X
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BFEERERwFZIE, SERPBKHETE 2 5 K monitorenter A1 monitorexit iX /™ 17 i 455
Lo MAKBFEE, run()/7VE R g R 10909 fa BAARS an B Frs.

6: monitorenter

7: aload 0

8: getfield

11: dup

12: getfield

15: diconst_1

16: iadd

17: putfield

20: aload 1

21: monitorexit

monitorenter 1 monitorexit XX PN F 1T P # T E — 5| R AU S5, kg W8 E Mg 8l
X% . R synchronized MIHIEE T X RSE, BN ST L MEANSE, RE A
W¥eE, WIFRYE synchronized &M1& SEI J7 V2 /& K72, R AR BIXS I R0 5 S A71 5 3 %) 1
2K Class X2 AE 8% % . fEHAT monitorenter 5§41, 750 B2 KEOT S 081, i HFiX 4
N EBEHHE, HEUWEECEIME 7202008, WSS EEsm 1. FHNE, el
4T monitorexit 5§ &K, BIFITFEEE S 1, MIHEE N 0 1Y, RORBUBIRR . Qi S IRI %
FIBIRM T, WARTLfEF 2 ESR, HEXNRBRBON 1L .

7 — 77 N2 18 Fl ReentrantLock K L ILELFE (0] (9 [R] 2P . 7E count Xf % th fin A
ReentrantLock 5L ;

private final ReentrantLock lock = new ReentrantLock();

SR JGTE count.count++2Z AT IN4H, FF HAE+HRIETERZ G, BRUGES HAb £ F

count.lock.lock();
count.count++;

count.lock.unlock() ;

XFEXTT count.count AR R IKHEME (YL R AT T, 8 S 1 ERFE W] (3% 9« HI%S T synchronized
1M » {4/ ReentrantLock fI4FAbJE, ReentrantLock 5545 & w] LA K . i tryLock(timeout.
unit), ATCAZERIRAFEE, JF HARE SR 55— ANREYE AL 0] AAE A ReentrantLock I ]
NV, PRI 2 AR S AF IR AU, D625 IR PR B 5 I LY SR AR YA 3K 7 6
synchronized H ()8R AE A T, BRIATE UL ReentrantLock 124 1F 28 110, {HUE 0] PLAE K3k b8
Horb i se A 218K
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A1 ReentrantLock K iit, A4+ s HFFYE, &0l LLRIAS 4852 £ /> Condition %14,
DL SE TSRS A A 14 ) 25428 1«
class BoundedBuffer ({
final Lock lock = new ReentrantLock();

final Condition notFull = lock.newCondition();

final Condition notEmpty = lock.newCondition():;

final Object|[] items = new Object[100];
int putptr, takeptr, count;

public void put (Object x) throws InterruptedException ({
lock.lock();
try |
while (count == items.length)

notFull.await ();

items [putptr] = x;
if (++putptr == items.length) putptr = 0;
++count;

notEmpty.signal () ;
} finally |

lock.unlock () ;

}
public Object take() throws InterruptedException {

lock.lock();
try |
while (count == 0)
notEmpty.await () ;
Object x = items[takeptr];
if (++takeptr == items.length) takeptr = 0;
--count;
notFull.signal () ;
return x;
} finally |

lock.unlock () ;
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X Oracle B 77 R4 AT L% T Condition 11— ML EH—F REMPX" .
NotFull (Ei#) Fl notEmpty (JEZS) BIAN&MES81 lock AL, M2 X M4aT kT RS RT,
notFull £cft await, $WAT put FAE R UATLAEPLZE, H HBBCSET CIRE B, H 3 take #RAFIN
17, notFull 514 signal, “ERFIVLEFEPIMEEE, AR T E TR lock HIBL, A HEM await
R, 42X A2, notEmpty 4514 await, FHAT take HAFE M MATEEFERLZE, JF HR Y
AR, HE put #4EHAT, notEmpty 451F signal, 04T take FRAF L FEA fig 0% it
B2, JHFEEEBIRS lock M8, A HEE M await 1Z[A].

3. HiE—H

ARG B R & RGN T SRR, JF B S R AT SR A
FRHLES L. T2 AEIARNIELE, [ER%E A -SHERANRE. Bk, F2onlR59
RS9 — BB R B, R RERPERERI AL RE Sy, IXFEANIR] I — SRR
FHARB SR

9 — BUE SR TG IR EARE 1 SR R AE R AR R A L3AT, Z e iR E AR S e Sk
FIFEH R AGE . AT RIS R, EMSE AR & EHdT, BSRIER
B ExT 2RISR, FAAREE —ZE, MR EES SRR S NIRRT
B, ARed BRI, A NWEE A RS A B XA OL T A B A X FE SR R
BAEMIR 7Y, I AN RSB R PR

55— BEFR AR RAEMEN B TR G, J5 S0 28 1 SR AR BRI AT §E R SEHr T
HME, MrTRER BTG M. 2 eI R 5 e & =l — B ), X B (i)
MR “A—BMHEA".

BB RS BN R BRBR, Rh I T R SR PR B VR 5148
EXFRGERIERT, “A—BUEE D7 B AT 4 GBI . RGN 5t BORE A1 A5

AR RGP R & — BRI 7R 2, 0 MySQL il 1) =/ MBI 1726, ZooKeeper
] Leader election #1 Atomic broadcas 5.

4. ZEAY R

ARG AT AR TG, R RGO AR RE ) BE IR bR . ST e
HRRE ARG R ELL R DK ), H2RHERMEF &, (EREG SEILEEA RE M b1 e
NG . P EPISSEELESZ TR A R, R ) 2 0 TR )R AT PR, R
AGIEEA. I HEEAEREETE, peA b e BTt m, UL, vy Rk & n i & 1 R4

17 Oracle X T* Condition 1M41[f) Java doc Hilik 4 http:/docs.oracle.com/javase/6/docs/api/java/util/ concurrent
locks/Condition.html.
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Ay R

K55 RGN B KRN PC ARS8, KB BUA T BN R HLEL 2 AL 0
GRNFERE . HATRGY RN, NEEMIARANE, BRI A TR T, Dk
ST R R EHR, AR BHTFEEOEAKT . AT AT TEA RS EX
W, TR I ERE R, RAREES, [BAAESERGE LS LT TR
R

REHIITY TPt 2% 5] —SEEMHIL, CAP HIE™EH, LM —BOrE. T AR
PRI S A B R T RGOk, RN, B, ERERIN, A
A, FE T, SEARE TR SR, UMEBRAE S TSR, .

FE AN IOE RG], WL ERE —Sekk . R RIA R LTS R (15 4P
B, KSR B RIS T R

5 HEBER

Ry v R M s AR A XA AN —— A . FEIEEEOLT, 0TS e an S SE ok
b, [ 2 5 EAANEOEARIRE, Fb R SFABAHE. B2, X FEPRESD. K0
BEFIRT b J2Z 05 B FhoF R AR m g o, IEOUERAAR T .

U i S AR AR AT M R IR 5|y, RERSAERE I T TR 51 KKK, A — K EFEPLER
R M BN, 8B AT U % T HORAT T BRI S . i HAD RIS 1E 2 748 R I 1]
TG, SXRESE IR 7R 0 8. fERE BTG BRI, P 6 SR 2 A7 R R E G
W (] f¥) qps AIIA~F-IF I L T4, OB R e e v A SE I R AR K Bk ik o

SR e o) A AL 4 B BN ] TS 5B R BBINA A F3ad mAT R, k3
AN TR LAl B I SR A f S dh . e A i B Ay oK, (SR MR SR e RS,
JULRT LN BT L PR A REM AT IR AR . MR, BEABIAR M AR, (W Rt el
AT, BRI E R AR AN . N T B 1 R U B AR U S UE S 74, AT AR
)2 KRS, W “14+1=2 7, SXPERIME RS TR B, thIEvk A shRE R
MK, WD E AR AN R IR T B B RERGN S I MERAR, AR R T B

VSR T A R — B T, R O A ) F R R R, L
AT T, FEAEARAE S . DRI o 2 S 2 PERA S s B e i O g g, O ol A

18 CAP Jif i iS4 2000 4 1 Berkeley (1 Eric Brewer ##Z{E ACM PODC £ LHEtH (K, dt)s, MIT
(t) Seth Gilbert fil Nancy Lynch M Ll W] 1 Brewer A{ARM IEMYE. C &8tk (Consistency), A
Sl HIPE CAvailability), P W&/ 350 % ] %5 Z2PE (Tolerance of network Partition), - -SCPE A ] P O
BEER, 401K 0] 2 GO0 S B 1 4 Akt R 81 T P EROPE R S, b ol A rT 4 e,
il h, Bk AT THPER AL K AN AR A [ Il AL 1
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A RBAFEAR, Rk 80 S RN UOE sh A o AT A s R, AR B R RO S 0,
R S (R e SN o W AR, ERAR RSB R, BERE SRR R HAL I R A AL (gps)
him, R AEILRE ) R I RAF AN FEBOR, FRE A2 2 1, Al R i i
T2 B B P B R A AT B 2 T U AT S 4 4R A bl T SRR A7 X
PEANFER —AH5 4%, AR SBUR RS E, AT Rl FEAARRING S L
MIBLZR AL BB T PR, TR R, s “03e” ML RE, IF HAEE Sk
HItEOL T, SEOXM RN EAEH e, i 4-10 fros.

| ——————— a | ——————— |
| 1 ' | 1 '
' F"'F’;‘IVZ l I - I
| REE gy | l BEE i |
I o =3 T T I I :
| ' | 1

| T2 gy : | TE &K :
' _______ | I _______ |

B DS

B4-10 “RBE" F “IE” AL

AT BESEAREA—BURNR IR A, I ELORIE AT 5 TR AE I8 7E = F R NG00 FIER X, arLl
SR F SE B PR A A0 S PR A 23 B D7 3 e T DU AR IE RS A R B R PR R S, BEFA
Jadm ZR G0 T BRI A B W AR SR R, BRI AT LR S A IR A A U PR
1T A S X0 B ) PR B AT TR A7, IR R B 0B AF AN B rT LATER] A 3454
FHAT, B BLEEE A —BUNTE Ol PEAF SR RIS, PR RO R o i i )P B A7

SRR PEAF SRR 2 B 5 B R T MR AN — B el B, AR — R K 5 N BT )
e M A8 ZE 40 Oracle i1 T4 FEASCA KR, K 43 FLIE 199 Al 2 1T ik FH FJ5 1) MySQL s P
MySQL HRAEFFE 51 EHIAFE, RHIAFEI BRI . myisam £76f 51 50358056 R 1 2 R i 5
%, S MHPRETEREN, ZHAP RGNS SRR S A
innodb 174# 5 5K KINRAT BsENE, NATEX R 47875 NMRAER, BHLRIA 2R3, &
1M 5 M., innodb i & i &K 5 A K155 .

HRARHA] innodb 74519, XFT @A T B M5, SR AR B ? &4
FHZJE, B AR ST OB . N T2 SRR A TR R, R A B Y SR A £ R
RUEBIDRM AR L, TATBIAELE, AR M AT R e . — DERFIRTE T
BILUE, oAb I AR SR B SE R, X R RGO VAR 2 AR RO R AT I3

19 I3 A 29055 SEBLT 5 B4 Hh R MERE AN Ay



FL4E RGREM | 277

FHEEFREEN, FH1N%ES
B AR 4B R 55 -

ZAT

MR,

rt BRI, S S BT RO

BEAR = 25 Sk AT 8 T EUCTE I R MR R BEUR A ) B, R4 7T LB 6 —A4T B 7 43 B
(] LAMRBR AT 81U B IR AR BRI A I 1) . 48R, T SR AR e A B eh BV — 4%

ek, ATRICRH 2R eng, Qe A id U, BEMLSE, SAEFED sum RECGHTICE, B

G FIEA, AT U HUREL, UAMHRAURIERIE Sy, R 4-11 BT,
id AR Ntg EE
10000 [XX=F#7, [¥100.00 [10000
id 2R i) EE
10001 |XxZF4, [¥100.00 [2000
10002 |XXZF#, [¥100.00 [2000 -
10003 |XXZE4l [¥100.00 [2000
10004 [Xx=F47,  [¥100. 00 ]2000

select sum(#EfF) from Fifn &k — TEES
update 7§ % set FEA7=E{£-1 where id=1000x and sum(FEA7)>0 —> RESF

B 4-11 FEAHTFFo, sum RES

AR, KPER S SRS LR, MR T 0 I, A R SR R T RERI LT i e
Bl 4 FEAE N 0 (OAC R, SRURPESE R, 1M SEbr LObmhE A HAb L R A A 0 /Y.

4.4 EREMCIE

TF % N 3G I G20 AE 8 2% el ik 1 CL T %% 6 R 1 file A6 P /00 £ 8 U AR 95 47 3 2 1O 1
P e P R, b T . )T YERERIB R, (AT AL A
FHEH A B R, RSB M RE .

o1 F X M RE AR

Web (IPEREAAL IS BTG . IR ImAEAL . B0k RGEMRAL . AR PEA DAL, VM R{L
e AU L, AN RN 2 AT A AR TR, AR
VLA e T 5 T L, A I 8t 67 P PR AL

4.4.1
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STHERENRE, B PHEREEN L, @RIFKATLUILK S, 2Bt
o MERENRISE Pr AR A R B P S R AR — B, R b EIXBRFEMR, A REM 4T
b A% N B A AR P fE

1. Biimfit TE——YSlow

YSlow? & Yahoo! $R4EHI T UM RE /AT OB W8S 40, BB —F % Yahoo! 21
FHAFENY T 78 70 AT (1 T REVEAS R, R 24 [T DU AT M RERL I, $RHE F~A A
MVESy, F ARREE, A Ronkdf, I HA 00T E A B8R R r R d i 34
A LIGH i AR 5 B0 R DRt R BT AN A2, FEX B O s RN AR 25 B BEA T AR (k. Y Slow
I S 4-12 Fios.

Home | Grade | Components | Statistics | Tools

Grade {? Overall performance score 62 Ruleset applied: YSlow(V2)  URL: http://military.china.com/zh_cn/
ALL (23) FILTERBY: CONTENT (6) | COOKIE (2) | CSS(6) | IMAGES (2) | JAVASCRIPT (4) | SERVER (6)

Make fewer HTTP requests

_ Grade F on Make fewer HTTP requests ‘
Use a Content Delivery Network (CDN) [

This page has 37 external Javascript scripts. Try combining them into one.
This page has 5 external stylesheets. Try combining them into one.
Add Expires headers This page has 17 external background images. Try combining them with CSS sprites

F
F
A Avoid empty src or href
F
F

Compress components with gzip Decreasing the number of components on a page reduces the number of HTTP reques
reduce the number of comp ts include: combine files, combine multiple scripts int|
and image maps. [

C Put CSS at top

A Put JavaScript at bottom

»Read More |

A Avoid (S5 expressions [
[

n/a Make JavaScript and CSS external Copyright ® 2014 Yahoo! Inc. All ights reserved.

A 4-12 YSlow &9 8 P @

2. T N 5z Bt [E]

e 55 i BT SR P g [ S SRR 8 A T T P o 7 B ] R B T PR A A e R AT O, Sl R
BRI — AN EEE R, SBIBS AT AR firebug®, FRATHEOENE A HF B8 TTH 19 b1
B a], LK FARRE— NG SRR SR OIS (8] o SXREFRAT T GEAE PR £ 21 ma 3 1 R 5K, 4B JeL K]
FATA . Firebug i 7 A & 4-13 frox.

20 YSlow Jit F Mhhil: & Yahoo! 41 tH fy 5 iy IRIPE iR — R FUIN 8, hitp://yslow.org.
21 Firebug, https://www.getfirebug.com.
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l e, || S| - conscle HTML css script Dom | Net + | cookies yslow : .
|| Clear  Persisllanl woman aScript  XHR Images Plugins Media Fonts
o ~ URL = T AT i L e o) i
+ GET www.yahoo.com 200 O 203.84.197.25:443 Bl ot 2.18¢
% GET plgif m 119,160,254, 197:443
+ GET pl.gif 0B  119,160.254,197:443 T
+ GET pl.gif 119,160.254.197:443
# GET pl.gif 119,160 197:443 ol 255
# GET p2.gif 19 il e
+ GET p2gif 3
‘ + GET p2.gif 253
‘ + GET p2aif 119.160.254, 197:443 T
* GET combo?nn/lib/metro/g/uL_us 118,160.254,197:443 d 163ms
+ GET combo?nn/lib/metro/g/fp..m 200 O« 119. 160,254, 197:443 N asom:
! + GET combo?nn/lib/metro/g/br_bi 200 Ox 119,160,254, 197:443 il 372ms
| + GET aLmin.js B 119,160.254.215:433 S 647ms
# GET combo?cv/eng/externals/..bn 200 Or 119.160.254.197:443 il ssims
[+ GET combo?cv/eng/externals/...bx 119.160.254.197:443 ..J 543ms

A 4-13 Firebug &9 P %@

AR, T SRR N T R o R g B e b S AR ACHRBR . USRS
WA, JE ELZ s 0 R0 48 AT th AT A I T, [T it £ o [ ) 1 AN Tt R
e, R 2 HE LR BRATHE S NMEbr, BIIRSS R RT (Response Time) (8] . 18 i k%5
i) HERECE, HANIREWE B — NG R m R ), JF B dE AT s Mo,
I 498 100 S 4 26 B B Wi S I (6] PR R A8 (b S D B I L, Bt R IHE — Bt ) 9 R L s A B
o) T I ) )

3. 7 AN LR (8]

ST AT R A (R SR LU T SR AT T SR N e S S sk g s R, O L A B
RACHD . XA IR 40T, AN i A B B 7 i RARESAT , (E 3l 5 R Bl Ay X
bR R, EL25 5, i Java FREE T B AN B A R TR —btrace™, B
i i b s (O RV BRE IR B 7 i

B, S Brllis AN

@Override

protected void doPost (HttpServletRequest req, HttpServletResponse resp)

throws ServletException, IOException {
PrintWriter out = resp.getWriter():;
try |

Thread.sleep(500L) ;
} ecatch (InterruptedException e) {}

out.write ("success");

22 btrace, https://kenai.com/projects/btrace.
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X B AR ALIE T Thread.sleep(SO0L)# 24 5 LR FZKHR 500 =Z=#>, ALIUPAT I A1 RAC 1 F7 7% .
RIG, Y58 70 N 8] ) btrace fHIAS:

import com.sun.btrace.annotations.*;

import static com.sun.btrace.BTraceUtils.*;

@BTrace
public class MethodTimeCost ({

@TLS private static long starttime;

@OnMethod (clazz="/com\\.http\\.testbtrace\\..*/",method="/.+/", location=
@Location (Kind.ENTRY) )

public static void startExecute () {

starttime = timeMillis();

@OnMethod (clazz="/com\\.http\\.testbtrace\\..*/", method="/.+/", location=
@Location (Kind.RETURN) )

public static void endExecute () {

long timecost = timeMillis() - starttime;
if (timecost > 50) {

print (strcat (strcat (name (probeClass()), "."), probeMethod())):;
print(" [ll);
print (strcat ("Time taken : ", str(timecost)));

println("]1");

}
1K B M A ot e Sk N 7 v A IS D) s R v 4 AR IR 1) s, o S VR AT BT R I ]
W R BT AR 50 =R, WIZERHIEFTEN H R B L2 R, Hd, OnMethod J1:i#
HRFBR LG EPITOFAE, clazz BYfE @ EIREERREH (Al DMERH B/ R, method Hi
FFe EHATHIFHE, location MR ARIAT I HLE,
JA Bh 7 B EREE ) Java &P, SRIEHAT jps IREGZBEFE M id:

jps

23 btrace T. FLAU[¥) samples H & FTiiH1R % btrace EHINEH], JLTMaE T T 2G84 41
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3683 Bootstrap

i PATIXER btrace A . 3683 F5 11 /& ZEREZAIREFE id, ../script/MethodTimeCost.java
NE AR A2, izt — B ), {8 0] LUE 19 33T I T BT 50 ms f) 7 i
./btrace -cp build 3683 ../script/MethodTimeCost.java

longlong@ubuntu: fusr/btrace/bin$ ./btrace -cp build 3683 ../script/MethodTimeCost.java
com.http.testbtrace.Login.doPost [Time taken : 501]
com.http.testbtrace.Login.doGet [Time taken : 502]

ACPlease enter your option:
1. exit
2. send an event
3. send a named event

9%, btrace AEHIIEA R T, ERThAET4r3 K, FRHlRTE Java N H7ELE s
ST, s AUAN AT B A S o A TR ISR, T R GRS e A B 2 A RS T T Y
518, MR JCIEIT debug $RAERT . A8 L — LA P A JCE TRk B 2T SOHE A IR
I, anfess t btrace XAEAEE, FEAERERSE B L IIE MR

KT BTrace (MEH, JG AT IEA R4, XEBAZUT .

4. GC BESR

GC H GRS St Java I AT WA RICPEAITES B8, 40 Minor GC (AR FEEE . Full GC
HMERERE . GC BF GBS MR ], 51 GC I %%

A P A PR WS Tl PR2E RO AN, sun HotSpot MEALAL 1.6 RRAE R 5 i £t
Parallel Scavenge/Parallel Old 5 ParNew/CMS P L4 i T H by SOl e g i1 41 &, b Parallel
Scavenge il ParNew i AR S S 4%, 17 Parallel Old Fl CMS i ZEAR K R RS
WP 4-14 o,

7E IVM F1Eitn R LA S

-verbose:gc -Xloggc:/gc.log -XX:+PrintGCDetails -XX:+PrintGCDateStamps

Horl, -verbose:ge #efiith GC M1 XA KL, -Xlogge:/ge.log 5E GC H &7 AE/ge.log H X
N, -XX:+PrintGCDetails #¢ /-6t GC Lf‘-hr, ifij-XX:+PrintGCDateStamps W& /1< H & 22 i
th GC i), SERLIXILASBH, RS K GC MRS ST ENE] GC HA& =M
Parallel Scavenge W45 (1) GC H &A% A s
2014-02-17T14:17:19.047+0800: 97.756: [GC [PSYoungGen:
3360755K->2018009K (5116160K), 0.0640020 secs] [Times: user=0.24 sys=0.01,

1348425K->2096K (2216192K) |

real=0.06 secs]
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Young generation

Tenured generation

H 4-14 HotSpot JVM1.6 # 31 3% =ik 5524

X, TVM MR/ 5116160 KB, 4 1#H 3360755 KB, Zeid [l CA I K
/NS 2018009 KB. Horf, B CRI A/ 2216192 KB, O FI )45 18] A 1348425 KB, £¢
i [E AR R 2096 KB

Parallel Scavenge/Parallel Old 414 Full GC fr=A4 HEWF

2014-02-18T04:37:20.618+0800: 99.327: [Full GC [PSYoungGen: 2779200K-> 0K
(2782336K) ] [PSOldGen: 2475753K->1210837K (2899968K) ] 5254953K->1210837K (5682304K)
[PSPermGen: 94128K->94128K(109568K)], 5.8954740 secs] [Times: user=6.13
sys=0.00, real=5.89 secs]

b, B AR KN 2782336 KB, Z AR KA/ A 2899968 KB, HE (K] A /N A 5682304 KB,
KAREIR/NA 109568 KB. H1 GC H& 40, X Full GC /2 i1 T 20 7 irS 3.
ParNew t£E 8% 1) GC HEMR AW T:

2014-02-20T13:12:23.334+0800: 143.977: [GC 143.977: [ParNew: 2356922K->
166185K(2403008K), 0.0275450 secs] 3160143K->1021743K(3975872K), 0.0278960

secs] [Times: user=0.37 sys=0.00, real=0.03 secs]

Hrp, B AR AR KN 2403008 KB,  WCHERT U8 194510 8 2356922 KB, IS5 L
18 F 25 6] 2 166185 KB, Hr A AC RN 4% ] 4 2356922 KB-166185 KB=2190737 KB. M1 A

24 &}y K5 https://blogs.oracle.com/jonthecollector/resource/Collectors.jpg.
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Nh 3975872 KB, B RIBCHT AR 25 0] 3160143 KB, [RICE A% 4318 4 1021743
KB, HE[HIK 25 0] 24 3160143 KB-1021743 KB = 2138400 KB. i Hr A=A [A1k (¥ 2% ) 5 HE [
Ve nf LAV, XA 2 XG5 T3 7 24E48(2190737 KB-2138400 KB = 52337 KB).
XK GC BT FEIIS ] 4 0.0278960 5.

X B H A M R IT CMS GC IR AR H &

2014-02-20T13:11:17.554+0800: 78.196: [GC [1 CMS-initial-mark: OK(1572864K) ]
2240616K(3975872K), 1.1883700 secs] [Times: user=1.19 sys=0.00, real=1.19
secs]

2014-02-20T713:11:18.743+0800: 79.385: [CMS-concurrent-mark-start]
2014-02-20T13:11:18.810+0800: 79.452: [CMS-concurrent-mark: 0.037/0.067
secs] [Times: user=0.37 sys=0.01, real=0.07 secs]
2014-02-20T13:11:18.810+0800: 79.452: [CMS-concurrent-preclean-start]
2014-02-20T13:11:18.838+0800: 79.481: [CMS-concurrent-preclean: 0.027/0.028
secs] [Times: user=0.11 sys=0.00, real=0.02 secs]
2014-02-20713:11:18.838+0800: 79.481: [CMS-concurrent-abortable-preclean-start]
2014-02-20T13:11:19.180+40800: 79.822: [GC 79.822: [ParNew: 2346280K->
218432K (2403008K), 0.2444410 secs] 2346280K->263080K(3975872K), 0.2446420
secs] [Times: user=1.53 sys=0.23, real=0.24 secs]
2014-02-20T13:11:23.395+0800: 84.037: [CMS-concurrent-abortable-preclean:
4.172/4.557 secs] [Times: user=15.22 sys=0.39, real=4.56 secs]
2014-02-20T13:11:23.396+0800: 84.038: [GC[YG occupancy: 1337142 K (2403008
K)]84.038: [Rescan (parallel) , 0.0550880 secs]84.094: [weak refs processing,
0.0000140 secs]84.094: [class unloading, 0.0126960 secs]84.106: [scrub
symbol & string tables, 0.0146290 secs] [1 CMS-remark: 44648K (1572864K) ]
1381790K (3975872K), 0.0851600 secs] [Times: user=0.99 sys=0.00, real=0.09
secs]

2014-02-20T13:11:23.481+0800: 84.124: [CMS-concurrent-sweep-start]
2014-02-20T13:11:23.513+0800: 84.156: [CMS-concurrent-sweep: 0.031/0.032

secs] [Times: user=0.06 sys=0.01, real=0.03 secs]

2014-02-20T13:11:23.514+0800: 84.156: [CMS-concurrent-reset-start]
2014-02-20T13:11:23.530+0800: 84.172: [CMS-concurrent-reset: 0.016/0.016
secs] [Times: user=0.02 sys=0.01, real=0.01 secs]

CMS AR B 5 LI b 7 Tl s Wt g i) g 11 R S 8, e Sk Thm o (7 R
SIS, A2 e kR L I A 2 00 LA B k8 A, AN LR KO b PUAS D IR %U&;?‘frm
(CMS initial mark). Jf%k5ict (CMS concurrent mark). Hofidric (CMS remark). IR B

( CMS concurrent sweep ).
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FERATHIGARF T A BTARICIX A N BRI, RGEIIA T WA Cstop the world) . fH /2
FERANE R P REI KA RAFC R RIE R AIX PN S IR, CMS WS B34 AT LU ) P e~
BTAE, PR T IVM B GC {3 10 R i ]«

ST GC HAEMEL, it CMS H ALY R i f7 2 0281, {8 R RIA) 58 £ (1)
£ GC $UTIE MBI FER RS, At B AT LA . CMS RS RAHIRZ TVM {5 110
R T

5 RUEELIA

1R 22 v SR W P18 i SR R, R A Fh T RERE O ARE FE A E A I S BN . ndel i {7 2
X SR ) AY HE A8 ?MySQL 124518 SQL H AR M ThEE, GEMEIC T ma N i [a] i — 2 BIE 1Y
SQL #if].

BEREGRMHEHE:

show variables like 'log slow queries';

mysql> show variables like 'log_slow_queries’;
e +--em-m - +

| variable_name | value |

b R I e et I

| log_slow_queries
e m e

1 row in set (0.01 sec)

BEETZ /MM SQL ik FIMg H & 24

show variables like 'long query time';

mysql> show variables like 'long_query_time';
R e +

| variable_name | value |
R ] e +

| long_query_time | 10.000000 |

e o m - +

1 row in set (0.03 sec)

T MySQL HIFC & U my.enf®, W LUE M H &M S E -
log_slow_queries = /var/log/mysql/mysqgl-slow.log

long query time = 1

log_slow_queries = /var/log/mysql/mysql-slow.log
long_query_time

Hrpr, log_slow_queries FHR4E 18 HEMERAIE, 1M long_query_time HIRAF@ 18T £ /b
i) SQL & #ic sk 2 H & 2.

25 Linux T MySQL (FI5C B X F 4 P58 my.enf, Windows X #2FK 8 my.ini.
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fE IR SQL BRI H &:

# Time: 140219 5:23:30

# User@Host: root[root] @ localhost []

# Query time: 107.944268 Lock time: 0.001461 Rows_sent: 7892689 Rows_
examined: 760

SET timestamp=1392816210;

select * from access_log cross join access_logl;

X cross join IR 1, A E AT IE KPR access_log 45 access_logl i cross
join. AR, EHEN FMREDAANZZ A, B, F=ATE5% K Query_time RRHZEHAT
HFERY IS ], Lock time fif 1 5 8 55 £ I ], Rows_sent 37 [ 2 2 #3R [ (447 %, 1M
Rows_examined W Z/< &G A K174

6. REERIER

R GRS AL G DLREDS SO th 2 15— /- i B YR OB B Bln, TEmdFki
SLF, ATLAPE G CPU 4T F R R SEH) load, BT& MKW E, &S VO MEERE,
T WAFIAE %% . B R IR R AR 2 B R U A2 7 LA BB . 3l X o5 bR AT LUORE .
Jp ) CPU SRR SRS 4E M | REA: 1/O B8R, WAF(EFH S SE RIS N, AR HIE I FH AP A R
HEATHLASBCE PR, LAEAE 08 U i R F Ok 31 e oK A

Ko TR FER AR, €421 THREBRRZY AN HIE, 58 T AR
1T R

FHAERER T R ATREZ R 2R, JEAYE T UL LA, ERAH H R T HEIR
G5 v 1548 S FH P 06 s VR AN S5 5 B R 2 i DR T TS R AR, o
Yy 250 97 T B T ARG T A AN stk , LA B4R THE A MERE R H 14

4.42 tgEMXTHE

VA 1 S 2 1 BRI T ERE R R E 3 B, LB SURAO AR
WA BTGRP TR, FAAE L LEAT 2, B — RAIMPEAEIL, WAbE
RYAE R0, T IOVERESSR 070, R RGWE () — SR RS SIS REIIR, eSS
PRI PE AR MEE L, 1) RGN AR T T I, RRRLIEATI RGBS, BRSO
NI T RADC AR, RGN LB AR T IS KA

AT AT SRR RS HTTP Py HOPEREIA T FL, 40 ab. jmeter %, AEFHIXSEHERENIAT
S, AR PERE A RO S SR, B P REINARY TAEROR . BRIEZSE, SERAT A
B TRk, B BA N 45 A0S SRR T SO IR R 2
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1.ab

ab 4%k A ApacheBench®, f& Apache 421t — 3K & 1kt HTTP IR %% 25 it

BEMR /N TR, AT AR 22 N I 1 SRS ik 95 88 31T = 00K, 15 tH IR 5538 78 & 1
18 X HFH qps SN H MM IFE], ) RGE o FH RS H K

ab i

ab [options] [http[s]://]hostnamel:port]/path

RS

*  -nrequests A FRKIKEL

*  -cconcurrency A K E.

AT
T

R I RE N 5, —IHIAT 100 KGR, HARIRS 284 192.168.2.102, WX N Hdr4 H -

ab -n 100 -c 5 http://192.168.2.102:8080/selfcheck/

PATIE RIS R AT s

Server Software: Apache-Coyote/1.1
Server Hostname: 192.168.2.102
Server Port: 8080

Document Path: /selfcheck/
Document Length: 6 bytes

Concurrency Level: 5

Time taken for tests: 0.385 seconds

Complete requests: 100

Failed requests: 0

Write errors: (¢]

Total transferred:

HTML transferred: 5

Requests per nd : 4 5 [#/sec] (mean)

Time per re 2 [ms] (mean)

Time per request: 3.848 [ms] (mean, across all concurrent requests)
Transfer rate: .05 [Kbytes/sec] received

Connection Times (ms)

min mean[+/-sd] median max
Connect: 7 .0 6 22
Processing:

1 5 :

2 5.7 11 33
Waiting: 0 9 5.7 9 30

5 7.1

11

Total: 18 17 39
Percentage of the requests served within a certain time (ms)

S0% 17

662 19

75% 21

80% 22

90% 29

953 34

98% 38

99% 39

100 39 (longest request)

26 Apache () ab 1 H #ifik 4y http:/httpd.apache.org/docs/2.2/programs/ab.html .
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Hrr, IR EE bR s

*  Requests per second A &FF> AL H 1% K E &

e Time per request 4 55—~ Time per request [J{E A IR H K BT il FERI 2 E], 5 — Ik
Time per request A & {17 3K i V4 #E 1) T 35 i [ 5

e Complete requests 4 52 B HI1E K ¥ &

*  Failed requests A KM 1% KR .

2. Apache JMeter
JMeter”” j& Apache JE 4 £ HR L1 55— TFUIE AED

WA TR, EMIIfett ab 45K, KA

ali Java SEIL, SCREZ AP UL PERESEHEINK, 1 HTTP. SOAP. FTP. TCP. SMTP. POP3 %;

T RUH BRI 55 s W i FUAt e % Bt n e A, AR e AT s ) R
IPHTENHEAS RSB O T P RER I

WA, JF IR IE bR i) EEAL RE7R . IMeter B S TTIAN & 4-15 BT .

W EEE jmx (DAtmp\apache-jmeter-2.11\bin\$£1848,jmx) - Apache JMeter (2.11 r1554548)

AEJs, B
AES RIFHUBEAT I F AL s SCRpIE A 7 50

o R S
Y RS Search jEAT R W)
7 a3 7 T IR aAIrry e (T m] [ | [t Vo | [ aml [ /g |
e °Hdd s 00 - LICIEY (A oY @] oa simr
? & daae igisms B
? | wua R - o
A A || &t ggmeppe - -
E sxcrn ] lggss i
[ ezan ! - - re—— et
 Ereas ! PSR
v B £ — 0 e
! L
1 | B
[Demﬂ[ ]rnoumcupmm H wlrﬂ_,ruv ]
[ a8 A (BIE— BT R BB T—) |
("] Run tearDown Thread Groups after shutdown of main threads B
| it
I Of A IRECR TR MRS B 0BRSS e
| AWEAFEMi A -
aiohdimBleae. e B Bt e e 1=l
| 2014/02/22 11:58:47 INFO - jmeter.threads.)MeterThread: Thread started: 3514l 1-41 Ead
W 2014/62/22 11:54:47 INFO - jmeter.threads.IMeterThread: Thread started: $£174Q 1-45
198 2014/02/22 11:54:47 INFO - jmeter.threads.J)MeterThread: Thread started: 4194 1-49
193 2014/62/22 11:54:47 INFO - jmeter.threads.IMeterThread: Thread started: $5184f 1-18 1=
J_ N AT Z T =

AR 1

A 4-15 JMeter #1 B H AL @

B AL, Wl 4-16 .

27 JMeter 5t H Hiuhl 2 https://jmeter.apache.org.
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v & S
? t‘ 2 setUp Thread Group '
/ S04 Crriv Test Fragment »| tearDown Thread Group |
She Reset Gui mExt » "
| . =R ’
=1 f13F - Sk
@ =2 | a5 AEMMNEE e |
&th-. EEMER
= »
Save Node As Image Cul-G &
) | EnrEs »
Save Screen As Image Cui=SnifiG T P .

A 4-16 #HELiza

R T EBITRIRR I R EFEECH 50, TEHKRECH 1000, K& g K EIBgEt el o &,
ALV FECE, W 4-17 Pros.

R = —_———
$igd: |50

Ramp-Up Period (in seconds): [0
iwFRE A 1000
[_] Delay Thread creation until needed

iz

B 4-17 KA2HGHBLE B

ETREMAERESFEMRMEN, Huhth 192.168.136.133, ik 8080, &t A
/selfcheck/, XA HTTP i, FH BAEAH GET A RSATVR, Wi 4-18 Fiias.

" S
= =54 my Cirtx
g :Zj E=1| cwic
THe 0k culv
Duplicate CuisShiftC
Reset Gui
BES Delete
13-
E<S. 3

A 4-18 £ A HTTP #hix
fE Sampler S HIEFE HTTP 15K 735, WNAEEEWE 4-19 Arox.

WebiRF 2 :
RESZREHMIP: [192168.136.133 fwog: [sos0 |
T

st s [o] s [ e [ ]s] com

i8: [selcheck

B 4-19 HTTP % K 3t 52 64 b

e, EPEAEREILN Listener, % “Ctrl+R 8" J2h, 00] AYEX! N Listener & F3R
LR, Wk 4-20 Fiox.
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7jgapiel; # Samples Average [ Median | 90% H’E%, Min Max Error % Throughput KBlsec
HTTPER 50000 9 4 19 0 3117 0.00% 146 8/sec 18.2
=iz3 50000 9 4 19 0 3117 0.00%|  146.8/sec 182

’ Save Screen As Image “v-=rnc

| 2
=3
‘ Toagle Cul-T
| e

= e ——

e

L EEN= — = B —
? E= o T I] Threads (Users) »
"i 711 Suly TestFragment » 4 —
#| Reset Gui BEi »
<] =t — R
_ SERSR »
SEETS a
= red B ArE B v
I ey EEINEE £
Save Node As Image }—_—__ﬁg — "[ Aggregate Graph
;ﬁﬂﬁg, — | BeanShell Listener

‘ BSF Listener

| TRun leaﬂ)] JSR223 Listener
it

[ Em
" __| Simple Data Writer
il Spline Visualizer
AZER LS P
| Summary Report

SEBIEEE (eIt

2014/02, Ejisk R
2014/02;

Comparison Assertion Visualizer
LI382354T8 o6 ribution Graph (alpha)

Response Time Graph

= 17

—

2014/00| gE==¢rm

2914/021*%% PR b

A 4-20 HAEMKLEE

EPERE At Listener, JEILA 45 & 4-21 fros.

A 421 JERILLER

Samples ZZ /i SRPAT IR, Average 75 K- i I 7], Throughput &8 REEH 7

-,

Rl 2 BERD AL BE (1355 5K K

EPATYERE MG [Ny, T LU —28 T H, 4 jconsole. VisualVM, iz #2557 & Il
WL . WAEE . GC M5, 1E S %, LIRSS %% Tomeat A, & ER S A
oAt FACE, fERESIMIL jeonsole. VisualVM 25 T H & F R G KA B

CATALINA OPTS="$CATALINA OPTS

-Dcom. sun.management . jmxremote -Dcom.sun.management. jmxremote.port=9004 -Dcom.

-Djava.rmi.server.hostname=192.168.136.133

sun.management . jmxremote.ssl=false -Dcom.sun.management .jmxremote.authenticate=false"

it it jeonsole®® K ATA CPU FIPYAE A FINS L, &l 4-22 iR,

28 jeonsole Jy JDK [ty 4L, SCbbhil htlp://docs.oraclc.com/javase/()/docs/technotes/guidcs/managemcm/

jeonsole.html,
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HiEaeE: S| -
BAFRARER “$iE
10 Mb — 30 — —
|
!
f -
8.0 Mb “ E'ﬁ;.ou 25 o ] o |
6.0 Mb i | Aoty
5.0 Mb 201 |- « ;
12:45 12:50 1245 12 50
P#E 78 M PHET 159 W BAfE 2555 M Fzh: 20 ugiE: 23 83 23
E:3 CPU {ERIER
3,000 ——— —— — 3 0%
| | 2 5%
2.0%
2,500 | ZRA 15%
— I - <« 1401 1 0%
: 0 5% Xy i)tk
2,000 4 |—-—r- e e - 0 0% + o
12:45 12:50 12:45 1250
Phist: 2401 FhosE o S 2401 CPU ERFESR 0 1% |
|

B 4-22 & A CPU #= A A 691& AL

ATLLE Visual VMP R B F BRI RS G R, WK 4-23 Fros.
fejvimavmizs THE 5 & W W0 W N ¢ AED oA s REEE Lo

(| Ele Applicati wm Tools Mndow Help
LR FRE
| =| e || Start Page W .ﬁ 192 165 136.133:9004 (pid 3231) %) EEEE
; E}‘Lonl o aniton Threads .
L(_. Visual & Sampler i Hnory Puls GC EI;“.
it ‘Apnchdluor.;nr (pid 7360)
! ‘ ® Eclipse (pid 1724) o 192. 168 136. 133 9004 (pld 3231) ]
i A ‘ JConsole (prd 11604) | Memory Poeli -!dm Space @l’umrul Gen [V|Perm Gen (V] Code Cache
| 8’. Remote I
O =8 192 168 136 133 B
& 192 183 136133/ 9004 (pid 3231) l Perm Gen [shared-rw] l Perm Gen [shared-ro] | Ede Tenured Gen x
0 Logfiles e [
ESm:}nh 10w ) |
] e
0w Vs
FFLUS THIY TELS FE118 TE1W e |f)
E Memory Pool Size M Memory Pool Used @ Memory Pool Size M Memory Pool Used ||
| Perm Gen X | Code Cache x
0w im
e e
» v ¢ e ~—
TFELS T¥1X THLL TEILS FTELN FELAS
W Memory Pool Size W Memory Pool Used M Menory Pool Size M Memory Pool Used

H 4-23 xEl:i VisualVM & 4 & 413 8.

29 VisualVM Jil H Hitht 4 http:/visualvm java.net.
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3. HP LoadRunner

LoadRunner & #H % (HP) 2 "l & —3K D REAR A 58 KRk A stk femR T B, ©#id
FELAUL R R S P B HSR VEAT R RS i PR RE ARSI () 5 3, 75 B P S fn bR b 2 4R RO AR DA ) 550
It5, LoadRunner REfSSZEFE A 2 BT ARAE, &NV & FARLEN, JLFR N MRS R4
AT AR

T ab M IMeter, LoadRunner 2RI FN TR, DhREFEINGERKA, SCREIPME R
s MRS L. B2, SR ESITAmIWEER SRR, BT EWSE lisence, X4
Aok A A S s B TACEANTRR, RRBONE M, A ERIELSZFRESIES, I
. LoadRunner ®1%' 1 %, ThaedEw 21, HIXSIhEEHFAEM AR HE, RiiwRE &%
STRAS

T LoadRunner I EZ N4, EBLEHEM, HAAFHER.

7Y, Ak E AR, MRRIAEE AL A e L 25 (E AR 5 T T, AT RES
gk FESIH P AR ER, SEERIRNSE RS ELER FTHERFERKNRE. £
SR, BB BN SIS E EARAAL,  UORIE 45 R HER T

4. REKESIR

EAARIAET, RELERLIRS S, Bl sk &k, @il
AR S, AT DA S i IR % e RS2 (R I ) o FEBTRRCAS AR 2 B, AT LA S D 43
VLA AT IR oA, LB IERRF I IE AR e v, JF HiE 8 S i sms,  mT LA AL
PEIRRZ W A, IR B R ML B8 AT P e SEHENNR M H 1), & 4-24 Fros.

NEIIE IAE=0:]
BRSNS |

WiaiEhrdd Aeightﬂl{ \Weight=10 ' wmm:w%eigm:ml Nightﬂo
Server1 Server2 cos - Server2 soe

B 4-24 PSS IHRFBE
L Nginx MW, e iy i 25 s AT () G 1

upstream back server pool {
server 192.168.0.14 weight=100;

30 LoadRunner, http://www8.hp.com/us/en/software-solutions/loadrunncr-load-testing/index.html
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server 192.168.0.15 weight=10;
server 192.168.0.16 weight=10;

}
Hor, IP Hihik A 192.168.0.14 5 i AR 528 ALE A 100, HABHLESHIALE A 10.

5. TCPCopy

TCPCopy*' M S H AT 2011 4 9 AFFHEM—ANINE, B —FiEKREH TR, AL
FELTER B HIBIMAANLES, HRIE LIS, AR EAS LRI T AL FRESEiE R
F, Bod ZHTEA&KEEKM A A .

TCPCopy %34 TCPCopy Client A1 TCPCopy Server, H:H TCPCopy Client i& T 7E ELSLFREL (11
% PRS2z b, FSRERAELEREIEQ, M TCPCopy Server MEATZENNANL L, F k&R
AL, K R AL Sk 35 4E B A% 45 TCPCopy Client, LASERE TCP AT H., JRFLANE] 4-25 fras™.

Online '
Server :
~T¢Pjopv TEPCopy
‘ Fl[ 2nt Server

A 4-25 TCPCopy R A

BT HA TR, TCPCopy 513 BN H TE LREMH PR, MAERKRERE T
SEPRtE oL, HEASXELMN A, Ek, RENS S AF K 58 B N RE T P A«

4.4.3 tEBEILIERE

3 HY AT BT R B REROR SR 2 5, B S 4R B M B SR AT R AL
PEREPL AT LA Z AN T TR AT, BRIl A B85S0 A, #Eal. RS9 R Java
FeFr. Bk, 4REF, UAHIRE. JVM ) GC H 2 TIRS S, A0k — i
4.

31 TCPCopy i H Hihik 4 https://github.com/wangbin579/tcpcopy «
32 VEANSCHLAN AL 75 T A 4435 2 ] http://blog.csdn.net/wangbinS579/article/details/8949315 .,
33 P& H KU hitps://raw.github.com/wangbin579/auxiliary/master/images/traditional archicture.GIF .
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1. BlamEREML AL

s GLEPERERI R Z Al RE 1R 2 /M, Yahoo! WX M EEILALIRE TAEH 4 34 &
AR, Fo RS TR) oA S ALY 23 4%, X635 4 (R S ) AR I BRAE YSlow HIPF4M AR L, YSlow
SEAHE— R IAT S

(1) TUHEA HTTP if ki E.

Wl — D ERS 4510 HTTP & FH EE S TCP iR F @ R EELE, AKX
oy SR AN N &L T IR Z AHIR] header 5 cookie WA, N T WM& midFE. K, Wb
HTTP i K (1) £ GE % D oL i i hn4, /eSO i 4RSSl T, Al Lo RIS FERE R
AR SC A5 45 0, Revsl D T 8 Pt 5 2217 3K 28

(2) Z&7{EH CDN M.

CDN M £8 A8 15 FH /7 fe 0% st B3 BT o B R U, BRI S R IR N 48 B3R . m] LUK
Foo FEASCPE. BACSCPE . T TAE AR SN T A AR S () N A HEE B CDN W&, DASE e U
DA )R

(3) sl IS,

SF T AT RE R S S AT E, AT LK LR s ke ERR A B T S, JF Had A
] gzip JEAE A W2 EALE 708 48K, TR A A, S aike—Em CPU
S, AHGE RO R SR X B AR A AT

At 1 R )35 0 5 4 S T TR 0 028 465 B0 AS T T TR B 28, ¥, €SS AL,
J%/ DNS k%, %1 A i vE B UL AL L BRI B, T LA B AR G VR R AT B i3

2. Java E2FLiL

SO T T £ 25 SRR B T I MR 1) Java ik, A BEAR MRS SR (R i v AT AL,
(B, R RGETTRY, KRR Bk, ST REURIR, RGN
SR AR, A T A TG AR, AT LA Future BERORIRTHESS 2 - I IR e H
jils A i Java FEITIRIPERE .

(1) .

ST 1O bR B EE P LT SO AR % R e R VUK B, AT
AR 1 G T R, o R A TS, AT R G, XML B
il i B H 2 A

LA AT S

public class Singleton {

private static Singleton instance;
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static

instance = new Singleton();

}
private Singleton () {
/ [T R A
}
public static Singleton getInstance() {

return instance;

}

ORI R B AR AR 2N 2 14T Singleton X 1) S5 4k, 1 ik 7 44 3 bR B AT
FERVEMI VIR ERAE, KERBOEANRLR, ERMEAGS SEEI %, HAaghsidEid
getlnstance 7575 3Rk13 H.41. |

(2) Future K.

R — AMEFPITERR T EL R L8], b 7THEALERERFN R, TR 4
“PeBTH”, Bl Future, SRGAREEALPEHIN(ESS, EHE “Ti¥” 2k, EMERHAT A REH,
SEmHERT DU “de Bt i #EATHR ST, RIGE Future X 545 F3& [A1{H .

R EACRS 7R, NGB T RE T ALY e E], BRI AT BASE T ARAE S, Bl S AR EE AL
H1E, FHALFEAAIE 5 G R

public class TestFuture {

static class Job<Object> implements Callable<Object>{
@Override

public Object call() throws Exception {
return loadData();

public static void main(String[] args) throws Exception({

FutureTask future = new FutureTask (new Job<Object>());

new Thread (future) .start () ;
//do something else

Object result = (Object) future.get();
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}

FutureTask 553 | Future il Runnable #% 1, FutureTask JT4f)5, loadData()# 47 i8] A fig
B, e BLE A PEIAD Fi, S ILM A Ar LS, PRl future. get()SRIRENEE B,
# loadData()it R AT, NI 26 £ BH 8% £

(3) ZFEih,

AT SEI i RE P AT 182 R O A B R B2 95, thdn, W 24% CPU, (HIEFH A
(TR R AT A, PG L B AT LUK SRR 1) B AT SR U 2 6 F2 0 &, DURE ST AR .

HAEAE g, AR AR —AMES AR MR, BB KENLREWIE, KR
A SRS A A, JEHERMERE M EM ARG RE, WMAF. MERET
AT S HEEZ, WAL RENE, MNENERER ST NEZRMRY,
AT RECOKE, SN L2, AT F 3 JVM OutOfMemory

IXAN I e o] LAS R 26 f2ih, B ol e RS 2 62 S B N . B PATEN R, 4fE
AWrTLAFEH], b T E RO E AR A Er (1)1 FE

public class TestExecutorService {

static class Job implements Runnable(
@Override

public void run() {
doWork () ; // B4k T

}
private void doWork () {

System.out.println("doing...");
}

}
public static void main (String[] args) {

ExecutorService exec = Executors.newFixedThreadPool (5);
for(int 1 = 0; 1 < 10; 1 ++)

exec.execute (new Job());

}

i i Executors.newFixedThreadPool(5)BI LMl i K/ A 5 (R, JERIF AT 10
MES -

A 2 Pt AR LA S ED) Sy, i 20 2 R B AT TAEEAT 3G, R s Mo it
CER %
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(4) L.
JDK B 1.4 EIFHREEHE VO HFEAE, Bk NIO, HAMESINT 28 =41 Buffer

F1 Channel, [RFfESIAN T 3T Selector fAFPHZE /O HLAI, B ZAFEH VO IEESE]—

.

LA LR A T RAT AR . (A NIO fURHIHZE VO REfRmife /T MIFRATILAES), FRIRRGCHIIT

HBSRUE, R i 5 IR S TR, 25 k%5t K 1% hello:
Socket client = new Socket ("127.0.0.1", 9999);

OutputStream out = client.getOutputStream() ;
String hello = "hello!";

out.write (hello.getBytes());

out.flush{();

client.close();

JDK 1.4 LLRTHIPHZE 1/O, ARSSu—RARAIALEE 7 =8 an F -

public static void main(String[] args) throws Exception ({

ServerSocket server = new ServerSocket (9999);
while (true)

{
Socket s = server.accept ();

new Thread (new ProcessJob(s)).start ();

static class ProcessJob implements Runnable{

private Socket s ;

public ProcessJob (Socket s) {
this.s = s;

}

@Override

public void run() {

int count = 0;
byte[] b = new byte[1024];
try{

while ( (count = s.getInputStream().read(b))>0) {
System.out.write (b, 0, count);
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s.close();

}ecatch (Exception e) {e.printStackTrace();};

}
TR AR, PHOT AR N I AL B, an R i AR AR —
FLUEAT, TR A2 WTHTEELt iy, TIAHRY M2 % VO 5545, 3T B3l
#H NIO 5 A\ Selector MLl G, 7] LASRFAFEF HIH K REK:
static class AcceptJob implements Runnable({
private Selector clientSelector;

private Selector serverSelector;
public AcceptJob (Selector clientSelector,Selector serverSelector) {

this.clientSelector = clientSelector;

this.serverSelector = serverSelector;
}
@Override
public void run () {
try |
while (true) {
int n = serverSelector.selectNow();
if(n <= 0)continue;
Iterator<SelectionKey> it =

serverSelector.selectedKeys () .iterator();

while (it .hasNext ()) {

SelectionKey key = it.next();

if (key.isAcceptable()) {
ServerSocketChannel server =

(ServerSocketChannel) key.channel () ;
SocketChannel channel = server.accept();
channel.configureBlocking (false) ;
channel.register (clientSelector,
SelectionKey.OP READ);
}

it.remove () ;
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} catch (Exception e) {e.printStackTrace();}

static class ProcessJob implements Runnable({
private Selector clientSelector;
public ProcessJob(Selector clientSelector) {
this.clientSelector = clientSelector;
}
@Override
public void run() {
int count = 0;
ByteBuffer bb = ByteBuffer.allocate(1024);
try {
while (true) {
int n = clientSelector.selectNow() ;
if (n <= 0)continue;
Iterator<SelectionKey> it =
clientSelector.selectedKeys () .iterator () ;
while (it.hasNext ()) {
SelectionKey key = it.next();
if (key.isReadable()) {
SocketChannel client =
(SocketChannel) key.channel () ;
while ((count = client.read (bb))>0) {
System.out.write(bb.array(), 0, count);
bb.clear();
}

client.close();

}

it.remove () ;

}
} catch (Exception e) {e.printStackTrace() ;)
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public static void main(String[] args) throws Exception {
Selector clientSelector = Selector.open();

Selector serverSelector= Selector.open() ;

ServerSocketChannel serverChannel = ServerSocketChannel.open();
ServerSocket serverSocket = serverChannel.socket ();
serverSocket.bind (new InetSocketAddress (9999));
serverChannel.configureBlocking (false) ;

serverChannel.register (serverSelector, SelectionKey.OP ACCEPT);

AcceptJob acceptJob = new AcceptJob (clientSelector,serverSelector);
ProcessJob processJob = new ProcessJob(clientSelector);

Thread acceptThread = new Thread (acceptdob) ;

Thread processThread = new Thread (processJob) ;
acceptThread.start () ;

processThread.start () ;

Acceptlob Tt ST H#WCHT T 3K, 1f ProcessJob 1 o7 HLAA ISR ALFE, JEIL clientSelector.
selectNow()FENS FIIMT H i /& 513 % it , 1 clientSelector.selectedKeys().iterator()E 6 X 4 /i
SRR N P i AT IR . AT SR S i 45, W SelectionKey.isReadable() A true B,
Processob A4 2xEA7 X W) VO AbFE. Selector HLHIEAFEEAEA L A& S K VO s, A%
P RO, T AL B HAR S Sk, m TR IR AL RSy, BRIC T BRI E.

(5) P> BRIy,

VR RGBT APIT LR R fr, IR ATIE AT M FRECK FHLAR K CPU Sk, W
BRAF RIEAT RS o AN EXEBAT SRR oK, (A R RES MM CPU, Xt &= B R
UM, B R TT AR AT FREAT I LR 30, I BB R RIE AT R B R 3

HEATARE 1 R SCOMe2AT 5 AU RETF R, SRR b A R AN TVM 2l FE 5 1) CPU
JANY, JF HLI T CPU MBI A SR AP RN S0 o0 B, BT R D R, e il B 0
il fEAE CPU ZE47 1, DAIbIL 22 9580 CPU EA7 1 i b 4 T B

P AEIA T o B TEN, TR . DR, B E PR, AR
SR 1O FILE, T e S B E R SCUId AR, I I RE TR, I FLRRACR P ARt o

(6) FEACHE 5L o

B 38 AN 2 (A, AKIPAT IR At A7, I H2 8L T SCIE Y]

M, DRI, /B SE P e i R T IR PERE .
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BERARBITE 5 1 — P R 7 SRR AT REMB AR R R I ), B mT DA 35 43 55 B K )
SRS FZPACIEER, AR HATERATFHERRIERAE,  LUR AT Bt 4 T SRR A B FE R 1

HBIRYL, BT NS, XPARTIEAEPATH Job BEATIHEL 4 Job JFAAPATEY, 1f
AN 1, 2 Job TSR, VHEEREL 1, —FhsEI AR

static class RunningCount{
private Integer runningCount = 0;
public synchronized void run (Job job) {
runningCount ++;
doSomething (job) ;

runningCount --;

}
private void doSomething (Job job) {

runningCount K7~ M4BT IELEIZITHI Job # &, %45 run() 7k FEE LRy, 152k

AT EZEFF runningCount++F1 runningCount—#4F, &7 54 doSomething() /7 14417,
1M doSomething() 77 % X HLEHERT, XFERANLFEBIIFFA NG SRK, @il ok, s

LR
static class RunningCount({
private Integer runningCount = 0;
public void run (Job job) {
synchronized (runningCount) {
runningCount ++;
}
doSomething (job) ;
synchronized (runningCount) {

runningCount --;

private void doSomething (Job job) {
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7t run() Jy i, SO6 runningCount X 014, Y runningCount f++88 & —#AE AT 578 )5,
IO ORE AL, DA D FL A R 1 55 455 I T
by R AN AT I ) )y A RN REIRE R s 56 8 SRR (R4 ) 22 AR AR
A Z A AL I8 AT O, X RE R e S PRI RE SR B A J LA, ATk D 24 A
FInlfigtk. 9K, AEARBIIRE , A SEBITK XU A e o
AR, R U AT B, Gk s CER AR ARSI AR
S LLG R IERE, WU L AT ROERAE,  —RisEBLs K R
class LikeCount{
private Integer likeApple = 0;
private Integer likePear = 0;
public synchronized void likePear () {

likePear ++;

}
public synchronized void likeApple () {

likeApple ++;
}

public synchronized void unlikePear () {
likePear --;

}
public synchronized void unlikeApple () {

likeApple --;

}

WIS b likeApple Fl likePear 73 A4 w5 0 BRI AL, [R]A8 Ty iAE 73X likeApple [
SRS T . 11T LikeCount AF G488, $R1F lifePear (FZEFE B A5 4, 1Mi9Eks L likeApple
Fil likePear P54~ ik 2 i) ALATAT AT PRI ZR - DRI T LUKE S5 AeOh «

class LikeCount{

private Integer likeApple = 0;
private Integer likePear = 0;
public void likePear () {

synchronized (likePear) {

likePear ++;

}

public void likelpple ()
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synchronized (likeApple) {
likeApple ++;
}
}

public void unlikePear () {
synchronized (likePear) {
likePear --;
}
}

public void unlikeBApple () {
synchronized (likeApple) {
likeApple --;
}

}

WL XA 73K, K likeApple 55 likePear PN S A AT X R AZ EAFRE, 7EXT likeApple
HATERAEMIRINS, o n] AXT likePear AR S EATHAE, M TREFHIHMH.

5 = Fh BB 4 1977 R0 TS R M B, {3 FH A B AU 0 9 T Ok (R B
IR, ECanAiSCRTIR BRI IR AR, ERE MRS, B/ GBI T 2 /MR E S A
BABEBR THRERERNY, BT SR EASBSAILEYE, FIESIT SN AT Ei
e, TBEANBRIELIEREM AR, DRENALFFERHEIASHE. X TF2EDEHHE
o, FRIEEBAEM A SR EFE RN HEEE.

3. 4§

TESATHAR AL M2 /T, 7T LASEKE BRI AT R4, CAUR/D AR AL 71 8, 4 THER (L4
AIERE . Pl o] LA BB AT AR I, LB IS AR I 8, JF BLZ8 I R4 (1 B ik n] LY £
FIRFEo BIAFAE A L (REAR BRI AE) (8 E) 5 gty 3, BRACARAS . 4R, R4t A% AT
B, BEEg8FHEARRER) CPU T, I HARYE 48 A AR, 500 8 2% RE R 4 16 4
AR R ZE R — SO, TR AN L4 5, AR 1 e 46 50230

Java {1 gzip KXt B it 47 1K 4 -

public static byte([] gzip(byte[] data) throws Exception ({

34 WL 4 TR BEK IR T 4 LL % KR U FE Y B WL hetp:/pokecraft. first-world.info/wiki/Quick
Benchmark: Gzip_vs_Bzip2_vs LZMA vs XZ vs LZ4 vs LZO.
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ByteArrayOutputStream bos = new ByteArrayOutputStream() ;
GZIPOutputStream gzip = new GZIPOutputStream(bos);
gzip.write(data);

gzip.finish();

gzip.close();

byte[] b = bos.toByteArray();

bos.close () ;

return b;

}

public static byte[] ungzip (byte[] data) throws Exception {

ByteArrayInputStream bis = new ByteArrayInputStream(data):;

GZIPInputStream gzip = new GZIPInputStream(bis);

byte[] buf = new byte[1024];

int num = -1;

ByteArrayOutputStream baos = new ByteArrayOutputStream();

while ((num = gzip.read(buf, 0, buf.length)) != -1) {
baos.write (buf, 0, num);

}
gzip.close();

bis.close();

byte[] b = baos.toByteArray();
baos.flush();
baos.close () ;

return b;

1
gzip() J7 V1 eSS A A HESIROR AT IR, T ungzip 20T LK FR 45 ) 0 1017
JEo

4. BRERF

o TARI G fi sk, S o #0 °  H AY E , TE M HEAT VBT, K IR BRI
AT, A5 05 (2 BB AE R A M A7, o S 30 oL o3 A s B A7 R AT 45 RN EAr s AT LA
W%Wm%(ﬂjdﬁﬁ%»ﬂmT&mﬁ%MﬁMJfMHUO.HJ$M%M%W“Mﬁm
WIAE T s sy, $E I () g )57 1 T 1128 B 1 J1G R 0 A A £ I ] 1 A e i 0 14 3 7
LTt

T AT e TRAE RN A4, A EAS PEBEIA
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5. BUBRET AR

it SQL & H & e 2EER M SQL TiEf JG, & Ex 8dis Eny e itir . L
MySQL A, AT LLAAn R JLAN 7 AT IEAL -

(D) FHEMAHRT.

Ry AR B, @i “Hx”, fethdiih k3| pr G 2 e Edh, "F%%tﬁﬁ*?%i’!ﬁﬁ’i
MySQL KR 5 R LEAFE 5 |5 2 T SEHL, PIAS R R AE 66 5 1 4, R 5 1 SE AL HIAF e A %=
i%%ﬁﬁ%%ﬂﬁ%Bﬁﬁ(Mﬂ%M)&ﬁBMME%BHﬂumdm>m&m W%du

BUELAAE, B WRSIREWINREIE VI (S, EatiragEliadiof, Bk, &
CIE &qi P

R REMEAR RN — DN EERNE, BRGNS, R %ﬂln]—‘ﬁ%'f?—ﬂil'i’miﬁﬁ
MySQL $24t T explain®* 4, FISRMEEAI 24T SQL #rifjiffy, il explain fiy4>, A LU
WALLASRIAT SQL A, MIMIAIIE MySQL A& M4 AT IR (¥ SQL i FUf) -

BEIRYL, AW T KK, AR T 5 B

create table order info(

order_id int primary key auto_increment,

user_id int ,

price int,

good id int,

good_title varchar (100),

good_info varchar (500)

) ;

il it order id (EPERATEE) KRit4T ), explain (45 B2 XHFE:

explain select * from order info where order id = 1;

> explain select * from order_info where order_id

------------- e i e e i S R s st &
select_type | table e | possible_keys | key | key_len | ref | rows | Extra |

------------- et i e S e e T
SIMPLE | order_info | const | PRIMARY | PRIMARY | 4

Hrr, select type & SIMPLE, %7k A ‘I frif]: table ¥R AR, XHE Y
order_info; type 4 const, F /N4 R L IUHC—17; const ArgfRbR, Uo7 76 i 14 3 4d

35 B B (B-Tree) A#K& Balance Tree, RIPifRf, X T B 41 412
B%E6%A0%91 .

36 KT explain #54 WVEANI N850 MySQL 171, http://dev.mysql.com/doc/refman/s.5/en/explain-
output.html#explain-join-types.

¥ http://zh.wikipedia.org/zh-cn/
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T’T@%?Flﬁﬁ’%‘“ﬁ“? IHIEOL T, AT HEE LB B type 44 const; possible_keys
AL FIR 51 PRIMARY RRE W AT LUEH E8Z5; key U Z R MySQL 52
M&W%%ﬂ;mkmﬁﬁm@%m%%ﬁ%%?ﬁmﬁﬁ,QW%M%E,H%&E%%
ref W n SR I IFI RIS, KB AHE, B const; row 51 i/~ MySQL A 4 B 04T I & 4
ORI B AT extra B0 78 MySQL i@ R BRI 80— LePE 4005 8, b H =S,
ﬁ%%%?ﬁﬁ%ﬂ%ﬁmwTﬁﬂﬁE,ﬁEﬁTiﬂ%—i%%@%ﬂ@?Kﬂg,
ERLEG AR, SIS EfEzE T &5, —EREREH I,
fi2¥% order_info X good_id ﬂ@T%ﬁ’%l HRIIMIERW R

alter table order info add index id index(good id);

X} order_info M)A MIB AU T -

select * from order_info where good id -1 = 4;

JB I explain o] LUF 2], ARSI S5 AR S51# % NULL, RRE s A ol HlRs!,
JFH type 5105 ALL, R Pl T 2R A%, BANEALERNT.

explain select * from order info where good id -1 = 4;

mysql> explain select * from order_info where good_id .
B R e +e----- e Fo---- R B Femmmmm R +
| id | select_type | table | type | possible_keys | key | key_len | ref | rows | Extra

T e et ; prbaiebo g 3 SU R el B HEews o S N rRE SESE A S R = 2R A= a #H s +o=aea - e Rt #2 LTI DR AE o T N *
| 1 | SIMPLE | order_info | ALL | NULL | NULL | NULL | NULL | 54030 | Using where |

X AW JRR, HEWPISIARIALE), R RE B R B, X
O R, MySQL ¥ LA AR S| ARAMPITEREEE RIRZR, KT 2R AT e s 4
AT AR A .

3PP L A A B 7 AT RERIUC LI, BR800 T R 51, thf BT 2R,
s

alter table order info add index title index(good title);

19

explain select * from order info where good title like '%22%';

| key_len | ref | rows

| id | select_type | table | type | possible_keys

[

AR S T T SRR e o T oo i =02 3 S & L ¥
|
+

NULL | NULL | NULL | 54030 | Using where |

[ 1] SIMPLE | order_info | ALL | NULL
------ e s Ll id libdtialiediotitiialiain:

#f order info # A kR good title 411142 5] title_index, 4%} good._title HEAT M A I
it explain R I, St al &S] S 51250 NULL, I H. type A ALL, HITE
W AT A 4. DRI, (EEAT AGeve vy, BT fl bt i G A FERSER A o, SRASR
WG TR S, W] LAY A 22 4 SOHY 28 R G0 K SRRSO A5 1) DI fE o

CE bR B R D, K SRR A T AL A, BRGNS A Al T A Sl R
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Bsehr b, 7 MySQL RIAfIpRA S, — kAW R A — DRI, MK IF8a
AT RT| RS B RAE SR . 7E 5.0 BE EHMRA S H, MySQL 5IA T&5I5JF (index
merge) MG, A XFELNA — i, AW RPN ESIRG], FRERIET
& BREGIEGHFERBAE—ERFM4 T EEEASKMFERNERL, (B2, seanUEd
B ZHIRG KRR G IF A EAR R BNOIT 8, LUEELF HIPERE

fBi% order info X price. good id. good_title 735l T H.5 % 5(:

alter table order info add index price index (price);

alter table order info add index id_index(good_id);

alter table order info add index title index(good title);

X} order_info & WU T :

select * from order info where price = 10 and good_id = 1 and good_title = '22";

| id | select_type | table
key_len | ref | rows | Extra

1 | SIMPLE | order_info | index_merge | id_index,title_index,price_index
| NULL | 1 | Using intersect(id_index,price_index); Using where |

Wit explain A LAF F, #EHI{EH T id_index Fl price_index PINE5|, FHit4T T&R51 &,
M@ id %} price. good id. good title A HEG|, WIEAEA LB RE 5|5 I

alter table order info add index price_id title (price,price,good_title);

explain 45 R U1F

| key_len |

1 | SIMPLE | order_info | ref | price_id_title | price_id_title | 113 | const,const,const
1 | Using where |

SFER B HER BHIAFRERA S RGIRM, A PNRERR RN, B “RARTER” 1R
W, R E AR IEIR RS RS IRIT IR, WG B SR

12 and good_title
..... fomemmeee e
select_type | table key | key_len | ref

N

v
|

a a + . s s s e pissmas +

SIMPLE | order_info | ALL |

I b a e e e 1
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ATELE 3, EARESR 5 price ML T, BRIEE THE_FIME=5, ERHRFE
freasdis, MRS price_id_title. fESZPREBIF, 1RH ATRE price S8 7Tk A /E A
I SRR IR, 2 price AR, MASIMERAW, XMHERFELIEE.

/TSR B E T AN RER B R 5P RFIATE W, JFFEMRERFEEANIIERT
IR, WAL I TEEEH RS T B AR 2Bk, tLInARERE good id
TIAEL, 1 A5 price=10 H good title="22'fI1T ¥, N AW FH B R 5| HI5—51.

explain select * from order_ info where price = 10 and good title = '22';

select count(*) from order info where price = 10;

| rows | Extr

1 row in set (0.00 sec)

mysql> select count(*) from order_info where price = 10;

it Ll FEERATLIE S|, BT price MIX AR, price=10 HIIC% A 28661 4%, UIREK
71 good _title A"22'[AI3T ¥, JoiAE ] good title FHEITRF|, FHEXT price=10 1P A IR FHATH
o TOATGEAMKATECN 27015, PEREK KON FEE, 3B good _title K EAFIZRT:

alter table order info add index title index(good_title);
ysql> explain select * from order_info where price > 9 and price < 11 and good_title ]

| id | select_type | table | type | possible_keys e | key_len | ref
| Extra

1 | SIMPLE | order_info | ref | price_id_title,title_index | title_index | 103
| Using where |

alter table order info add index title id price (good_title,gOOd_id;Pfice);

OTLLAT ], RIS A, U B 112 17 70 B it
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oemmm- o

| rows | Extra

| order_info | ref | title_id_price | title_id_price | 103 | const | 112 | Using

order by i&f]5 group by & A) R MG R A AR IR, £ 42501 B K&Eyl1, =
ISR AR RUBATH, AL %, FE%E 5, Kb HE. nTUIAAX 4
P, R order by B3 A& group by i&EH]:

explain select * from order info where price = 1 order by good_id;

mysql> explain select * from order_info where price = 1 order by good_id;
| key_len | ref | rows | Extra

| order_info | ref | price_id_title | price_id_title | S | const | 51 | Using

T explain 7 LAF 2|, B2 price=1, RIE good id FATHEF, XN a] LMEH B|Z
price_id_title, T REL good id = 1 fEAN S, M price BEATHER, W JGVEAE H 3% 5l
price id title:

explain select * from order info where good id = 1 order by price;

| type | possible_keys | key | key_len | ref | rows | Extra

1 | SIMPLE | order_info | ALL | NULL | NULL | NULL
g filesort |

| NULL | 54030 | Using where; Usin

R Foemaii i $o----- e doemm e e dremmm R

ALEZ, type h ALL, ENEMELSHITLERR.
(2) ket

RAGIEFEE AT M st FERERK SR PR e D BT R, XY
HREIGF AT LA

o TULREBARMIEAD, TEETA T AN, 1 HARIE TR M — B
o HTIUREIENIMAD, RN T EITEHN, EESOEIRERE D T, XA

SRR O
o ERALHIFREH A, AT DUSE LA H 30 B0 9% A7 kB o Y R

HAR, XTFRBEIRMNFIH TR, BRI A A T R R NI FEUE T
WIBRAERT, BT RIORI . XA B &, 110 H oy T A S PR @ 0930 1] e 9 AN 7E 1R
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R, R G ER BRG], O B EE PR RS E T R
kR, AP E BT SRR B Rk
create table user(
user id int primary key auto increment,
user nick wvarchar (100) ,
sex 1int,
age int,
introduce varchar (400)

) ;

create table order info(

order id int primary key auto_ increment,
user id int ,

price int,

good id int,

good_title varchar (100),

good info varchar (500)

)

AL 5 BRI N & (sex=1). 4F#HN 20 (age=20) % HIWEHAT 20
(price>20) [ PITHRE, FHKXHAEWIERW T

select a.*,b.user id,b.user nick,b.sex from order info as a left join user

5 b on a.user id = b.user_ id where a.price > 20 and b.sex=1 and b.age=20;

ik explain fi##7, FATATLAFE), 1T order info.price & user.sex Fl user.age =5 AN7EA]
At PR e A 41 5 2R 5 Rk S R L ) 0 AR 4 4 -

imysql> explain select a.*
(join user as b on a.user_ld user id where a. prlce > 20 and b.sex=1 and b. ags
-ZO

| id | select_type | table | type | possible_keys | key | key_len | ref

| rows | Extra
R B Fomemmemm o

| NULL | NULL

1 | SIMPLE | NULL
| 54030 | Using where |
1 | SIMPLE | b | eq_ref | PRIMARY | PRIMARY | 4

.user_id | 1 | Using where |

= =t

g T T fe b G I A A A PERE ARG, AT AR T R, BR HL'.-.,JlJrIQ'.#,;
55 I AT BT IO A AE A, LMD 4 STt R IBipL /O AIA i, ety fgenT A
{1 vt

create table order info ext
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order id int primary key auto_increment,
user_id int ,

user_nick varchar (100) ,

sex int,

age int,

price int,

good id int,

good title varchar (100),

good info varchar (500)

) ;

e P IWRAR . MR SRR BURENT AR P BT IURAFE, EIERNOL T, H HBe s
S5HAASGE TS, ERFRIMESCOY AT HME, WRDSfsh, X aTLiE
THAESEIL b7 LAEE . Rk, JUFaT DA HAEL user AL B K ) order_info RAEAN
BHITEOL
BT age. sex. price =N FREVAGERG], KbERA MR SEM:
alter table order info ext add index age sex price (age,sex,price);

explain select * from order info ext where age=20 and sex=1 and price > 20;

select_type | table

y_len | ref | rows | Extra

1 | SIMPLE order_info_ext | range | age_sex_price | age_sex_price | 15
| NULL | 1 | Using where |
R 4o - - - ceeee-=- - 4o 4o ceesceco e et +- - -

it explain ATUAEF|, RTFEARDERAT, wiol LS 3IFHEZERE R

RGN TITREB AR AL i (A iIbERE, WD TORBRRI AR, (AR AEsEsE, B T
EH R AR A, JF B3R e T 8 A—30 XS .

(3) fFHERZRF.

MySQL =44 select B4 REAAENTETD, 4 FRAMHFREMIN, ERK SRR,
AN BEAT 285 |36 [ AR s e A, XA i A AR . BRANS 50 N MySQL 119
WIRAFRATIFI, AT LUE i 18 sSOle 1 SO R B % A7 (10 /N g 1 -

* query cache type=1;

* query cache size = 16 MB;
* query cache limit=1MB.,
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Hot, query cache_type=1 R/REAFAIFIIRE, WRK 0, WREEWMELELH,
query_cache_size W SRR B IZEFE 2 (] (¥ K/, bl 16 MB; Tl query cache_limit W75

s KBEDAFIC R MRV, B —AMC A b T 22 i 28 17 2 ) T PR B AR R b 22
BEHEEAEEITE

M_e y ! cache va ’

;mysq > select @@query_cache_type;
|‘+ -------------------- +

|| @@query_cache_type |

e 2 SPNIT

select @@query cache size;

1048576 |

(4) {ERHERGI%.

e AIAEE T, o 7 TH Y R, $emif R abBiGe )y, AHORBAHIR AT REHEANER] —
AR, R AR 2 AN, IF LR ATRE OB T T Y15y, KiEHT E AR A
fEv) KIS 1, A T AT AR I H13E L — s R R 51 =
o, LIRS R s e A ) S AL . G TR G EAHOG I S, i T 55T A VR T 4,
UEAR A PR A

(5) 1L key-value £ 4t /% .

o TR AT T 5500 O I Aok s, % e SRIEAT v AR Sk . T RERER B R,
'}"’/”'J'f"f'*?'lﬂf S 00 VR e AT A ), T IR A A A ) [ﬂﬂt. SQL s fEBAR
FREEM S T &

Sy TIERN M I K, w0 e R A i, LRGSR A AT i vk, AT AR
key-value B4 14, A4 A IEAT kit VALAEK . key-value Hod 142 AS i) T M50 1F) % R BUBA I, €08
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EE AL MEEE, T REIER A RS, R key. BEEE T RAMEHEET SQL
fRATFACER A RS, SEINJT AN . B, key-value ¥ R &R Bt IR AL T 47 #JF Ak
EHEE. KT key-value ¥ FERTIH %9 A VRN, & BRI N =T R

6. GC it

¥ Java N FSRE, 7€ JVM BB AFERILSINER T, 8P BFENT 1 new
FIXt 5 F 34T delete/free #24F, (FHEMIE G, ATH SO EIZ TVM FESHATEIR BT, &5
BUTE R LIELAEE S (stop the world), GC % AW Java N M RER — PN EEFE.

A C 4183, WATEE GC HEREBA H —Lim(i, fH% Minor GC HI# . Full GC 1)
PR, GC SEME AT 8] & GC RAM IR K. a] LUl T X Le(5 Bk iR v GC B S 2P —LE |y
A, LAROR N PR REREAT AL

2k, YT TR HX B GC Hi:

2012-02-19T05:00:46.461+0800: 139.170: [Full GC [PSYoungGen: 1907328K->

0K (1910144K) ] [PSOldGen: 2665961K->1211211K(2899968K) ] 4573289K->1211211K (4810112K)

[PSPermGen: 94244K->94244K (98560K)], 4.9259400 secs] [Times: user=5.1¢
sys=0.00, real=4.93 secs]

FE GC WRERZHT YoungGen 7 [H]E LU 2 F Mt REIE M FE, H HHET Parallel
Scavenge 37 R A B HIAE M SREAE , &K 32 OldGen HIF34 K/ R AT 2457 OldGen F9%| 4
28], Mk —IR FullGC. b EHMnRAE KA, WAT LUEE -Xmx 5 -Xms 20k 4
HER RN, LAKEHN OldGen K/, YoungGen X W f)-Xmn {RIFFANAE

AT T EX A E R, FXAMERT

2012-07-13T11:21:45.423+0800: 4070.053: [Full GC [PSYoungGen: 53055K->

0K (2488128K) ] [ParOldGen: 350072K->279976K (2682880K) ] 403128K->279976K (5171008K)

[PSPermGen: 262143K->132624K(262144K)], 1.8700750 secs] [Times: user=10.46
sys=0.00, real=1.87 secs]

Wi BRI, F3 FullGC HIJREZ B T PermGen %] 4 3. PermGen 18 3 %
AT C A R DL N K45 B, LR L S i R 4 1% 48 4 i3 I IO AR S 35 8 - PermGen
75 1) B T A AE R & wi %, RN S 3 e —RE LR, Halid GC Bl i 15
73 PR o an SR K 4 PermGen (975 [8) A 88 F 1) A% & AE FullGC, — i 52 T g &2 H1 T PermGen
SR BRI/, X T Groovy —RMIBNAIE F KB, LB T XA IR, XK
-XX:PermSize F1-XX:MaxPermSize P§-1>Z 1) A/l o] AR R 1) R0 55— T ot ) ml g e 1
R SBURARE SN, FEAEH jmap KiHE dump FRUEFT 2T, PUE O RIS AL
foh A7
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A5 CMS AR sk, 5 S o) — AL«
2012-02-04T04:18:32.546+0800: 127343.488: [GC [1 CMS-initial-mark: 1769471K
(1769472K) ] 2062028K (2064384K), 0.2118860 secs] [Times: user=0.21 sys=0.00,
real=0.21 secs]
2012-02-04T04:18:32.758+0800: 127343.700: [CMS-concurrent-mark-start]
2012-02-04T04:18:32.781+0800: 127343.722: [Full GC 127343.722: [CMS2012-02-
04T04:18:38.514+0800: 127349.455: [CMS-concurrent-mark: 5.741/5.755 secs]
[Times: user=5.80 sys=0.00, real=5.76 secs]

(concurrent mode failure): 1769472K->1701222K(1769472K), 12.9942680 secs]
2064383K->1701222K (2064384K) , [CMS Perm : 49958K->49949K(262144K)],
12.9944000 secs] [Times: user=13.04 sys=0.00, real=13.00 secs]

b f7E GC H & E % concurrent mode failure, X & H T CMS 7E concurrent mark ¥ B i
!H) CREILAEIZAT, KRG CMS WO 83 AN AESE 21 OldGen PRZE4 LU I FHEEAT P A7 [EIWL,
PR LS R g L PR RAE . BOAKEOU R, CMS WS 28 B3R (Bl 2 7E OldGen f£EH
r 68"/orl”JUJH‘Mz’5(m HEIXAMEA s TR, RN OldGen MK MAR AR, ATLA
W51 4 22 - X X:CM SInitiatingOccupancyFraction, }f 47 K. #1-XX:CMSInitiatingOccupancy-
Fraction=80, 451 OldGen /1] T 80%I1 5, CMS WAL, BLFRMIE GC AR, 3K
AP IOTERE ARE, WAL CMS A7), TR (¥ P9 A7 G720l R A it 42, W2 tH 3L concurrent
mode failure. JXI BEAHL 20N 1 Serial Old WAE 83 4 3E47 OldGen b e, i & BRI
PEGE. i S ) concurrent mode failure, 1 LLIE 4 i f#K-XX:CMSInitiatingOccupancyFraction
HURIER®

7. BRI IERE

ASTRI A 87 FE A0, ot B 5 4 K 0 S RE RS R AS AR R o DRI, e AR IR R P 2
TR EAT A 1) 52 ] uhkfuﬁ.ﬂ—kWJfrikF%J;u#,o

AT A AR, A B AR BT, SREIAE, B 2 RSO e R A7 B A A7
AR G D R TTAR AR T o 1 TS e AR AE R R, 0k K PR SRR R UL
PRI U VG R, BERLA VO B de s T A R i HRe R A gk, A
Fusion-io " Ji& | 5 # SSD il $ Fit K] Flash S AS & I AE S AERE A RIOBT BOA, R0 4 B
14 G0 (P AR A R B KiK. 6 TR LVS 844 Nginx A KA A7 ) T SR ) PO % 1 R B
W 1T AR Rl 9 3 22 0 5 i 26 00 A A7, DR, 0 S P Rk ARG A VI
B TR TR Web FEIT 35, STt 0 S0t TR 1 2 SRR R AL ), AT ERIAY
I i) Py b FE 1T e B s, R B CPU BB T i %, (It T AN intel ()t
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KRBEARY, UREARKNZILH LI
S B RIRTT R UM RE A 7 SN T BB, ME— (BRI 2 A, Al A mT P O A T
ERIRMAITERE, FRAFERHARN G ZH— KBk

4.5 Java NEHEHE

MNTAELEITRNARE, EESFARELS. 7 bug. KB, St ficE
HIRE—RIRE, SEREATHEE D ATH, AMdRGKL. STEARNARER, o
BRI () AL R R AR R RR, DU R P B B AT A 4 — L% I Java #PsfEer 1
B, AR — LA R R OIEAT AT .

451 EHIA

FEBEAT SRR RE ALY, AMIRANZI0 R A L IR R A, B R ARYE, 10 L H U 5 A i i
FE, FIRMAR S UREATA0 (T 2460, 732 F T E AR 35 B FATT S8 n bR b i FLAN 5 47 1] 21

IDK B S#=MT —RIIK Java HFEHE TR, BARMGE, (BREITEL KRR+
HH. BAEFHRSERINLESEE THREMZ 277 ERE, EERG AR A T T
ER, XRHUR BRI DK AT B TR T o MBI AL T R L T 58 hn A 4F 1) S 7
BAFRKIIGE, A FMHER TREERFIEEN, fWHELIE.

1. jps

jps i FIRMH TVM BN FE I — L5 8, B AT Linux {9 ps @14, ATLASIH
WAL AT EERIT R, HErREFEZE (B main REFTER class) FMBEFRH ID. jps dr 21
ThREER M, ERMAMENMRE, FARLENBORE S TR EHE ID, LIE T
RN REUNLERE, jps 7T LAy (8 Hh 3% BIEFE 32 2853 B (9 3EFE 1D

ubuntu:~$ jps -help

-help]

jps T2 ) — L% I .

37 i#%FE (Hyper-Threading), http:/zh.wikipedia.org/wiki/%E8%B6%85%E5%9F%B7%E8%A 1%8C%E 7%
B7%92.
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o -q HEmthERE ID 4 FR, 1&g 25 L4 R

o -m 4R A IR 6 45 main 2R KL S8

o -l RIS Y, WERHATIE jar SCPF, WETH jar SCHERER AR
-v fi i REFAHLREFE 5 B BT At (1) JVM S48

WIS jps a4 A A BRI 0 BT 0 TVM S5

2834 Bootstrap -Djava.util.logging.config.file=/usr/tomcat/conf/logging. propert'
es -Djava.util.logging.manager=org.apache. juli. ClassLoaderLogManager -Djava.rmi.|
server.hostname=192.168.136.133 -Dcom.sun.management.jmxremote -Dcom.sun. manager;

ent. jmxremote.port=9004 -Dcom.sun.management.jmxremote.ssl=Ffalse -Dcom.sun. manag
ement. jmxremote.authenticate=false -Djava.endorsed.dirs=/usr/tomcat/endorsed -Dd
=/usr/tomcat -Djava.ilo.tmpdir=

2978 Jps -Denv.class.path=.:/usr/java/lib/dt.jar:/usr/java/lib/tools. jar ~Dapp1ﬁ
cation.home=/usr/java -Xms8m

2. jstat

jstat "i‘”J'LJ)H)KK'J‘LJLE}U\’HL??‘F’f'iéﬁf‘l}tﬁiﬁjﬁ‘ﬂﬁ‘}’ (T H, e ] LA S UL
PN B O, B PR AR R AR R L, L 1T t*unuum a s T oLsE
-5 T IVM i’é?rlm} JTU T AEAR 22 i 1A PR 33 A st DR1 i e v A FH R T AL R G
N, JVM [ jstat T Ay 738 17 058 7 ) f0fH 25 3

jstat [PJH]VZ:
onglong@ubuntu:~$ jstat -help

sage: jstat -help|-options
jstat -<option> [-t] [-h<lines>] <vmid> [<interval> [<count>]]

pefinitions:
<option> An option reported by the -options option
<vmid> Virtual Machine Identifier. A vmid takes the following form:
<lvmid>[@<hostname>[:<port>]]

Where <lvmid> is the local vm identifier for the target
Java virtual machine, typically a process id; <hostname> is
the name of the host running the target Java virtual machine;
and <port> is the port number for the rmiregistry on the
target host. See the jvmstat documentation for a more complete
description of the virtual Machine Identifier.

<lines> Number of samples between header lines.

<interval> Ssampling interval. The following forms are allowed:

<n>["ms"|"s"]

Where <n> is an integer and the suffix specifies the units as
milliseconds("ms") or seconds("s"). The default units are "ms".

<count> Number of samples to take before terminating.
Pass <flag> directly to the runtime system.

jstat i 4 (1) LEE T

o class ] KA G 2INA I g v 15 s
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-compiler FRE A B I 4 i85 4 i AH L5 BRI Get;

-gc FRER VM HE RS LG HE B, B4 Eden X, 2 /> survivor X1, Z
FRAARMAEEMOHZE], GC M),

-gccapacity FI R BB H AR ZFEAFAKARPIFE R =

-gccause FREFHIRBERM GO, B SR )a — IR B4 AT IEAE R AR B 8L
R

-genew FHSRE & B A AR ol St ol

-genewcapacity FISR B FriE A E A &1 0L

-geold AR EF ZFRAF AR K LR GC 5L

-gcoldcapacity FikBE ZFNER;

-gepermcapacity R EERFARN A &

-geutil FSRBEFEFH AN ZFEATE ARK BRI ;

-printcompilation FH>R & F @i JIT 9w ifad 9757

i jstat BH IVM HIBTENR. ZHEARFARB R RBEERS L

jstat —gcutil 2702

longlong@ubuntu:~$ jstat -gcutil 2702

S1 E 0] P YGC YGCT FGC FGCT GCT

0.00 0.12 1.82 42.88 65.30 11 0.106 0 0.000 0.106

Hrp, SO A1 S1 7R survivor 25 [8] CAF A == (8] 5 b E 7R Eden X380 CUE I 45 6] 119 7 L
O ®apveFEMROMHT AL EL; P RRAKAKCHATE G YGC RaMHFETIH sl )6 %
4 YoungGC HIRE; YGCT F7~ YoungGC SFFERTAIKE; FGC R KL FullGC fIIKEL
FGCT 7~ K4 FullGC VHAEMIIS [8]; GCT Fm MM FHFEF 8 s BIRAER T GC HIRTa].

3. jinfo

jinfo ir 2 FEH TEENHEFHRESH, UKITHIZEIT IVM BT E K VM 24,
jinfo A] LA{ F-sysprops 3% T RE FUAMLBEFE 2 BT 6 %E 1) System.getProperties() [ A 24T E H 3k, I
Hizar @87 LLEE AR BRI EH IVM SHI REBONE, K@i jps —v R EEFERIN. [
i, jinfo AL RETEZITHIE S IVM 24, il it {# H-flag name=value 5% # -flag [+|-Jname ¥
B — 8 s AT BB SOt BRI 2 5.

jinfo fis & I -
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jinfo [option] <pid>
(to connect to running process)

jinfo [option] <executable <core>
(to connect to a core file)

jinfo [option] [server_id@]<remote server IP or hostname>
(to connect to remote debug server)

here <option> is one of:
-flag <name> to print the value of the named VM flag
-flag [+|-]<name> to enable or disable the named VM flag
-flag <name>=<value> to set the named VM flag to the given value
-flags to print VM flags
-sysprops to print Java system properties
<no option> to print both of the above
-h | -help to print this help message

i1 jinfo SR FIZIT IVM BEFERT 18 2 24K
jinfo -flags 2702

longlong@ubuntu: /usr/tomcat/bin$ jinfo -flags 2419
Attaching to process ID 2419, please wait...
Debugger attached successfully.

Client compiler detected.

JVM version is 20.45-bo1

-Djava.util.logging.config.file=/usr/tomcat/conf/logging.properties -Djava.util.
logging.manager=org.apache. juli.ClassLoaderLogManager -Djava.rmi.server.hostname
=192.168.136.133 -Dcom.sun.management. jmxremote -Dcom.sun.management.jmxremote.p
ort=9004 -Dcom.sun.management. jmxremote.ssl=false -Dcom.sun.management.jmxremote
.authenticate=false -Djava.endorsed.dirs=/usr/tomcat/endorsed -Dcatalina.base=/u
sr/tomcat -Dcatalina.home=/usr/tomcat -Djava.io.tmpdir=/usr/tomcat/temp

4. |stack
jstack iy 4 FI KA MR ADLRL 24 T ) SR FE DA R, 2R PRt 2 24 T KR B — AN R IEAE
PATHI IR O SE G A R R DR B 0 B0 T 5 A R K I ) 73 7 el S ) SR BT
CLRRIEAN. LRI SR A B R I [T () BT IR [ SEARER . 5 5 AR, #A
A] fE G BRI TS X AR AERS dump 4 AT TVM DL FEER R, BUAENEE K
CLCIVAOES R X G /A S PN (= DAL=
jstack i (F V2
longlong@ubuntu: /usr/tomcat/bin$ jstack -help
Usage:
jstack [-1] <pid>
(to connect to running process)
jstack -F [-m] [-1] <pid>
(to connect to a hung process)

jstack [-m] [-1] <executable> <core>
(to connect to a core file)

jstack [-m] [-1] [server_id@]<remote server IP or hostname>
(to connect to a remote debug server)

Options: .
-F to force a thread dump. Use when jstack <pid> does not respond (process
is hung)
-m to print both java and native frames (mixed mode)
-1 long listing. Prints additional information about locks
-h or -help to print this help message
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o -F RRAES H ANl e N2 A 58 i A e AR R PR

o -m ARITENH A Java F native FIS BT HERRAS B
o -1 HRATED R T BRI BN B

I jstack KA F L FEPR IR

jstack 2419

longlong@ubuntu: /usr/tomcat/bin$ jstack 2419
2014-03-11 07:16:48
Full thread dump Java HotSpot(TM) Client VM (20.45-b01 mixed mode, sharing):

"Attach Listener” daemon prio=10 tid=0xb4200c00 nid=0xaS50 runnable [Ox00000000 ]
java.lang.Thread.State: RUNNABLE

"TP-Monitor" daemon prio=10 tid=0xb371dc00 nid=0x98f in Object.wait() [Oxb360bec
0]
java.lang.Thread.State: TIMED_WAITING (on object monitor)

at java.lang.Object.wait(Native Method)

- waiting on <0x84830da8> (a org.apache.tomcat.util.threads.ThreadPoolSM
onitorRunnable)

at org.apache.tomcat.util.threads.ThreadPoolSMonitorRunnable.run(Threadp|
ool.java:565)

- locked <0x84830da8> (a org.apache.tomcat.util.threads.ThreadPoolSMonit
orRunnable)

at java.lang.Thread.run(Thread. java:662)

"TP-Processor4"” daemon prio=10 tid=0xb371c400 nid=0x98e runnable [0xb365c000]
java.lang.Thread.State: RUNNABLE
at java.net.PlainSocketImpl.socketAccept(Native Method)
at java.net.PlainSocketImpl.accept(PlainSocketImpl.java:408)
- locked <0x84830e58> (a java.net.SocksSocketImpl)
at java.net.ServerSocket.implAccept(ServerSocket. java:462)
at java.net.ServerSocket.accept(ServerSocket.java:430)

5. jmap

jmap "] AR EF SR EOS R AT, EEHEMMERS S, SFEKHRLWH GC ik
o, HESEPMEAES, UAEE IVM 2545 E &AW S FRNE . FF H jmap &7
AR TIRE, R T RAE R TVM HE MR i R . 38 3 AH DG T L % HE % il DR AT 4047
RENSE B AP AR TEA MRLENS 5, LLEGXEEXT S5 S B o PR s (], DA R 30 3t p 77 3 25
] L 0 TR 4

A R EERRRZ, jmap $ATHE dump #RAERS, T AERBUREAE SRR, KRESR K&
HIRGETEIE. I, N E RE AL AT AT ZIR S, & WA AT RIS RN 0 P Rk
M 7 R 17 258, 1 B o

38 JlLAE IVM A A4 5E-XX:+HeapDumpOnOutOfMemoryError 24, [ EA{E IVM &4 OOM(OutOfMemory)
(IGO0 T A e e i DR, DU 330 OOM 5t
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jmap iy 211 A

Longlong@ubuntu: /usr/tomcat/bin$ jmap -help
Usage:
jmap [option] <pid>
(to connect to running process)
jmap [option] <executable <core>
(to connect to a core file)
jmap [option] [server_id@]<remote server IP or hostname>
(to connect to remote debug server)

here <option> is one of:
<none> to print same info as Solaris pmap
-heap to print java heap summary
-histo[:live] to print histogram of java object heap; if the "live"
suboption is specified, only count live objects
-permstat to print permanent generation statistics

-finalizerinfo to print information on objects awaiting finalization
-dump:<dump-options> to dump java heap in hprof binary format
dump-options:
live dump only live objects; if not specified

all objects in the heap are dumped.

format=b binary format

file=<file> dump heap to <file>
Example: jmap -dump:live,format=b,file=heap.bin <pid>
force. Use with -dump:<dump-options> <pid> or -histo
to force a heap dump or histogram when <pid> does not
respond. The "live" suboption is not supported
in this mode.
to print this help message
to pass <flag> directly to the runtime system

o -heap HKATEIHEIHESEAT BN, CLRGAL ] [PUAC 2% (0 280 L MM LA BN & I AE MR
(g A 20 5

o -histo[:live] H KATENEEAS class (K S8, WAE S T 8845505 L, iR live ik
To, WAL U A A 0T R A B

o -permstat JI] 4] ENHIBREAS ClassLoader fili% ClassLoader JIT 4% 1) class (1) %0 ;

o finalizerinfo Mk 4 /is45 F-Queue V2445 Finalizer Z&Fi4h 4T finalize J7 721104 %

o -dump:[live,]format=b,file=<filename>/1] K/[: 1% IVM [FHEREAG DRI, Tive fioc e 17 203l
S dump T4, format=b &R DER% S, file R & A76if 10 SCPT 4

. A IVM R A -dump $5 00 AT IR A %306 ST R LA 2 8 M fidd R

Sk jmap A G AN

jmap —heap 2419
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longlong@ubuntu: /usr/tomcat/bin$ jmap -heap 2419
Attaching to process ID 2419, please wait...
Debugger attached successfully.

Client compiler detected.

JVM version is 20.45-b01

using thread-local object allocation.
Mark Sweep Compact GC

Heap Configuration:
MinHeapFreeRatio
MaxHeapFreeRatio
MaxHeapSize
NewSize
MaxNewSize
0ldSize
NewRatio
SurvivorRatio
PermSize
MaxPermSize

40

70

264241152 (252.0MB)
1048576 (1.0MB)
4294901760 (4095.9375MB)
4194304 (4.0MB)

2

8

12582912 (12.0MB)
67108864 (64.0MB)

Heap Usage:

New Generation (Eden + 1 Survivor Space):
capacity 4915200 (4.6875MB)
used 3927256 (3.7453231811523438MB)
free 987944 (0.9421768188476562MB)
79.90022786458333% used

Eden Space:
capacity

nun n

4390912 (4.1875MB)

used 3926344 (3.7444534301757812MB)
free 464568 (0.44304656982421875MB)
89.41978340718283% used

nonn

6. BTrace

BTrace™ & —NTFURIK Java FEIFBAMRES TH, ATHEN AR, C23E 3]0t f
i BRI AR PAT IS E], X FA VG REAT R — Db . & TARRY A e 2 ik
Hotspot HEFUHLA) HotSwap ﬁ*jgmh’/}iﬂﬂﬁ@lﬂu?"W&iﬂ BEERERMY Java RPN, DAMLEFE iz
TR . XATHREESE PR A A 0 HE X, BAELISITI RS I, K
I EIA A B RE BE 2 4th T R J?E?TE’JQIH W, XEUAE T HERRE L BB
8, WHERNSE. ZEME. JERREHES . (B3GR TR R AT A2 iz 17 i 4
THATENRIHE £, XER/RZHL FABATF B E, REHUE, e, M
i, BRI R. KRR T HEA ) U, I HLEE RS N R U A7 m] BEAE v 7 4
W) N TR E L. I fEH] BTrace, A AFEAME SIS AR HBIN I T, sty & #
FRZATHIANS, 5 (R e 247
BTrace (] FHi%:
btrace [-I <include-path>] [-p <port>] [-cp <classpath>] <pid> <btrace-script>

[<args>]

39 BTrace il F| #iht Jy https:/kenai.com/projects/btrace .



e -I——BTrace £ fF X} #define. #include IXFF 5 14 g 3 455 4 o 4T 4] 00 (1 &b 22,
include-path F K45 & X FER L S0 H %

*  -p—port ZE K45 btrace agent 4 [, ERIASE 2020,

e -cp——classpath HI KA 5E g it T s K12, —M/E4s btrace-client jar A Fr7E S 42 ;

o pid—— i EEREEN Java HFE id;

*  btrace-script—— [ & X 1] btrace JHIA;

k125 btrace AR S 4.

{2 1% com.http.selfcheck.Index RAFEIXFE—N FyiZ::

* args

private int sub(int a,int b) {

ML il Bt BTrace JAIAS, W] DAFE VAT I, i A% 3825 T 1 K 2805 05 - AR [B1A -

import com.sun.btrace. BTraceUtllo,

blrace
lic class TraceMethod ({
d0nMethod(clazz = "com.http.selfcheck.Index",
method = "sub", location = @Location (Kind.RETURN))

public static void execute (@Return int rtn, int a, int b) {
println(strcat("a : ", str(a))):
println(strcat("b : ", str(b)));
println(strcat ("return : ", str(rtn)));

Horp, 4F OnMethod 7Ef#, clazz JBYEH T45 244, method J@ M 45 BRER I J7
154Kk AF execute 75, @Return 73 i )5 I ER (1) /2 /f‘?[‘}ikﬁ‘ﬁ‘]ifi M, a Al b 250k F i)
WA Z 4, gk, R println pRE HHE S AN S S IR IMEL A 2

T IESATIN, BTrace JHIASAH N (7 % H 45 B4 F -

bin/btrace -cp build 3053 script/TraceMethod.java

longlong@ubuntu: /usr/btrace$ bin/btrace -cp build 3053 script/TraceMethod.java
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':l!.lw:c..rmle:i-le.-/f_{»r{hls'cﬁc;{ - , 7. JConsole

JConsole #& K JDK W& 1) EIEALYERE 70 i
T H, &n] LU RIS A th 5l o f2 1 AEIZ 1711
JVM, XFIZ1TH Java N HH R A1 E S 98 U5 AT

orq apache.catalina startup Bootstrap Start_ A5 AT A0 T AN 428, JER I R R AL [ 1) 2 3 AT
sun.tools.jconsole, JConsole 2621 %Hﬁjlﬂ: h, }ﬁﬂ&
(s °©
.- M . MM RLIZ24T bin Hak MY JConsole %, 45 [

) SRR Java PR e
g s d PO T LA T4 s, e DA P R 1)
) ' ) Y fig, Xy JIVM BEFEE T 4% . JConsole (114

|Cancel Connect P 5 &l 4-26 PR

i1 LocalProcess nJ LAFEH|, *qarHlas G M
Java tfE, —/~ & Tomcat, —> JConsole A &
1 Tomceat BEFE, F5HEAN JConsole (19 5L, &
WM. N7, 22, K. VM %, MBeans NN ETR, & 4-27 fias.

A 4-26 JConsole #4i% 47

T pidl 3050 6ra,spache caralng SeartUp Booterrap start =l ‘IQ
Overview: | Memary | Threads | Classes | VM Summary | MBeans =
Time Range: Al
Heap Memory Usage ==+ Threads
9.0Mb 304
6.0Mb 20
07:18 07:18
Used: 8.4 Mb Cornmitted: 15.9Mb Max, 255.5Mb Live: 21 Peak: 21 Total 21
rClasses CPU Usage
| | 3,000 | 20%
1.5%
2,500 1.0%
0.5%
| | 2000 : [ | 0.0%
[ -
0718 0718
Loaded: 2,354 Unloaded:0 Total 2,354 CPUUsage 0.1

] 4-27 JConsole #) 5
Jorpy, MO R BoR THEME R . ZRFEER . AN . CPU ) 2845 K it i ) 22 b
M4, WA TR THEN AR AEMENAE. Survivor X\ Eden X, 0. A AL
PIAF 5 [ TR0 FEAT 100 650 RN, LA R 3ok S S0 ot I o) A 4k (K4 98, A1 T jstat w2 10 BB AR R



BIE REREM

323

JConsloe H] A fFARZE T AN 4-28 7.

VM Sumimiary

Non-Heap Memory Usage

Memory Pool “Eden Space”

Memory Pool "Survivor Space”
8.0Mb 4 | MemoryPool "Tenured Gen" fre
4 1
Memory Pool "Code Cache"

Memory Pool "Perm Gen [shared-rw]

Memory Pool "Perm Gen [shared-ro]"

50Mb
07:18 0719 07 20 07.21 07:22 07:23 Qa7 24 07:25 07:26 07:27
Details = A - — S —— .
Time: 2014-03-1207;27:05 100%
Used: 7,411 kbytes . | ’
Committed: 15,552 kbytes i
Max: 249, 472 rbytes 0%
GC time: ©.070 seconds on Copy (15 collections) o
0.0600 seconds on MarkSweepCompact (0 cellections)
0%~

A 4-28 JConsole #1 A F 47 %4 R

114 I I FEbR 26 SUNAH 24 T jstack MIEITEALIE R, SR T SRRSO Bt [0 2L a4,

JEHIEF BAERE, AU BEELENLERNERNE, W 4-29 P,

s
-~

Overview | Memory Threads  Classes | Vivi Summary | MBeans

Time Range: (ac T
Mumber of Threads ~ B
H 30
| 25
Pask
et
| a0 1 o s

i 15
10

07:20 07:25 07:30 07:35 07:40

Thireads

TP-Processor?
TP-Processord Stack trace:
TP-Monitor

-locked fava net. SocksSack etimpl@150730d |
! S| 1 lava.net ServerSocket implAccept(ServerSocket Java 462) |
RM) ICP Connection(1)-12 ! { java net ServerSocket accept(ServerSocket Java430) . l
Rl Scheduler(0) {1 lsun management fmxremote LocalRMIServerSock etFactory$t accept(Loc all‘th‘\b:grverﬁucke[
Iz server connectlontin| | m e transport. tep, TCPTransport$AcceptLoop executeAcceptloop(TCPTransport Java:3(|
RMITCP Connectlon(2)-12! | sun rmi transport tep TCPTransportSAcceptloop run(TCPTransport javai341)

PINTCP Connection(5)-12 = ilavalana Thread.run(Thread.lava 662) .
‘ ' Y e = -
{Filter {Recect Deadlock

Java net PlainSocketimpl socketAccept(Mative Method) s
java net PlainSocketimpl accept(PlainSock etimpl java; 408) 4

|
1
|
!

|

A 4-29 JConsole #) & AZA4T % N
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KR EZRIL JVM InBHIRBER B 22 HTF O, 1 VM RZ NI T —
MICEER, BEAEHE. XMBEE. XD,

4-30 FT7~ -

LEMHT JVM
LLE BB TEER IVM 2505, W

‘-)=(?r startu pE‘OV’ trap start

M summary

Wednesday, March 12, 2014 7:45.45AMPDT

¢ Connection name: pid: 3050 org.apache.catalina.startup.Bootstrap start
| virtual Machine: Java HotSpot(Th) Client VM version 20.45-b01
; Vendor: SunMicrosystems Inc.

Uptimea: 28 minutes
Process CPU time: 14.910 seconds
JIT compiler: Hotspot Client Compiler

’ Daemon threads: 18
{ Total threads started: 21

i Name: 3050@ubunty Total compile time: 0.704 seconds
i Live threads: 19 Current classes loaded: 2.393
i Peak: 21 Total classes loaded: 2.420

Total classes unloaded: 27

‘ Current heap size: 6.133kbytes
| Maximum heap size: 249,472 kbytes

G.rb;g. collector; Name = 'MarksweepCompact’, Collections = 1, Total time spent
seconds

Committed memory: 15,680 kbytes
Pending finalization: 0objects

f Gar‘hagq collector: Neme = 'Copy), Collections = 27, Total time spent = 0.088 seconds

=013

Operating System: Linux3.8.0-29-generic
Architecture: i386
Number of processors: 4
itted virtual y: 424,776 kbytes

c

Total physical memory: 1,026,132 kbytes
Free physical memory:  84.512kbytes
Total swap space: 1.045,524 kbytes
Free swap space: 1,045,524 kbytes

VM arguments: -Djava.utillogging config file=/usr/tomcat/conf/logging.properties

-Dcatalina.base=/usr/tomcat -Deatalinahome=jusr/tomcat -Djava.
Class path: /usr/tomcat/bin/bootstrap jar
Library path: /usr/jasva/ire/Ub/i286/client /usr/java/jre/lib/i386:/usr/java/jre/../Ub/i

[javafjre/lib/charsets jari/usr/iava/jre/lib/modules/idk.boot jar:/usr/j.

8. Memory Analyzer (MAT)
MAT® £ % Eclipse

-Djava.utillagging. manager=org.apache juli.ClassLoaderLogManager -Djava.endorsed.dirs=/usr/tomcat/endorsed

io.tmpdir=fusr/tomcat/temp

386:/usr/java/packages/lib/i386:/libi/usr/lib

Boot class pith Jusr/javajjre/lib/resources jarfusr/java/jre/lib/rt jar:/usr/iava/fire/lib/sunrsasign jar:/usr/jeva/ire/lib/isse jari/usrjava/jreflib/ice jar/usr

avafire/classes

B 4-30 JConsole #4 VM 46 &47 % |

Memory AnalyzerTool, f&—

Iah\spe«or[mﬂnpbumpr_msil { =t

ARINAETR AR Java HEHT | [rr———
TH, fetug ks b A
N R Z IS, M@
R ITIHAN, W WFHE
F&, ERe L — B
Br, AL AT RER A At 1a)
. EEEREEAE A AL

Recently Used Files
[ DA\AlDrive\ 2 T\ T FEIE i\ f

®oap Dump viwory [ =0

Q Overview
Provides information for the
quick start.

[A] Tutonials

Offers several step-by-step
tutonals for quick access

t

| Notes 5[ Neigton. |~

Pz T, NEEWAIER
Eclipse ffiffRAEH, S
TFRIABEHATHE . MAT

o)

|
E
|

TemofisM [0

ALY VLT

F =S 4-31 Fros.

A 4-31

40 MAT, https://www.eclipse.org/mat.

U

MAT &9 £ &
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WRLfLdy “File™ — “Open heap dump” 5., RIATHT Il dump A B0 HE (16 B i 30k

(ot A HETR AR OCE s, DAOE MU P AE . JF BB W LUE N TR A, B

0 A R AT e, DAPRIHE A I A AE T FE e R, A, AR R R 1 4-32
RN

-~ Leaks =

‘v Overview

() 5109 KB

(a) Problem Suspect 1
(c) 1MB (b) Problem Suspect 2
(c) Problem Suspect 3

(d) Remainder

CE SN

Sy 198

Total: 4.8 MB

A 4-32  MAT 4 a8y 1G5 4Rk

WA AIETT I IR St LS, 0 OOM, Bl A% FullGC 500, AR 7
U EASLIEAT . W, AT RE I A LLAER A ) R, nTLASE dump MELMREBUZ, SR
G2 o P MAT A HEDEGEAT o007, LhoE A7 ] RE R A A7 S R T bug.

9. VisualVM

Visual VM S fE 14088 A “All-in-One” TH, #iss 7 IVM PNAERTFER AL, PERESY
P o 2R R, LU HERE R AT B I o S J LT B AT R 5 R D i, B AT ks
b IDK KA SR R s a7 . AR B HE AR .

Visual VM AL (1 G4 T 8 S fig, 3 SR i 7 S AT Shfigd g 1 T EA
e BAEE, Al H AT R e] gk ee e

(1) Visual VM $fif} (1) 22 %L 5%

L “Tools” — “Plugins” S0, M AT AR Dk P B2 R oAt el 4-33
o

P G R T e, el 4-34 Fros.
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VisualVM-Glassfish

¥

[

\ ey ;

! R VisualVM-Security ‘Sj:\gx; SOE g | |§#§ community Contributed Plugin
I | O VisualvM-MBeans Tools 7]

| - | Version: 1.4

{ FI ‘T‘:'u?:?apygjzl:anbes ?r’:clir g Author: Jaroslav Bachorik

B e | Date: 2/24/11

Source: Java VisualVM Plugins Center

Homepage: http //visualvm java net

Plugin Description

A sample plugin giving an overview of advanced monitoring
capabilities of VisualVM. Enhances monitoring of GlassFish
application server by adding specialized overview, new tab for
monitoring HTTP Service and the ability to visually select and
monitor any of the deployed web applications

Jnsf.allj 1 plugin selected, 411kB

| Close

A 4-33  VisualVM #9364 2 7@

License Agreement
Please read all of the Following license agreements carefully.

In order to continue with the installation, you need to agree with all of
the license agreements associated with the particular plugins.

| VisualvVM-Classfish License Agreement [ =
| Project VisualVM H

The GNU General Public License (GPL)
I Version 2, June 1991

| Copyright 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
| Everyone is permitted to copy and distribute verbatim coples |
| of this license document, but changing it is not allowed.
! Preamble “

[] laccept the termsin all oFthé license agreements,
| | |#Back) | install | |Gancel| | Help
M 4-34 Visual VM #9464+ % KR\
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Java VisualvMm

-

VisualGC & {F % & E Z)45] JVM & Eden. Survivor. Old, Perm &1 HFZ
’J"ﬂ Gt HFHIERESEE FIX LN 7 X 15 75 8] F F BE R (a1 AL R 1E O
BEERIEE], BEE+ ¥R . VisualVM H] VisualGC &R W & 4-36

| © Tomcat (i 270

| Refreshrate: 4.:o

51
.———

Parameters

ring Thrashcld:

Max Tenuring Threshold

B spaces W Gaohs @ Hstogram

Compile Time: 797 compiles - 579.194ms

Class Loader Time: 1608 loaded, 47 unloaded - 4.029s

CC Timme: 11358 ¢oliectio 2.003s Last Cause: unknown CLCause

Ecen Space (S7.250M, 4,.312M): 3.432M, 11727 collections, ¢

Surviver 0 (8.375M, §12.000x): 0

S : 216.250K

Survivor 1 (8.375M, 512

Old Cen (168.000M, 10.500M): 7.715M, B collections, 516.892ms

Desired Survivor Size: 4 Current Surviver Size:

4 s 6 7 s 9 10 1 12 13 14 15

& 4-36 VisualVM & VisualGC &4 @
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(3) MR,

it VisualVM [ Profiler, AJ LAEEAE EIFE/F% CPU MW AR RS OL, Wor#rie e i s
KB % BAER B 5k (BUa HiE), HRNFT RS XS, 55 . @id VisualVM [ Profiler
H#E4T CPU Profile, Wi 4-37 fiw.

C Tomcat (pid 2705)

Profiler 1 Settings

Profile: @ [.Memoryi Lﬁsmp 7[

Status: profiling running (347 methods instrumented)

Profiling results

@ @ ® & snapshot
 Hot Spots-Method || SelF time [%] | Self time v flnvocations  'a|
org.apache.catalina.startup.HostConfig.checkResources (org.apache.c... [ R 14.5ms (51%) 78|~
org.apache.catalina.startup.HostConfig.deployApps () B 5.63mMs (19.7%) 13
org.apache.catalina.startup.HostConfig.deployDirectories (java.io.File, ... [l 2.36ms (8.3%) 13
org.apache.catalina.startup.HostConfig. deployWARs (java.io.File, Strina[]) [l 1.61ms (5.6%) 13
org.apache.catalina startup.HostConfig.check () 1 0.692ms (24%) 13
org.apache julilogging DirectJDKLog.isDebugEnabled () | 0.637ms (2.2%) 377
org.apache.catalina.startup.HostConfig.validateContextPath (java.io.Fi... | 0.584ms  (2%) 13
org.apache.catalina startup.Host Config.deployDescriptors (java.io File, .. | 0.483ms (1.7%) 13 ‘
org.apache.catalina.startup.HostConfig.deployDirectory (String, java.io.... | 0.337ms (1.2%) 78 |
org.apache.catalina startup.HostConfig.isServiced (String) | 0.332ms (1.2%) 195
org.apache.catalina startup.HostConfigsDeployedApplication.<init> (or... | 0.293ms  (1%) 78
ara snarho makslins cback i UackCanfia danlaumantEsisbe (Creimal | DAL e (000 117

B 4-37 i#it VisualVM # Profiler # 47 CPU Profile

i id Profiler 7] LUK IR, checkResource 77 VAHAT 5 Fl T &BAK I a], I H—3L447 T 78 K.
1# 1 VisualVM ] Profiler #£4T W AF Profile, #N 4-38 fi7x.
O Tomcat (pid 2705) 1
\profiter ' - o O) Settings |

oy | Bstop |

Status: profiling running (2,971 classes instrumented, tracking each 10th object)

| Profiling results ‘
B @ ® & snapshot 7] :
Class Name - Live Allocated Ob ; |LiveBytes> |LiveBytes Live Objects | Generations | ®
java.util TreeMap$Entry I (16,0608 (19.1%) 3,655 (21.8%) 21 =

{lava lang.object[] T 08 (157%) 3,368 (20.1%) 26
{lava.lo.ObjectStreamClass$wWeakClassKey R 68,256 B(11.2%) 2,133(12.7%) 3
|java.utiLHashMap$Entry[] [ 49,280B (8.1%) 619 (3.7%) 25
|charl] e 30,968B (5.1%) 382 (2.3%) 24
java.util. TreeMap - 28,1288 (4.6%) S86 (3.5%) !
int[] e 26,3928 (4.3%) 41 (0.2%) 3
|iava.utiL HashMap [ | 22,240B (36%) 556 (33%) s
}java.util Hashtable$Entry[] ] 15,8488 (2.6%) 283 (1.7%) 25
|java.util vector [ | 13,728B {2.2%) 572 (3.4%) 25/,

A 4-38 ifiit VisualVM # Profiler i#t 47 A #& Profile
AR R, 4007 H W AF 20 52 104 TreeMap 1875261
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(4) &5
JE1Z VisualVM B Threads, AJUUEZIEFLRIHIFTELE

»:

C Tomcat - 227032

& Threacsvsuzization ® Threads nspector
Live threads: O°

Daemen threads: 20

sine | Taol= | Detals - . x
& & 8 sowr A Toead .

—— . ——r— — —— -
Threads 40 1:14:50 1:15:00 1:15:10 [remes]
O7P-Processort T Sy - v

— i~

=

oG C3war ERMonior

=ERSEy e

A 4-39 :Z:% VisualVM #j Threads & & S #[2/789 £ 42

'/4-‘51.

- Tomclt DC 2705,

==

) Client VM (26.45-b81 sixed wode, sharing):

8 t10=8xb30d3%65 nid=exb2S runnable [8xb3151668]

e Mo ~_—.-.~

.atil concurrent locks.Reentrantlock$hNonfal

rSync )

,,;_,r.r pric=18 t19=GxbA4215c83 nio=Bxpld in (Dject. wait{) [8xp3

A 4-40 :Ait VisualVM &) Threads # A A2 H B

mmMeE%T%Emﬁé%ﬁ@mﬁkF& EEEPH—AEE, JUEEILES
#2158 JEif £ ThreadDump %4, ALUEEREE LTHZIMNELERE, WHE 4-40 AT

329

%12, LLAXEREIRENLEE
< EE, WHE 4-39 Fis.
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(5) H#E dump 4347
£ VisualVM ] monitor #2501 T, A LAIE L #07 Heap Dump #&#E3ATHE dump #21E. HE
dump BEE AT HH P TE IO ) 73 tH R R, BHREN BN RIRN SR, HEFE N N ERE,
& 4-41 Fioso.

< Tomcat (pid 2705)

'HeapDump

& & ma}classes @ Instances @ OQL Console ;&JEI
[@oveniew ~ x|Qinspect o x

e it - - S —
1t

@ Basic info:

£ "; Find i_ng: - | biggest objects by retained size: |Find

Date taken: Sat Mar 1500:54:15PDT 2014 | { ‘
File: /trnp/visualvm, dat/localhost_2705/heapdump-1394870055540.hprof | Class Name Rgt! |
File size: 13MB . i| class org.netbeans.lib.profiler.server.ProfilerRuntime
Total bytes: 8,631,578 | butefl#293 |l
Total classes: 2,677 !l org.apache.catalina.loader,StandardClassl oader#1 ['
Total instances: 158,765 ’ |
2 -1} Java.utilVector#3 !
Classloaders: 108 il 2Ly, ct'
GC roots: 2,062 | lavalang Object[]#1132
Number of objects pending for finalization: 0 il 0 h Lil. s| fonUtils
-
ava.util. Hashtable#2
= environment: }l - t,lH .
0S: Linux (3.8.0-29-generic) | lava. = 4
= LINDUX U-29- i
Architecture: i386 3gzbit ) || org.apache.cataling.core.StandardContext#2
Java Home: /usr/java/jre L ” org.apache.catalina.core.StandardContext#6

JVM: Java HotSpot(TM) Client VM (20.45-bo1, mixed mode, sharing) || org.apache.catalina core StandardContext#1

i e ina.core. #4

= System properties:

,‘! nra anache ~atslina rara ShandardCanravr#c
A 4-41 idif VisualVM #9 heapdump & A 69L&
HEFCEME BB THERI R/ HEPXT R K/ class FIEE . classloader [ EUR (5 &
FF Had i s A MR find #4810, 38 n] L3R 3 HE B KR .
ML classes tab, ME7R T HEH XN FI2E R SEFI R ERHAT, WK 4-42 Fis.

Shovas Suctem Dennertias

O Tomcat (pid 2705)

| Heap Dump

¢ P 0Osummary |& 5 | B |
[ B Classes x|
byte) 1 5394 (3.4%) 2247821 |:sx),U
java.lang.String ] 41612(26.2%) 998688 (11.6%) |
short[] ] 6567 (4.1%) 413506 (4.8%)
int[] 1 6059 (3.8%) 358572 (4.2%)
java.util. HashMap$Entry | ] 13477 (8.5%) 323448 (37%)]
java.lang reflect. Method | 3198 (2%) 246246 (2.9%)
java.util. HashMap$Entry[] | 1811 (1.1%) 215876 (2.5%)
java.lang. Object[] | 2466 (1.6%) 123580 (1.4%)
java.utiLHashMap | 1764 (1.1%) 70560 (0.8%)
Java.lang.String[] | 797 (0.5%) 49592 (0.6%)|
java lang.reflect, Constructor [ 746 (0.5%) 45506 (0 sxw‘
java.utiL Hashtable$Entry | 1470 (0.9%) 35280 (0.4%)
Java lang.ref. SoftReference | 1047 (07%) 33504 (04%)]
com.sun,org.apache xerces,internal. xnl. QName | 1327 (0.8%) 31848 {04%) ! «

M 4-42 ifiid Visual VM 6§ heapdump & A&7 & % &2 &4 5 48] 3¢
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(6) Btrace 1] .

BTrace tLHEWEAE N VisualVM HIE 1 RAE ], 2235 0f BTrace it 2 5, & B EHRE,

H AR AT B iy “Trace Application”, #tAl LLZEA BTrace MR, SR AN KA,

o7 Start %], AT DX FE AT EREZ AR, anl&l 4-43 FToR.
Z Tomcat (pid 2705)

| BTrace B Output 1 Class-Path
3 Open.. B Savess Bt @Stop F Svern 71 Unsafe

1 1mport com.sun.btrace.BTraceUtils;
2 1mport com.sun.btrace.annotations.*;
3 1mport static com.sun.btrace.BTraceUtils.*;

4 @BTrace

S public class TraceMethod {

6 @OnMethod(clazz = ‘com.htrp.celich .Index”,

7 method = "=ub’, location = @Location(Kind.RETURN))

8 public static void execute(@Return int rtn, 1nt a, int b) {

‘1 <] println(strcat("s : *, str(a)));

[ 10 println(strcat({'b : ", str(b)));

| 11 println{strcat( retu : v, strirtn)));

|12}

113 }

i

{

J

Qutput x

B 4-43 VisualVM #) BTrace #51F4% A

7 FH T T A 2 606 5 15 BORR [ (e HE A T ER B (R I AR, % com.http.selfcheck.Index ] sub J5
PFHEATEREE, @ Output AR ATLAE 2, HtH45 R 5 26 —5.

452 HEIZG5H

/0 T AR % Java W H] ) SUHEAT O TR, 7ESEBRALER I, BR T ARR AT R
Zhh, Glath AR R, B, AT LA SEhREEE b s R e, UK
S SE LA () S T R e R R B AR A e Ak B O A R 2R 5

1. AfFifH

AT AEA T B G, th PR bug, 2 Hi8 OutOfMemory 54 . W00 FIX
Bl 0 1 T P A7 o hOT 530 1 P A7 A L T S 80, o s 3090 ) 47 T RS
o H A%, (T T R R . Rl BB A4S OutOfMemory S, HIRATMA
i E) OOM S N IR AL B ik

il OOM (1) Java F2)7

public class TestOOM {
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static class Obj{
public byte[] bytes = "hello everyone".getBytes();
}
public static void main(String[] args) {
ArrayList<Obj> list = new ArrayList<Obj>();
while (true) {
list.add (new Obj());

}

AT AERE BRI, X R T HEALERIRDN, I HAERE OOM Y, dump =§j JVM
s, LAEBEAT ST, (R TVM S50 -

-Xms1l0m -Xmx10Om -XmnS5m -XX:+HeapDumpOnOutOfMemoryError

REFFEIT RS RN 4-44 P

[ Problems[ @ Javadoc ]@, Dedaraﬁorm% Servers |
<terminated> NIOClient [Java Application] D:\Program Files\Java\jdk1.6.0_45\bin\javaw.exe (2014-3-15 ~405:05:32)
java.lang.OCutOfMemoryError: Java heap space

Dumping heap to java_pid9208.hprof ...

[Heap dump file created [13695068 bytes in 0.160 secs]

Excep:;;n in thread "main" java.lang.OutOfMemoryError: Java heap space

at java.nio.CharBuffer.,allocate (CharBuffer.java:312)

at java.nio.charset.CharsetEncoder.islegalReplacement (CharsetEncoder.java:319)

at java.nio.charset.CharsetEncoder.replaceWith (CharsetEncoder.java:267)

ar java.nio.charset.CharsetEncocder.<init> (CharsetEncoder.java:186)
oder.<init>(CharsetEncoder.java:209)

at sun.nio.cs.ext.DoubleByteEncoder.<init> (DoubleByteEncoder.java:31)
at sun.nio.cs.ext.GBKSEncoder.<init> (GBK.java:6786)

at sun.nio.cs.ext.GBK.newEncoder (GBK.java:36)

at java.lang.StringCoding$StringEncoder.<init>(StringCoding.java:215)
at java.lang.StringCoding$StringEncoder.<init> (StringCoding.java:207)
at java.lang.StringCoding.encode (StringCoding.java:266)

at java.lang.StringCoding.encode (StringCoding.java:284)

at java.lang.String.getBytes (String.java:986)

at TestOOM$Obj.<init>(TestOOM.java:7)

at TestOOM.main (TestOOM.java:14)

B 4-44 ARFIEITHLER

L VisualVM X} dump HIHEBEAT 704, FRATATLA—H TRME RIS 5, Wil 4-45 s,

byte[JEZHL A TestOOM A #2E Obj HsE izt 7 Hofhxt %, I b 7 e A4y 45
. BRIk, HEHRFBIAE TestOOM A2 Obj AL IFREATHER, {1 nT LAER HY P A7 RS H 0 T A

2. ZIEAHIESEIGEN

Tl O 24 2 R IR K B FH T A A 2E i, sl IR A8 T {5 5 b i A R I B,
XA DL AE MR IR A LAl AR, R RS S AN AT T Shfe ik ifn v A3 ¥ 7 B 1yl
IR o B A 2R, SN AR o e) B AN ey IS ) P m e o AN 4 & 1

at java.nio.charset.CharsetE
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[ & Java VisualvM - < R =ancy X
|0 sEEFE #EY T8O E0W &HH)
5 :@i © (hespimp] le-_yxdél‘crg hprof ® EEE
£ Z [heapdump] java_pid9208. hprof
=]
~ g5 8= f
FP OFE(ox]o =M On 28 a » b‘
B x|
P Shi (51 v B Fh ] ||
bytel] = 190750 45 7% 4516625 (311w« I
Test00NS$0b; e = 188056  4c% 2066672 (25 5%
i || yava lang String | 11241 (2 7% 269784 31t
| ehar[] | 122 Ion 833122
=hort[] 3808 0= 222848 »
I int[] 1996 o o 59552
i java util Treelsp$SEntry 758 21982
} Java lang Object(] 31 i 804740 = 1%
i Java lang Stringl] 180 ca 4656 0 v o
| £ iz5788) V o o - v |
i{ — = ———————— — ]
L= = —_— —_—— y
B 445 %R

o7 Java N FH IR %5 38 AT E ARG IR, 2 R B RTRPEBIEE 5 5 BB IHUZX R 7
B, ERRR i T E (S 5 R M S AT AN AR R, BT RGE RN, T HA AT SRR,
14 FEOERTCHGAT A . X, N 2RI SRAC I ) A Y, N B, {H XA
IVM BEREHVZ IR BRI, JF HUEI ) RGP HH e CPU () load EAEAFH K.

i Java FEIFBHUME 55 A RIS -

protected void doPost (HttpServletRequest request, HttpServletResponse response)

throws ServletException, IOException {

try |
SemaphoreSingleton.getSemaphore () .acquire();

} catch (InterruptedException e) {}
response.setHeader ("Server-Status", "ok");
response.getWriter () .write("hello\n");
return ;

}

{5 75 BB A 52

public class SemaphoreSingleton ({
private static Semaphore semaphore = new Semaphore (10) ;

public static Semaphore getSemaphore () {

return semaphore;
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}

BFadZRyinblE, E4HB “E5e” s, MNHEFEREWN, #id 2% dump
ATLAER], K 4-46 AR,

"http-8086-9" daemon prio=10 tid=0xb3e0bOO6 nid=0xc6d waiting on condition [Bxb3474060)
java.lang.Thread.State: WAITING (parking)

at sun.misc.Unsafe.park(Native Method)
- parking to wait for <Ox7f4e0188> (a java.util.concurrent.Semaphcre$NonfalrSync)
at java.util.concurrent.locks.LockSupport .park(LockSupport.java:lE6)
at java.util.concurrent.locks.AbstractQueuedSynchronizer.parkAndCheckInterrupt(AbstractQueuedSynchronizar.)av
at java.util.concurrent.locks.AbstractQueuedSynchronizer .doAcquireSharedInterruptioly{AbstractQueus
at java.util.concurrent.locks.AbstractQueuedSynchronizer.acquireSharedlnterruptibly(Abstract OucqﬁJg,rc"*ﬂfL_,'.

at java.util.concurrent.Semaphore.acquire(Semaphore. java:286)

at com.http.sel fcheck.Index.doPost (Index.java:24)

at com.http.sel fcheck.Index.doGet ( Index.java:16)

at javax.servlat.http.HttpServlet.service(HttpServliet.java:617)

at javax.servlet.http.HttpServlet.service(HttpSarviet.java:723)

at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter{ApplicationFilterChain.java:290)

at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.)java:2086)

at org.apache.catalina.core.StandardWrapperValve.invoke(StandardWwrapperValve.java:233)

at org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve.java:191) ‘
at org.apache.catalina.core.StandardHostValve.invoke({StandardHostValve.java:127)

at org.apache.catalina.valves.ErrorReportvalve.invoke(ErrorReportValve.jave:103) ‘
at org.apache.catalina.core.StandardengineValve.invoke (StandardEngineValve.java:1069) \
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:293)
at org.apache.coyote.httpll.HttpllProcessor.process{HttpllProcessar.java:

at org.apache.coyote.httpll.HttpllProtocol$HttpllConnectionHandler.process(HttpllProtocel . java:606)

at org.apache.tomcat.util.net.JIoEndpoint$Worker, run{JicEndpoint .java:489)
at java.lang.Thread.run(Thread.java:662)

B 4-46 A/ B AL

KELFRAT WAITING R7E, JF HERERHER BR2 2 IEESFF Semaphore IR, 1M
BERY BT CPU S BARMK, RYIFH AR F b RGBT T S B N I W SO, P 4-47 Frs .

cPU | x

CPU usage: 0.9% GC activity: 0.0%
100%

50%

0%+
3:.06 AM 3,07 AM 3:08 aM 3.0 aM 310 AM

B CPUusage M GC activity

B 4-47 CPUKLEET

3. EmEF PR

AEE, SERMERAREPINHEEAMR ELLE, Eom 08T, Aﬁfﬂgﬂﬂﬁm%’%@ﬁ‘
B, A 8208804 H NoClassDefFoundError. NoSuchMethodError X FE( S d, X &
HAt AW ?

TE— KRB ANV N 24, WTRE KR & jar 2, 173X 48 Jar 7] fiE ARG jar,

B PRI R AR 2. AR, WA HE R, Al e WA jar £ £ MR

A, BEAHEE, KL jar 2 EHKAKBUN Jar WATHES:, XM IR D class %8 4 M 7] 1) 2]
IHFAE .
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(EAFIFIHLAS £, XA jar o9 [F 44 8 M INEA L I R 5e 4 — 8. BN, FE7E testl jar
il test2jar IS jar €, EATMEE TH-—1 2 com.http.test.SaySomething, 1 —4 %[
saySomething 772 ¥ S A «

public static void saySomething() {

System.out.println ("bye");
}

73—/ saySomething /7S HL A -
public static void saySomething () {

System.out.println("hello");
}

fittn—> AR IS A T test] jar Al test2.jar, JEIHH T saySometing J7i%, W FHiR.

public static void main(String[] args) {
SaySomething.saySomething() ;

}

£ #rAlas b, ATENRIATRESE hello, 1M 55— 870 HLAS U AT GEFT BN HH Sk fR1 2 bye.

XGRS T AT % NoSuchMethodError 1 NoClassDefFoundError i (R, A1
Method J&BTARIT) class BN 2:ff0, MIHARIY class "HANAEAE, USRS WA A LR gk T IH RS
class, % I NoSuchMethodError. 5 —F i it 2 B (] Method "5 | N T8 A4S, 1 an 2R
(T AR EE B R (AR class, )AL M B K. EL LM T, Wi
SHSCHLAS G U INEL T H AT class, 52 tH L NoClassDefFoundError 1% «

i E IVM 3 8 0 -verbose:class, 7] LLEE 2 HLAK(K) class 57 355 MM jar SCAH n#
R 2

[Loaded java.util.jar.Attributes from shared objects file]

[Loaded java.util.jar.Manifest$FastInputStream from shared objects file]

[Loaded java.util.jar.Attributes$Name from shared objects file]

[Loaded sun.misc.ASCIICaseInsensitiveComparator from shared objects file]

[Loaded java.util.jar.JarVerifier from shared objects file]

[Loaded java.security.CodeSigner from /usr/java/jre/lib/rt.jar]

[Loaded java.util.jar.JarVerifier$3 from /usr/java/jre/lib/rt.jar]

[Loaded java.io.ByteArrayOutputStream from shared objects file]

[Loaded sun.security.util.ManifestEntryVerifier from shared objects file]

[Loaded sun.misc.CharacterDecoder from shared objects file]

[Loaded sun.misc.BASE64Decoder from shared objects file]
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[Loaded sun.security.util.SignatureFileVerifier from shared objects file]

[Loaded com.http.test.SaySomething from file:/home/longlong/workspace/
commonproblem/ lib/testl.jar]

bye

ALLEF], XHEK com.http.test.SaySomething KI5 T testl jar, HITEMEKIHLES L, 21
BT EEAAZE, 1R AT GERANT ) BIF A I, BB Bk, 750 AN T @A 2
K, M RMIK . B, %00 SR G 7R 14T (B BOdi e R IFMR vk, DA% b 265 7 ok AN
AT B3R o



FE5F
SRS



338 | AEHHIMIGEIRITS53EEK

MAEZBEMAITLGRENLE, BFANAEEE ZRENE0FERMEER, —RI LR A
VEBFHEEIREPY, BIRRE THESTHA P, LA EES, HBEHEREE
FBREARE XK, FEMTLES BN KRHIEFK,

XEEFROGFERREETEEFRNOAET, THhFEE, FRT —RERGFREL.
+EAT, BRMNBAERR, —FMELE RS 1 /MDe, REIHTFREL, LBRERE, W
+=" WP SR, UILAPFRNAZ, X%, UL+7., LEFHBSEBREH—F, 22
EHEEHASR, XBHARDTAE,

TERROMEOR ST FR@GAR, el P ARGHIENE, LiE6HE, WEHT
o, LEWHBAAM, HEOXEFFAPF LRNE (UGC, B User Generated Content ), it
A—HoH AGEATH B ER¥E, izl BE, FFBEE BTEE #MHBE BRXBESF

B UGC, HAVALTAM —FL o} 8] 5 e A8 %42 8, HohothdB Twitter 69435 A A TN £ B 2
GO ER, BT AN EIMETANARIR L TR ; LALBARIE A 4R, TR P
AT ERE, B IHRAIFEAFOMEENF, BdHEXRFHEREIR,; B4
BARBAR G X ZAERRBIR EF R AT, XIS A TR, RIFLHEM S
B EITIA R P RAEIR S

midid B EHIE, RAVT AR ZAANEATHEI, 4o B3] load. #H 1/0. MEATHF,
TRALRHRABES, B EAT EGEITKME, ABRAPIFREL, i % qps. PV/UV
Fo

AFERNBAMR R4 T A

o HHXEALTHEMERGHEMN,

o JofTillid Storm #AT 5 B 84 R X HAE AT,

o  JefTi it Hadoop #47T & & E 1, BT Hive E T HIEL E

o defTH K AR KA E P A6 HIEF N HDFS, YABA HDFES #4338 $ A £ & 7 #

P,
o JfTRHSIIFHHKIEBIRABETLAPL,
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51 BHEWE

NTELIZITRRGRE, BRESTHEREHERFR, XEEREESRGEESITH 4N
CEEERGEE. RERNNEGE (WEARR AR CPU load. WA MR MBRES).
P Ui esie, LARWN B AP RS RCET. BOMARAGE. X TFREAMRITESAR
S E E KU, X EIRS S — e TAANE, BT CUREER N EE M SE R R E .

tean, wTLIARYE P 05 ) H S0 [ A8 TR PV (page view, REFIWE). UV
Cunique visitor, 37153 ). RT (response time, M E[E]), it A # R CHET HESH
fHH P AR R Z L, i) 5 8E B H SR, LB R RN IHE AR LR & 7 TR
{56, IR 8 W RS — SR B H B I SE AT /047, AT RER TR A
DURHAT S Rl AR H AR, ATLU A OO e R, AT AR SSVA EE

A RRBIET ARG TR TR E LT EUE, Bk, EATEEE T 2T, A
WX SANIEAT RGO HEFATIE . PR LF B ROX B — I RGEEAT 7 i AN AL 2,
ik A Y AR N A, AT AT .

5.1.1 inotify #L#I

AT H BRI, B 7 RE R SO, Rl R R AR, ANt
A, EEISCHR, RS T R, XA RRA S AR, LR+ A
i, RS, 0T RE AR SO, AR H R, RWMREATMET, A
(1IR3 7 CPU B [H] F .

Linux WAZM 2.6.13 JFG, 51N T inotify Hll. it inotify ML, AEHE XS ST RAEMIAA
AT WAL, S SCUEEAT IR « B cSU e, T LA B ) 388 460 2 FH R PP AT AR DR S (X AR B, 1X
Rl 1 PE AL FEALA, REGe T A SO R AT S, $R M TR S AL BERCR

I L i A R A A% I IBUAS «

uname —a

longlong@ubuntu:~$ uname -a |
Linux ubuntu 3.8.0-29-generic #42~precisel-Ubuntu SMP Wed Aug 14 15:3

1:16 UTC 2013 1686 1686 1386 GNU/Linux
longlong@ubuntu:~$ I

i R G0 17 SCFF inotify:

grep INOTIFY USER /boot/config-$5(uname -r)



| RBESHAMIGIANRT S5

longlong@ubuntu:~$ grep INOTIFY_USER /boot/config- S(uname -r)

CONFIG_ =y
1onglong@ubuntu ~$ I

T inotify HLH, FRATRENSEE G dt H SR I XS SCAFEA TR0, a] LS Bl mahy

AU OB AT I d%, IO R — I 2.

inotify A LM% I 13U R 4

e IN_ACCESS— 34 1l ;

e IN MODIFY— 3 fF#15 4

* IN_ATTRIB— @ PE#% 150k, Wik chmod. chown. touch s 220455
e IN CLOSE WRITE A 5 SRR I

ANT] 5 SO KA

*  IN_OPEN— X f#54T JF;

* IN_MOVED_FROM— X ##i# i 2:, W mv drd;
 IN_MOVED_TO—3(fF##id >k, W mv. cp did;

_ ) £ SCAF

* IN_DELETE—CfF#MIBR, 1 rm Ay 4

e IN_DELETE_SELF——H MR, BI—ANAr A7 SCHEERAT IRHHER B O

e IN_MOVE_SELF——H#3h, Rl—nf 7 SCAFERATIN 80 H O

* IN_UNMOUNT—§ £ A2 # umount;

e IN_CLOSE— 34 %I, %A+ (IN_CLOSE _WRITE | IN_CLOSE NOWRITE):
* IN MOVE—XX#i#4), %[+ (IN. MOVED FROM |IN MOVED TO).
ER A, inotify [ RFEIAA S WZHITAH

£ inotify HI158 — {21 inotify SEf, 4 mMW%WﬂW NPT R SR BA B -
int fd = inotify init();

1 inotify_init RGEI F A LAXT inotify SEBIUETT W1 4G 4k

BN S RGBS AT gz, S AN H SRk mlcE SO I watch:

int wd = inotify add watch( fd, path,
IN MODIFY | IN _CREATE | IN DELETE );

il inotify add watch R, 1L inotify SR SISOk & H b, DU I $5

I inotify fEHE I (K — 218 /A JT, http://www.ibm.com/developerworks/cn/linux/I-inotifynew .
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175, [Far LS RIAH N B watch SEf .
A E R — inotify_event 5 H AR KR, KR E XN

int wd; /* watch #HEF */

int32 t mask; /* watch #&8 x/

uint32 t cookie; /* AREFHAFHE cookie */
i /* name 89K E */

len;
char nzame flexarr; /* &# x/

wd 7275 watch (908 FF: mask 2R FEFHEL, FHRRNFEHFRIZER; cookie FKIF
DEANE R ARA: len Bl E R name FIHEEE: name IR F R X LFR: Rz ZH
. event->name e oL W WEFE L, event->name AT
1B 1d read Z2GIAR RAT FE AT IR

#define EVENT SIZE sizeof(struct inotify event)

#define BUF LEN 1024 * (EVENT SIZE + 256 )
char buffer [BUF LEN];
read (fd, buffer, BUF LEN);

read Z4ciH A A 0 HEATIEEL, 58 X9 EVENT_SIZE % 4#9K/h, BUF_LEN H
b RPN, M inotify (AN RN R F] buffer. WIRBH BHIHEMSE, 207
5 PAZE. M inotify event 3E S AT LAFE Hi name (A2 AT 3R (), JIF LA A St R A BE
% & sizeof(struct inotify event)tlen. Linux 4aT R4 FXfF 4 AKE N 255, FIHKE
BUF LEN ¥ & 4 1024*(EVENT_SIZE + 256).

MERFEHATR G, 7 EAEM P watch ZEATITRE:

Tr‘:"

fy rm watch( fd, wd )

fd i inotify initO)IZ[F]ff) LA AEATT, wd 4 inotify_add_watch()iR[7]ff] watch HARTT -

LB S A B 77 AT 5 N, Sl inotify HLEIR L H B, o HAsiG
D 24 i CHARFE

#include<iostream>

#include<fstream>

#include<string>

#include<queue>

#include <stdlib.h>
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#include <sys/types.h>
#include <sys/inotify.h>

using namespace std;

#define EVENT SIZE sizeof (struct inotify event)
#define BUF LEN 1024 * (EVENT SIZE + 256 )
string path _name = "/home/longlong/temp/aaa.log";

streampos current pos ;
queue<string> readFileline (string file name) {

queue<string> line queue;
ifstream logfile(file name.c_str()) ;
string line content ;

logfile.seekg(current pos);

while( logfile>>line content) {
line_queue.push(line_ content);
current pos = logfile.tellg();
}
logfile.close();
return line queue;
}

void printLine (queue<string> line queue) {
while (line queue.empty() != true) {
cout<<line_ queue.front () <<endl;
line queue.pop ()’
}
return ;

}

main () {

int fd;
int wd;
char buffer [BUF LEN];

size_t length, i = 0;

fd = inotify init();
wd = inotify_add_yatch( fd, path name.c_str(),IN MODIFY );
while (1) {
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—-ength = read(Id, buZfer, BUF LEN)
while - < Z=ngzh)
struct inotify _event~™ event =
(struct incocify event™) &buffer(i];
if ( event->mask & IN MODIFY )
if (!({ event->mask & IN ISDIR ))
gueuse<string> lines =
readrileline (path name)
printline (lines)
I += EVENT_SIZE =+ eveni—->len
inotify rm watch( Z3, w2 );
close =:Z
exit
==a1EEE. E inotfy FLE/ % &5 HE LF home longlong temp aaa.log #82%,
£ ox voDIFY Eff. —DI{,%‘:\:&::,\AE &1 read m,,hLEEJ%E1%E1$FFB‘m§ ST hul
readFileLine REHIEMEILHTLL queue<string>EHiRE, REEL printLine REHEMH

current pos T E L x | E: \i ig@if#?‘éﬁfﬁﬁv TREERHE, &84
logfile.seekg(current_pos)¥ L HEH EM B ZANERMEE, REEZHEMNATEL-
EHMHEREFENNEZTHEEHEEEH, SABNE ActiveMQ C++ API

1'EH. & inotify EREEAZE, ﬁﬁﬁ%fﬂ ActiveMQ. EEMHFITRAEE, REE

5.1.2 ActiveMQ-CPP

£F ActiveMQ. HE S VWELHMAMANBILT . T2 Apache AL FHI—NH IMS Fid
7. B Java BENHRBESE M, ©XHH RN S SRENRATRER, FHESET

-2



344 | RESHHAMISZHARIT 5L

TEA-48 ActiveMQ-CPP Z 0, &4 F CMS (C++ Messaging Service). CMS 1 s 854U 1
IMS, & C++HFEF5 1 B [ A Tl A5 1 — Fp b vER: O, nT LU I CMS 4% 0 52848, ActiveMQ
XEER P A AT IS, R CHRE T S T B P a2z 18] A L S I PCHE R £

ifi ActiveMQ-CPP*J& CMS [ —Fl SEEL, &2 —/MES 15 ActiveMQ #EATIH (5 ) C++25 F i
ActiveMQ-CPP (14444 % 1 REME S HF nT dfidk i A& fn b RV B e 20, JF BSCRE & 7 im a8 b
Aefit S ActiveMQ AR EHEMEAT (S, JF HIRME—RVIEF & 192K Java APT 151, 1%
LM FE . /O, sockets ZE.

1. ActiveMQ-CPP BY%= 3%

TEE M ActiveMQ-CPP Z i, SE1H45 1% J%E (0 B SCIF B BIXT W (1Y Linux fle 55 45 L
ActiveMQ-CPP [t]4i¥ {45t libuuid. apr. apr-util. apr-iconv. openssl JL/MZE, @R 75 2l CppUnit
HEH test, EAKHT cppunit. R, 7F %3N ActiveMQ-CPP 27,  F/b3 %3¢ libuuid.
apr. apr-util. apr-iconv. openssl JLM% .

(1) %% libuuid.

util-linux-ng 7£ 2.15.1 LG, ©&4 libuuid 1EA o0&k, Kk, HFEEEL
util-linux-ng B A] .

T %% util-linux-ng JEASHL:

wget ftp://ftp.kernel.org/pub/linux/utils/util-linux/v2.21/util-linux-

2.21.1.tar.gz

longlong@ubuntu:~/temp$ wget ftp://ftp.kernel.org/pub/linux/utils/util-1inux/v2.
21/util-linux-2.21.1.tar.gz
--2013-10-19 06:42:40-- ftp://ftp.kernel.org/pub/linux/utils/util-1inux/v2.21/
til-linux-2.21.1.tar.gz

=> ‘util-linux-2.21.1.tar.gz'
Resolving ftp.kernel.org (ftp.kernel.org)... 149.20.4.69, 198.145.20.140
Connecting to ftp.kernel.org (ftp.kernel.org)|149.20.4.69|:21... connected.

Logging in as anonymous ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD (1) /pub/linux/utils/util-1inux/v2.21 ... done.
==> SIZE util-1inux-2.21.1.tar.gz ... 6505730

==> PASV ... done. ==> RETR util-1linux-2.21.1.tar.gz ... done.

Length: 6505730 (6.2M) (unauthoritative)

2% [> 1 193,552 31.4K/s eta 3m 23s
fit I util-linux-ng:
tar -xf util-linux-2.21.1.tar.gz

longlong@ubuntu:~/activemq-cpp$ tar -xf util-linux-2.21.1.tar.gz

longlong@ubuntu:~/activemq-cpp$

2 ActiveMQ-CPP 1] 77 ¥ A http://activemq.apache.org/cms.
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ALE util-linux-ng, #55E Z3E0 &
configure --without-ncurses --prefix=/usr/local/util-linux-ng

longlong@ubuntu:~/activemg-cpp/util-1linux-2.21.1$ ./configure --without-ncurses
--prefix=/usr/local/util-1linux-ng
i for a BSD-compatible install... /usr/bin/install -c
whether build environment is sane... yes
for a thread-safe mkdir -p... /bin/mkdir -p
for gawk... no
for mawk... mawk
whether make sets $(MAKE)... yes
how to create a pax tar archive... gnutar
for style of include used by make... GNU
for gcc... gcc
whether the C compiler works... yes
for C compiler default output file name... a.out
for suffix of executables...
whether we are cross compiling... no
for suffix of object files... o
whether we are using the GNU C compiler... yes
whether gcc accepts -g... yes
for gcc option to accept ISO C89... none needed
dependency style of gcc... gcc3
whether gcc and cc understand -c and -o together... yes
for gcc option to accept ISO €99... -std=gnu99

(2) %% apr.
~ &Y apr YRR R
wget http://apache.fayea.com/apache-mirror//apr/apr-1.4.8.tar.gz

longlong@ubuntu:~/temp$S wget http://apache.fayea.com/apache-mirror//

apr/apr-1.4.8.tar.gz

--2013-10-19 06:57:22-- http://apache.fayea.com/apache-mirror//apr/a

pr-1.4.8.tar.gz

Resolving apache.fayea.com (apache.fayea.com)... 220.166.52.226, 220.

166.52.227

Connecting to apache.fayea.com (apache.fayea.com)|220.166.52.226]:80.

failed: Connection refused.

Connecting to apache.fayea.com (apache.fayea.com)|220.166.52.227]|:80.
. connected.

HTTP request sent, awaiting response... 302 Found

Location: http://ZlB.108.192.51:80/1QZH3E4R5T6Y7U819OOPIZZX3(4V58/apa

che.fayea.com/apache-mirror//apr/apr-1.4.8.tar.gz [following]
-2013-10-19 06:57:52-- http://218.108.192.51/1Q2W3E4R5T6Y7UBI900P1Z

2%3C4V5B/apache.fayea.com/apache-mirror//apr/apr-1.4.8.tar.gz

filf L 5 -

tar -xf apr-1.4.8.tar.gz
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longlong@ubuntu:~
longlong@ubuntu:~

/temp$ tar
/temps i

BCE apr PR3, FHiEE RERE

./configure --prefix=/usr/local/apr

-xf apr-1.4.8.tar.qz

longlong@ubuntu:~/activemq-cpp/apr-1.4.85 ./configure --prefix=/usr/local/apr
checking build system type... 1686-pc-linux-gnu

checking host system type... 5-pc-1linux-gnu

checking target system type... 1686-pc-1linux-gnu
Configuring APR library

Platform: 86-pc-linux-gnu

checking for working mkdir -p...

APR Version: 1.4.8

checking for chosen layout... apr

checking for gcc... gcc

checking whether the C compiler works... yes

checking for C compiler default output file name...
checking for suffix of executables...

checking whether we are cross compiling... no

checking for suffix of object files... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... vyes

checking for gcc option to accept ISO C89... none needed

G 1E

make

sudo make install
(3) %% apr-util.
T % apr-util JEFSH:
wget http //apache. fayea.com/apache-mirror//apr/apr-util-1.5.2.tar.gz
,5 cht http://apache. fa,
-’u12 10-19 ﬁ?: 1:14- http://apache.fayea.c
pr-util-1.

Resolving deche r a.com (apache.fayea.com).

to apache.fayea.com (apache.fayea.com)|22

HTTP rtque't sent, awaiting response... 302 Found
Location: httj ';‘m. 3. . § _“V [JPQTO\ 7U8I900P1Z2X3C4V5B/apa
Faye .tar.gz [rnlluwan]

r,,g4v55,apaghe.
Connecting to
HTTP request

PR YA

tar -xf apr-util-1.5.2.tar.gz
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longlong@ubuntu:~/temp$ tar -xf apr-util-1.5.2.tar.gz
Longlong@ubuntu:~/tenps Il

e & apr-util 0%, 55 %3 apr-util IEE4E, I HIETEEFEH apr ()23 545

/usr/local/apr

./configure --prefix=/usr/local/apr-util --with-apr=/usr/local/apr

longlong@ubuntu:~/activemq-cpp/apr-util-1.5.2$ ./configure --prefix=/usr/local/a
pr-util --with-apr=/usr/local/apr

build system type... 1686-pc-1linux-gnu

host system type... 1686-pc-1linux-gnu

target system type... 1686-pc-linux-gnu

for a BSD-compatible install... /usr/bin/install -c

for working mkdir -p... yes

Version: 1.5.2

for chosen layout... apr-util

for gcc... gcc

whether the C compiler works... yes

for C compiler default output file name... a.out

for suffix of executables...

whether we are cross compiling... no

for suffix of object files... o

whether we are using the GNU C compiler... yes

whether gcc accepts -g... yes

for gcc option to accept ISO C89... none needed

pplying apr-util hints file rules for 1686-pc-linux-gnu

ﬁﬁﬁéif%%:
make

sudo make install

(4) %%% apr-iconv.

% apr-iconv JEISEL:

wget http://apache.fayea.com/apache-mirror//apr/apr-iconv-1.2.1l.tar.gz

onglong@ubuntu:~/temp$ wget http://apache.fayea.com/apache-mirror//
apr/apr-iconv-1.2.1.tar.gz

--2013-10-19 07:20:33-- http://apache.fayea.com/apache-mirror//apr/a
pr-iconv-1.2.1.tar.gz

Resolving apache.fayea.com (apache.fayea.com)... 220.166.52.227, 220.
66.52.,226

onnecting to apache.fayea.com (apache.fayea.com)|220.166.52.227|:80.

. connected.

TTP request sent, awaiting response... 302 Found
Location: http://218.108.192.156:80/102w3E4R5T6Y7USI9OOP122X3(4VSB/6
ache.fayea.com/apache-mirror//apr/apr-iconv-1.2.1.tar.gz [following]
--2013-10-19 07:20:41-- http://218.108.192.156/1Q2W3E4R5T6Y7USIS00P]
72X3C4V5B/apache.fayea.com/apache-mirror//apr/apr-iconv-1.2.1.tar.gz
onnecting to 218.108.192.156:80... connected.

TTP request sent, awaiting response... 200 OK
Length: 1233989 (1.2M) [application/x-gzip]

i s 5
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tar -xf apr-iconv-1.2.1l.tar.gz

onglong@ubuntu:~/temp$ tar -xf apr-iconv-1.2.1.tar.gz

onglong@ubuntu:~
ACEUERY, 487 apr-iconv )% %% 12/usr/local/apr-iconv, Jf HI5%E apr 1% %s:

¥ 42/usr/local/apr

./configure --prefix=/usr/local/apr-iconv --with-apr=/usr/local/apr

onglong@ubuntu:~/activemq-cpp/apr-iconv-1.2.1$ ./configure --prefix=/usr/local/
pr-iconv --with-apr=/usr/local/apr
hecking for gawk... no
hecking for mawk... mawk
hecking for a BSD-compatible install... /usr/bin/install -c
“hecking for APR... yes
onfigure: creating ./config.status

.status: creating Makefile

.status: creating ccs/Makefile

g.status: creating ces/Makefile
.status: creating lib/Makefile
.status: creating util/Makefile

G 1F 223 -

make

sudo make install

(5) %%& openssl.
w{# F Ubuntu REHE R, Ubuntu REERIN L HE1T openssl, il
BRI TREE, FTHE.

sudo apt-get remove openssl

R ERIA openssl, $A T

longlong@ubuntu:~/temp$ sudo apt-get remove openssl

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longe
required:
thunderbird-globalmenu apturl-common update-manager
girl.2-gtk-2.0 apport-symptoms python-debtagshw
software-center-aptdaemon-plugins
girl.2-launchpad-integration-3.0 update-notifier-common
girl.2-gudev-1.0 libevent-2.0-5 update-notifier
girl.2-dbusmenu-gtk-0.4 ubuntu-extras-keyring giril.2-gmenu-3.0
libsane-hpaio patch transmission-common hplip-data

Use '"apt-get autoremove' to remove them.
The following extra packages will be installed:

T # openssl JRi% L

wget http://mirrors.ibiblio.org/openssl/source/openssl-1.0.le.tar.qgz
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longlong@ubuntu:~/temp$S wget http://mirrors.ibiblio.org/openssl/sourc
e/openssl-1.0.1e.tar.gz .
--2013-10-19 07:55:50-- http://mirrors.ibiblio.org/openssl/source/op
enssl-1.0.1e.tar.gz

Resolving mirrors.ibiblio.org (mirrors.ibiblio.org)... 152.19.134.44
Connecting to mirrors.ibiblio.org (mirrors.ibiblio.org)|152.19.134.44
|:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.52:80/1Q2W3E4R5T6Y7USIS00P1Z2X3C4V5B/mir
rors.ibiblio.org/openssl/source/openssl-1.0.1e.tar.gz [following]
--2013-10-19 07:56:03-- http://218.108.192.52/102W3E4R5T6Y7U8IS00P1Z
2X3C4Vv5B/mirrors.ibiblio.org/openssl/source/openssl-1.0.1e.tar.gz
Connecting to 218.108.192.52:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 4459777 (4.3M) [application/x-gzip]

Saving to: ‘openssl-1.0.l1le.tar.gz.1'

i s YA -

tar -xf openssl-1.0.le.tar.gz

longlong@ubuntu:~/temp$ tar -xf openssl-1.0.1le.tar.gz

Bl & R0, 470 LRk 42 /ust/local/openssl:

./config --prefix=/usr/local/openssl

Dperating system: 1686-whatever-1linux2
onfiguring for linux-elf
onfiguring for linux-elf
no-ec_nistp_64_gcc_128 [default] OPENSSL_NO_EC_NISTP_64_GCC_128

[default] OPENSSL_NO_GMP (skip dir)
[experimental] OPENSSL_NO_JPAKE (skip dir)

no-krbs [krb5-flavor not specified] OPENSSL_NO_KRBS
no-md2 [default] OPENSSL_NO_MD2 (skip dir)
no-rcs [default] OPENSSL_NO_RCS5 (skip dir)
no-rfc3779 [default] OPENSSL_NO_RFC3779 (skip dir)
no-sctp [default] OPENSSL_NO_SCTP (skip dir)
no-shared [default]
no-store [experimental] OPENSSL_NO_STORE (skip dir)
no-z1lib [default]
no-zlib-dynamic [default]

SMK1MF=0

i VF 223 «

make

sudo make install

(6) ‘%% ActiveMQ-CPP,

WA 7 1) e 35 52 LA, A0 0l LAJT46 1 30 %2 ActiveMQ-CPP T .
R4 ActiveMQ-CPP Jifith{u:

wget http://www.apache.org/dyn/closer.c

ﬂgi/activemq/activemq—cpp/source/
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activemg-cpp-library-3.8.1l-src.tar.gz

longlong@ubuntu:~/temp$ wget http://www.apache.org/dyn/closer.cgi/ac
tivemg/activemq-cpp/source/activemq-cpp-library-3.8.1-src.tar.qz
--2013-10-19 07:39:28-- http://www.apache.org/dyn/closer.cgi/activem
q/activemq-cpp/source/activemq-cpp-library-3.8.1-src.tar.gz

Resolving www.apache.org (www.apache.org)... 192.87.106.229, 140.211.
11.131, 2001:610:1:80bc:192:87:106:229

Connecting to www.apache.org (www.apache.org)|192.87.106.229|:80... C
onnected.

HTTP request sent, awaiting response... 302 Found

Location: http://218.108.192.214:80/1Q2W3E4RS5T6Y7UBI900P1Z2X3C4V5B/ww
w.apache.org/dyn/closer.cgi/activemg/activemq-cpp/source/activemq-cpp
-library-3.8.1-src.tar.gz [following]

--2013-10-19 07:39:37-- http://218.108.192.214/1Q2W3E4R5T6Y7USIS00P1
Z2X3C4V5SB/www.apache.org/dyn/closer.cgi/activemg/activemg-cpp/source/
activemqg-cpp-library-3.8.1-src.tar.gz

Connecting to 218.108.192.214:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]

fi YRS A .

tar -xf activemg-cpp-library-3.8.l-src.tar.gz

longlong@ubuntu:~/activemq-cpp$ tar -xf activemg-cpp-library-3.8.1-src.tar.gz

longlong@ubuntu:~/activemg-cpp$S

BCE ActiveMQ-CPP Yit5, #55%E apr 1368812 openss] %36k 12, LL& ActiveMQ-CPP

R R 2R AR AR

./configure --prefix=/usr/local/activemg-cpp --with-apr=/usr/local/apr

--with-openssl=/usr/local/openssl

onglong@ubuntu:~/activemq-cpp/activemq-cpp-library-3.8.15 ./confiqure --prefix=
/usr/local/activemq-cpp --with-apr=/usr/local/apr/ --with-openssl=/usr/local/op|

for a BSD-compatible install... /Jusr/bin/install -c
whether build environment is sane... yes
for a thread-safe mkdir -p... /bin/mkdir -p
for gawk... no
for mawk... mawk
whether make sets S(MAKE)... yes
build system type... 1686-pc-linux-gnu
g host system type... 1686-pc-linux-gnu
onfiguring ActiveMQ-CPP library
Platform: linux-gnu
CPU: 1686
Vendor: pc
checking for gcc... gcc
checking whether the C compiler works... yes
hecking for C compiler default output file name... a.out

B TFORGIFSEE, o ARSI R B VR, o A — 080 5

make

sudo make install
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LU EJLANEIRIG, ActiveMQ-CPP FEAE UL %35 UF T, 2 FRM W IR S ActiveMQ

BEATIBAE ) CHEP T .

2. ActiveMQ-CPP #{£EH
ZHENF ActiveMQ-CPP J&, ] LLHI'E R ActiveMQ #4T74CH. T - Java 31 3E T ActiveMQ

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

#include

1) AP AT FIFEEREA S, Avi= 1 SV EM N 4L, 1 ActiveMQ-CPP I 5 Java 3REETF
API IR KA/ 5, & @ —4
FIiH 234 B .

BRI P PR &

SEEEEI T, RN ActiveMQ-CPP 2 W] & ik &

75 B [¥) namespace:

<stdio.h>
<decaf/lang/Thread.h>
<decaf/lang/Runnable.h>
<decaf/util/concurrent/CountDownLatch.h>
<activemq/library/ActiveMQCPP.h>
<activemq/core/ActiveMQConnectionFactory.h>
<cms/Connection.h>

<cms/Session.h>

<cms/TextMessage.h>
<cms/ExceptionListener.h>

<cms/MessageListener.h>

using namespace activemq::core;

using namespace activemqg::library;
using namespace decaf::util::concurrent;
using namespace decaf::lang;

using namespace cms;

using namespace std;

decaf/lang/Thread.h i . T Thread A%, HIMeit1T £ 4 F4%1F. decaf/lang/Runnable.h W5E
Y. { Runnable $% 1.
decaf/util/concurrent/CountDownLatch.h i X 7 %44l Java [t concurrent {3 F[fiif#) CountDowLatch

activemq/library/ActiveMQCPPh SCIFH 1 5 1 AU MR T A e 2 3o
activemg/core/ActiveMQConnectionFactory.h 5 3 | ActiveMQ [FIEFZBIEL LT

A5 2

3 WEMAE

W (f) src/examples H ko
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cms/Connection.h 15 LT CMS fIi%EH%, cms/Session.h M5 1 —AME7H B A= = A 2
HARE RN RERE LT X,

cms/TextMessage.h & X T 3CAHEB# .

cms/ExceptionListener.h & X T 5 & AbEE ] listener, W CMS i BA ™ & KB 5, 2l
i ExceptionListener & %175/ ¥ FF1 7 & 7H 2 4% -

cms/MessageListener.h & 3 T ¥ & listener, FIRFLWC R A

11 75 B namespace 2 %8 H class I 5 5€ 48812

BT R RE B A3

class Producer : public Runnable {

private:

Connection* connection;
Session* session;
Destination* destination;
MessageProducer* producer;
bool useTopic;

bool sessionTransacted;

std::string brokerURI;
public:

Producer (const std::string& brokerURI, bool useTopic = false, bool

sessionTransacted = false)

connection (NULL),

session (NULL),

destination (NULL),

producer (NULL) ,

useTopic (useTopic),

sessionTransacted (sessionTransacted),

brokerURI (brokerURI) {

virtual ~Producer () {

cleanup () ;
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void close () {

this->cleanup() ;

virtual void run() {

try

}

{

auto ptr<ConnectionFactory> connectionFactory (

ConnectionFactory: :createCMSConnectionFactory (brokerURI)) ;

connection = connectionFactory->createConnection () ;

connection->start () ;

if (this->sessionTransacted) {
session = connection->createSession (Session::SESSION TRANSACTED) ;
} else {

session = connection->createSession (Session::AUTO ACKNOWLEDGE) ;

if (useTopic) {
destination = session->createTopic ("CHENKANGXIAN.TEST");

} else {
destination = session->createQueue ("CHENKANGXIAN.TEST") ;

producer = session->createProducer (destination);
producer->setDeliveryMode (DeliveryMode: : NON PERSISTENT) ;
string text = (string) "send Hello message!"

std::auto ptr<TextMessage> message (session->createTextMessage (text)):

producer->send (message.get ());

catch (CMSException& e) |

e.printStackTrace () ;
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private:

void cleanup () {

if (connection != NULL) {
try |
connection->close() ;
} catch (cms::CMSException& ex)

ex.printStackTrace () ;

}

try {
delete destination;
destination = NULL;
delete producer;
producer = NULL;
delete session;
session = NULL;
delete connection;
connection = NULL;

} catch (CMSException& e) {

e.printStackTrace () ;

}i

H BB E E 56ilid ConnectionFactory::createCMSConnectionFactory Il #i%4% T/,
JEIEE T A5 ActiveMQ K% . WIS sessionTransacted A true WG4 54852515, 5 W3 L
HzhHiIN, il useTopic ZHURIEE A topic IEEAIE queue. XULHIS ELF LT, w1
session->createProducer() /7 7 R G121 B4 7=, R producer, Jf FLi% & EE 4 E 0 EH A
WA 7 K o 2T K producer #4545 CHENKANGXIAN.TEST X/ 44 P4 1 queue/topic & 1%

—%MHE, MAN send hello message!.
TH )T 2

class Consumer : public ExceptionListener,

public Messagelistener,

public Runnable ({
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private:

CountDownLatch latch;
CountDownLatch donelLatch;
Connection* connection;
Session* session;
Destination* destination;
MessageConsumer* consumer;
long waitMillis;

bool useTopic;

bool sessionTransacted;

std::string brokerURI;
public:

Consumer (const std::string& brokerURI, bool useTopic = false, bool

sessionTransacted = false, int waitMillis = 30000)

latch (1),

doneLatch (1),

connection (NULL),

session (NULL),

destination (NULL),

consumer (NULL) ,

waitMillis (waitMillis),

useTopic (useTopic),

sessionTransacted (sessionTransacted),

brokerURI (brokerURI) {

virtual ~Consumer () {

cleanup () ;

void close () |

this->cleanup|();
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void waitUntilReady () {

latch.await() ;

virtual void run() {

try {

auto_ptr<ConnectionFactory> connectionFactory(

ConnectionFactory: :createCMSConnectionFactory (brokerURI)) ;

connection = connectionFactory->createConnection () ;
connection->start();

connection->setExceptionListener (this) ;

if (this->sessionTransacted == true) {
session = connection->createSession (Session: :SESSION TRANSACTED) ;
} else {

session = connection->createSession (Session: :AUTO ACKNOWLEDGE) ;

if (useTopic) {

Il

destination session->createTopic ("CHENKANGXIAN.TEST") ;
} else {

destination = session->createQueue ("CHENKANGXIAN.TEST") ;

consumer = session->createConsumer (destination);

consumer->setMessageListener (this) ;

cout.flush();

cerr.flush();

latch.countDown () ;

donelLatch.await (waitMillis);
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} catch (CMSException& e)
latch.countDown () ;

e.printStackTrace () ;

virtual void onMessage (const Message* message) {

try f
const TextMessage* textMessage = dynamic_cast<const TextMessage*>

(message) ;

string text = "";

if (textMessage != NULL) {
text = textMessage->getText():;

} else {
text = "MESSAGE IS NULL!";
}
printf ("Message Received: %s\n", text.c_str());

} catch (CMSException& e) {

e.printStackTrace() ;

if (this->sessionTransacted) {
session->commit () ;

}
donelLatch.countDown () ;

virtual void onException (const CMSExceptioné& ex AMQCPP UNUSED) {
printf ("CMS Exception occurred. Shutting down client.\n");
ex.printStackTrace () ;

exit (1),

private:
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void cleanup () {
if (connection != NULL) {
try
connection->close () ;
} catch (cms::CMSException& ex) {
ex.printStackTrace () ;

try {
delete destination;
destination = NULL;
delete consumer;
consumer = NULL;
delete session;
session = NULL;
delete connection;
connection = NULL;

} catch (CMSException& e) {

e.printStackTrace () ;

}i

THEHH P& B 245 € broker FIERLAJS, @il connection->setExceptionListener()§5 i
F2 5 AL HE ) listener. [FIFER), 4% sessionTransacted Ay true, N session % B HFHZ M E, AN
WE N BN, useTopic f5EZ1EMH queue EZfFH topic; consumer->setMessageListener()
Y8 e B ALEEM) listener; latch.countDown()F 7~ FFEAALFE &, XFE FFEFE AL, JT
UHIAT; doneLatch.await(waitMillis)#5 2 57 B AL FE 52 EE H BB I .

E onMessage 752 B € X T BB, BN E LS, Kl EERCANR, KRG
TTEMH BRI S, WRHEERFSHE, MIAT session->commitOHEITHEAT .

BEREAD:

int main() {

ActiveMQCPP: :initializeLibrary () ;
{
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string brokerURI = "failover: (tcp://192.168.2.100:61616)";

bool useTopics = true;

bool sessionTransacted = false;

Producer producer (brokerURI, useTopics);

Consumer consumer (brokerURI, useTopics, sessionTransacted);

Thread consumerThread (&consumer) ;

consumerThread.start () ;
consumer.waitUntilReady () ;

Thread producerThread (&producer) ;

producerThread.start() ;

producerThread. join() ;

consumerThread. join () ;

consumer.close();

producer.close () ;

}
ActiveMQCPP: : shutdownLibrary () ;

}

brokerURI 57 T broker fMhit, F57& M topic, AMEFHHELHE, Rl RME~H
FH B AT IR . TR AR, TR il e, W5 s— M EAE A
Tl B ELERIENE . consumer.waitUntilReady ()34 5L 71 25 2k A2 L JE B BV IR AL 5E i
RHEEK.

FeIFigqr gk, Wk 5-1 P,

[2 Problems | &) Tasks | B . [ properties|
<terminated> testactivemqcpp [C/C++ Local Application]

Message Received: send Hello message!

B 5-1 #2547

5.1.3 ZEtFniEfs

inotify YR T H RGO ) i, ActiveMQ TR 1 H 4 2 A I 1 TR B TR
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4 i) R A I RSSO R A 28 A 5 A7 Ak g SR HE 1) i i

PR AR RGCKU, BRAMT LTSS EH AN EHhIzH, ST
mf, WEAEM A HEGE R EXFEMET, Re]ae— /N4 3R Bl ek 2] TB 4251,
XA RIIEAR, ARG REAEAA itk T R Pk

— AN LI H B RG220 an 1 5-2 Bk EdlE 7 B4 inotify 25 P i, 22 HH ActiveMQ
AT R, WIS Storm BEATSCR AL, FRA7Fi%E] MySQL. HDFS. Hbase 5{# Memcache 1X£t
FERZE AT, Ba PREAT IR BE 2 B 5E L 1) R B

ActiveMQ Storm
inotify : | : |
client e consumer
AN | broker : | topology | ‘ BRI
N\ N\ | SRRB
N ' ; \ N\ nﬂf@' »
| fRe | — | consumer [ \ ‘ iR
2 topolo ‘ . \
inotify > | | L /| e | ! )
client ) I (/| I /

/f: | | | ‘ e
inotify e | consumer | AR
client | broker '

! |

: topology |

52 BERERSNRAARMY
inotify 2/ St AR SE A UG, i O BER IR S0 BRI, IF B R BIAS R i
1M H S HE B R AR LSRR GREAH K, & LRGNV ) S2 AR AN 8] B 5 1)
EAEAFI . Qi 5-3 Pros, AER B, Uil SR AR R, e b 21 SRR R BRI,

R, SRR ) B B, R AT R N RE B (E, TR Sy 6 MK EHE
T, Vil BARTARFTRT .
| BIHNREES
2010-11-01 B#
247N} 53 i) B B4R
25000 —
20,000 4 \ ™
154000 A - - \
— — N N
5000 - N R e e .
Moo oo o

B/ 5-3 ) B4R — KRB A ) B A 695 ) S A R g

4 BRI FATFME, http:/img04.taobaocdn.com/sns_album/id/T1AVNRXnIIXXblupjX.jpg.
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DI, ot E 2R RENS CREG R G40V In] sl AN e bL,  FR) IS S 38R TT R 76 49 ) FE e U
e SRS Bt RPN, ] AR BT, (RIS AT R PR T AR . 4 RGOV e
PORIE, i i RGO s HEABA I FE, B AERFIR = SIS AT, Y P — L RE S AR R
AT EREPIRE, BEAVR ML TR, AEWSHRPIEEE Jy . F (AT il kst s R s
WA, ANk RGO BN R 55 15 o R Jn —MRAE L, ke R MR th 2T ReFig
HerF— e E, PRaHIELT.

ActiveMQ  $2 1 1) 5 2 i LWL il i 8 £ B50dhs 110 74 = sy RVEICH (109 By 2 (A1 — AN b i £
HI IR RO — S BB, W B S/ BHE R RUR R B AL BB . 4%, BUER
A BREER, XA PR RIS VPSR AT N, 4 BAUE T T iX
MIREE, ForRFGOEHEY TROHIAE, XNRTEEY AT .

5 H] ActiveMQ 1) 75— NP Ab s, &AM HFE A6 s, 34 3 FF Pub/Sub 5 %, IXA¥, inotify
H R IR G, ATLARIEE] ActiveMQ MHTEUR I K. that R i, HamlEs A RE
PR AL ] ActiveMQ 154 topic, 1 HEAt 17 9% 4 S 75 22T XA topic, fER]LUIREIEC
ISR R . B T 5 EE T O SE AR, X AT M X R B ActiveMQ SREEAT & B,
i T S L B AH N topic BV AT

AP RALT H S B X R SR, A7 MR R PRHIE 2 B R R R AR,
RN AL L RE ) WA S B RN AR, B, Wi T R4 reaeh, e
G SHERL, MEARAALNS, REFEAT, NIRRT, Bk, xR e B R Ok
U, T B N R AT AR, O FLX AR EE R 9 R AT A R A PR AL PR

Storm J& 2011 4F Twitter JFU)—ANSEI 43 A5 U AL FE R ZE, & #1261 T Hadoop 24K
FEARARRTT R, AR E BB IR G BAT 05 B, 110-lE Hadoop ) mapreduce AR AT
AL ER RS E AT LA o AT S M A RS R, SRR, B s A B
. Strom ZFEACFYE, JF HATRSIIZHE, A8 0RIES— 40 B AR AENE BT SEth b2 .

Storm #7412 119 1RGSR LA topology MTEASRAS FIMERE, HRERIATATE SRR
B A VI E] AR A B — R AR, I DI OB, P L LAk ) topology -
spout. bolt BIFT, HAb I8 4 IAE hAERER AL I, SRR R FIAL T Bt UK AL B A
G5, AP LU L B I S AL BB, AN S R T R I AT
R AT S W BEIX AP 2 3L I 5508

T TR AT IR (A S TR, LA B S5 B M S AT 0 R ), e 2
Aot 1 A EEAT R AR, A2 RE I A7 G SR il 0 25 A A 0 £ gk 1 455 A 2

I Ji ST I R A J A i Apache JE F Hadoop 391 H , & BT ALyt b 2l F§ A
VAT AT J % A4 IR Al 45 0002 M o % TR AR i BB S i ) 1 7
B, AT LA SR A7 (AP %5 HDFS |-, #8Ji7ilid mapreduce 5 Hive SQL AT 4L
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WA 515, W TRELNRINMAZE, WAL IRIF/E Hbase b, Hbase &~ @Al 4e
M. EHERE. AMHERIYIFMSRE, REXFRIERN B X, 8% THEGERRUEIEES
REBKRMRYE, fe8 AKUFHhZ Reig B 50E M7 E

mxF—Ha g RE, WE—-REANTEP PV ELE, E—BHEBEHNRLEK load ¥
¥ME, X—HoEitEENER, FEmMEbeTEHTRANGFHER, HHFEHTENE
WMo MNFXEAEMIEEEREYE, 7TLUEE RRBEERE,  MySQL, #id 4 FE4r R kit 1T
Al RABEURER A MBS 2R KKK GE /12 Hbase XRFIFFEEIE T A R & 1.

BHGHE BT EME BT FH RN A, WiERE S REHSER ST, XEXTF LR
PEFIZRYSE TPS (Transaction Per Second, M AHHELED R HhEREF EHTER, FHEH
FATREE 0 N T IWER &, @R DB i A AT R AL ERME, IR AEARSZIX 4 K] TPS,
X IR R BB RAEGFRYE, W Memcache. ZEFHNIFHEAG S T4t SRR L VL
FHEAHL, BEZEAE—NMEESR L.

U BRI RERS TRAIE RS FF AR E HIE1T, BAEVERN R, BEETERSHTY &, /o
SRR S X R AR A B AR U A B X P R SR b . JREE. T RTINS
X,

5.1.4 Chukwa

BT EXHN AT inotify. ActiveMQ F Storm FIf# R 77 2 4h, Apache f¥] Hadoop®Til
HIRME T 55— Mtk )7 £——Chukwa.

Chukwa & Yahoo! Ti#R%: Apache [T Hadoop FF &K HIEIERES ST HAELE, FkX
FAMM MR REMBEHEXNIRES T TE, CRERERENMTYT B, RAeTH
5 MapReduce T RIBHTHIR AL, ARt e B HEIRBES 2R R T E.

Wik 5-4 fr7~, Chukwa 2 BAT F AN IR 2 Frke il :
(1) Agent BITHEE— /T AZ L, HFRESN A ELRGEHE, HREHIRS

Collector,
(2) Collector 7 T Agent AT AL RIEIE, I BB AFIFE K14,
(3) ETL HEAEAES, Sor M@ RaRs.
(4) BARFTMAALS, 0 Piglatin 3%, LAK& MapReduce $4#% 4> H7 job, 171 57 XIS 3¢

5 TPS th i i it R B FRRLH) — A H EE M bR,
6 KT Hadoop A, 5.2 WEHBAEMMANH.
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PEREAT 1M

(5) HICC, Bl the Hadoop Infrastructure Care Center, Hadoop #&:AliEH &, #RAEHIERE
PR Web TL[H

Streaming L\
T F g HDFS
i Chukwa Chukwa P Chukwa
Adaptors Agent P Collector
] 2 HBase MapReduce

Log Files | —" Pl

L7 Monitored : & HicC Analysis Cmd Line

Source ot Chukwa Scripts Utilities

Nodes Cluster

B 5-4 Chukwa 24 A’

WA 5-5 Fios, iBATEN I RZ2% LY Chukwa Agent i#id initial adaptors S+ C E Y
Adaptor At R%42 1t H AT, WELUSH H K I%4 Collector 4£#f, Collector 5157
W sink B HDFS, i & $HZ 1711 MapReduce 1T 55445088 %5 4 i 4 M AL . A Lk th IR
i 5 # B, Collector 32 ### 2, Chukwa A] LL#lIAT £ 4 Collector, Agent M collectors 34 BtiAL
W44 Collector HEATHURIEMH, “4HA Collector FHLERH EiTH, AEMHHEIHA Collector
35 (L IZHT*ETLE’JQ?“EO

.....................................

One per host one per
100 agents

B 5-5 Chukwa B 42 k42@"

7 B KD http://people.apache.org/~eyang/chukwa—0.5.0-docs/images/chukwa_architecture.png.,
8 P h kU http://people.apache.org/~eyang/chukwa-0.5.0-docs/images/datapipeline.pngo
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1. Chukwa ByZ23t
T4k Chukwa %34

wget http://mirror.esocc.com/apache/hadoop/chukwa/chukwa-0.4.0/chukwa-0.4.0.tar.

r
g

lonélonééubuntu:—/temps wget http://mirror.esocc.com/apache/hadoop/chukwa/chukwa
-0.4.0/chukwa-0.4.0.tar.qgz

--2013-11-20 05:07:26-- http://mirror.esocc.com/apache/hadoop/chukwa/chukwa-0.4
.0/chukwa-0.4.0.tar.qgz

Resolving mirror.esocc.com (mirror.esocc.com)... 221.228.228.159
Connecting to mirror.esocc.com (mirror.esocc.com)|221.228.228.159|:80... connect

ed.
HTTP request sent, awaiting response... 200 OK

Length: 55945689 (53M) [application/octet-stream]
Saving to: ‘chukwa-0.4.0.tar.gz'

34%

iR I 22 ST A

tar -xf chukwa-0.4.0.tar.gz

16,255,480 4.37M/s eta 8s

onglong@ubuntu:~/temp$ tar -xf chukwa-0.4.0.tar.gz
onglong@ubuntu:~/temp$

170 Chukwa FIFF 2 B R E -

sudo vim /etc/profile

=/usr /chukwa
/bin:

i FARE .

CHUKWA HOME=/usr/chukwa
PATH=$CHUKWA HOME/bin:$PATH
export CHUKWA_ HOME

export PATH

1&E4 Chukwa [ conf H 3% T ] chukwa-env.sh U, 7EX {49+ i%E CHUKWA LOG DIR il

CHUKWA_PID_DIR ZRFEEK Hx, XMW MZESHIXN T HERM pid SCHFFRE %

vim chukwa-env.sh

export CHUKWA PID DIR=/home/longlong/chukwa/pid
export CHUKWA LOG DIR=/home/longlong/chukwa/log

B2 conf H %M chukwa-env.sh X, #% & HADOOP_HOME fl HADOOP CONF DIR

MR, 4345 € Hadoop 14234 H % 5 Hadoop At B SO IAE I H %«

export HADOOP_ HOME="/usr/hadoop"

L
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il commons [FAHM jar SCPFF] Chukwa [ lib H3¢, &R sh&MH java.lang.NoClass-
DefFoundError:
udo cp commons-configuration-1.6.jar commons-logging-l.l.l.jar commons-
collections-3.2.1.jar commons-lang-2.4.jar /usr/chukwa/lib

longlong@ubuntu: /usr/hadoop/1ib$ sudo cp commons-configuration-1.6.jar commons-
ogging-1.1.1.jar commons-collections-3.2.1.jar commons-lang-2.4.jar /usr/chukwa
1ib

{t- conf | [fIfI4 agents F1 collectors P~ SCAF, 4575 Agent Fil Collector HIFL A5k, XH

{5 5E A localhost:

longlong@ubuntu: /usr/chukwa/conf$ touch agents collectors
longlong@ubuntu: /usr/chukwa/conf$ vim agents
longlong@ubuntu: /usr/chukwa/conf$ vim collectors

I 4 Chukwa, {f bin H 3¢ F44T start-all.sh JHIAS:

./start-all.sh
longlong@ubuntu: /usr/chukwa/bin$ ./start-all.sh
localhost: starting collector, logging to /home/longlong/chukwa/log/chukwa-chukw
a-collector-ubuntu.out
localhost: starting agent, logging to /home/longlong/chukwa/log/chukwa-chukwa-ag
ent-ubuntu.out
starting archive, logging to /home/longlong/chukwa/log/chukwa-chukwa-archive-ubu
ntu.out
starting demux, logging to /home/longlong/chukwa/log/chukwa-chukwa-demux-ubuntu.
out
starting dp, logging to /home/longlong/chukwa/log/chukwa-chukwa-dp-ubuntu.out
longlong@ubuntu: /usr/chukwa/bin$ jps
3201 DemuxManager
3299 Ips
3140 ChukwaArchiveManager
3056 ChukwaAgent
2938 CollectorStub
3262 PostProcessorManager

2. HEWERBECE
YL AL (1) agents SCIF, BEECHE UG agents, XHLBCE Dy localhost, ELSEI R PR

08 7 Agent A4S :
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vim agents

flocalhost

48 collectors 34, & E HERWH Collector, iXH % E 4 localhost, ELIm V%1% s
JAWegE H E /) Collector:

vim collectors
localhost

BCE agents FI—Lj@ M, WL LFR. Agent 54 1. hostname %5:

vim chukwa-agent-conf.xml

<property>
<name>chukwaAgent. tags</name>
<value>cluster="chukwa"</value>

<description>The cluster's name for this agent</description>
</property>

<property>
<name>chukwaAgent.control.port</name>
<value>9093</value>
<description>The socket port number the agent's control interface can be
contacted at.</description>
</property>
<property>
<name>chukwaAgent .hostname</name>

<value>localhost</value>

<description>The hostname of the agent on this node. Usually localhost,

this is used by the chukwa instrumentation agent-control interface library
</description>

</property>

B Collector HJ—4LLj@ M, 4n HDFS ik 245 g 145,

vim chukwa-collector-conf.xml

<property>
<name>writer.hdfs.filesystem</name>
<value>hdfs://localhost:9000/</value>

<description>HDFS to dump to</description>
</property>
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<property>
<name>chukwaCollector.outputDir</name>
<value>/chukwa/logs/</value>
<description>Chukwa data sink directory</description>
</property>
<property>
<name>chukwaCollector.rotateInterval</name>
<value>300000</value>
<description>Chukwa rotate interval (ms)</description>
</property>
<property>
<name>chukwaCollector.http.port</name>

<value>8080</value>
<description>The HTTP port number the collector will listen on</description>

</property>

fil & W H & Adaptor, 8 initial adaptors STA4E € AR K H EWEATS:

vim initial adaptors

asnan T~ i) Adaptor:

add filetailer.CharFileTailingAdaptorUTF8 Log 0 /home/longlong/temp/access.log 0
ZHAN A

 filetailer.CharFileTailingAdaptorUTF8 %7~ H & W4 adaptor 14 F5;

o B0 R HEBEM RGO E

»  /home/longlong/temp/access.log F 7~ H & U4 #5642 ;

o HITA 0 TR ORI

95 E SCEIR R AL, 2 LR AL 4k & A org.apache.hadoop.chukwa.extraction.demux.

processor.mapper.AbstractProcessor 1%, 3 H5ZHH parse ik, HAASEILANT:

public class LogProcessor extends AbstractProcessor {

@Override
protected void parse(String recordEntry,
OutputCollector<ChukwaRecordKey, ChukwaRecord> output,

Reporter reporter) throws Throwable {

ChukwaRecordKey chukwaKey = new ChukwaRecordKey ()

9MMUMWMYWWWEWWE%WﬁH,ﬁ%%MWMMWWmmwwmmeMymmm
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String reduceType = "Log";
chukwaKey.setReduceType (reduceType) ;
ChukwaRecord record = new ChukwaRecord();
record.add ("", recordEntry);

output.collect (chukwaKey, record);

}
B & YRR FEFEIE conf/chukwa-collector-conf.xml A4 #EATAH IV I AC & -

vim chukwa-demux-conf.xml
<property>
<name>Log</name>
<value>org.apache.hadoop.chukwa.extraction.demux.processor.mapper.
LogProcessor</value>

</property>

Log
org.apache.hadoop.chukwa.extraction.demux.processor.mapper.LogProcessor

Parser class for Foo

BREBEIKHERER:

hadoop fs -1ls /chukwa/dataSinkArchives/20131126/dataSinkDir 1385474720489

o
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w

201326055905240 ubuntu 226d358114294b4c91£8000.done

longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -1s /chukwa/dataSinkArchives/20131126
/datasinkDir_1385474720489/
Warning: S$HADOOP_HOME is deprecated.

Found 1 items

-rw - 2 longlong supergroup 826733 2013-11-26 05:59. /chukwa/dataSinkA
0131126/dataSinkDir_1385474720489/201326055905240_ubuntu_226d358114294b|

4c91f8 .done

longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -tail -f /chukwa/dataSinkArchives/201

31126 /dataSinkDir_1385474720489/201326055905240_ubuntu_226d358114294b4c91f8000.d

one

Warning: SHADOOP_HOME 1is deprecated.

— 4

PSR PRt
n

WWw.google.com 302 49397
.16 2.29 740 POST www.xxx.com/userinfo.htm www.google.com 302 2789
.19.22.29 78 GET www.xxx.com/index.htm www.google.com 302 49397
29 455 POST www.xxx.com/index.htm www.qq.com 500 80834

.29 230 POST www.xxx.com/publish.htm www.qq.com 301 432004
222.39 21 POST www.xxx.com/userinfo.htm www.taobao.com 200 432943

.59 740 POST www.xxx.com/list.htm www.sina.com 302 439274

.29 43 POST www.xxx.com/index.htm www.google.com 404 432943

.29 98 POST www.xxx.com/publish.htm www.qq.com 404 3344

&H 3

[V ¥

W T SN SO W, I SN < S

L)

s bt pb s b b s s
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Collector 2 ¥ EI 1) H E(F BB logs/*.chukwa, HEISLFIEF] 64 MB 803 Fik— & 1
I IE] ARG LA . Collector 23 logs/*.chukwa SCHFH Ay 4 4 logs/*.done. J& & i DemuxManager
MR ER 20 B E K *done XM RELEM, WRICMFE, WK STIHEBEHE
demuxProcessing/mrlnput H 3 F, 11 demux MapReduce job #<: ULt H F4E b ANt 4T
MapReduce #1F, WRERIERL) (AJEIK 3 7K), ¥ MapReduce frfiH 45 M demuxProcessing/
mrOutput H sx 42| dataSinkArchives/[yyyyMMdd]/*/* .done; 1S #AE I, W44 45
4. ¥ 5 31| dataSinkArchives/InError/[yyyyMMdd]/*/*.done™.

Kltt, A7 ATTRE 9518 ik HDFS f)/chukwa/dataSinkArchives/ H st B & WE R H EE &

AT T 5 0 EWER AR BB Chukwa, B RS, BT Hadoop RFIF=f, K
[ 32 FF Hadoop S8 HEMARLUF R AW, (HRMXE—F77 kUL, Chukwa HIfEFIARRX 2
dc HATHISCREBUD, ARG SEMEE A 15563 .

52 BEREEDH

b B . S 2h BE R LU R A dn B AR R, AR R E bR £idiE 22 /) IDC 2011 R ATH)
ik, SEE R R EFLHE, AWK 6%, (NE 2011 £, SEkyl @R 61 H8EE
Dl 1.8 ZB (1.8 114 GB), #2020 EiX —H{E A1 K 51 35 ZB. #Eth BiERIN, &IIEZL
BEAE AR BRI R TR et B R RS, Ca o — N EREE
il HAE# BB FMT5

HRAE AR T SEm 57, W LU BOE TR 2 29 SERF AT 45 AN B e 0 A AT 55« SERY
B ST — R il . 1 R S U R 2, TR A SR AR BOR PR B EAZAT B 1 73 #r
GRS M TTIE BN AS BL0 FH PR (4 E . T AFGE S 18 %o A ) 24 TR . SRR 1 KA A AT AT 4%,
Fdsd . WRSIERDIE ., MBFENBE . HLIRE SRR R, AR T iR B
G2 YRV, XS TR N R, R R LA R DR, XX
P A (B o AT AT 55 el AR FH 8 2 £ 4 23t 16 7 e

HRA 43 H7 (0 B TR ART), ST B3 4 980 2 M A SR B M A A 0, 54
B SRR, S AR AN EE (K, PN T i A P IR 45 a3t 1) RS BCSR A AR RS
B, BRI HTAT S T LA M AGE AR 25 o, SRR o s B AR B . K4 R A B A AR A
5 S A PR AT AT RS, AT 54 A job 3228, ¥ AT s8R 1155 4
AL, XTSI (B o AR Ry Ak S A B

Hadoop H i1 /87 FH 123594 e £ A 4000 (1) B £ AL AL 3 4047 45Uk, MapReduce Zi AR £ ik

10 % T Chukwa IR A (1541 % % http://chukwa.apache.org/docs/r0.4.0/dataflow.html .
11 #4005 http://soft.chinabyte.com/378/12743878.shtml .
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B THIA R T R Bl B IRCR, T T80 2 A4 K LA RO S i i B SRR A 4K
MR, A Hadoop MIBCRIFARIREIAR. —MBORY, BLEEE B A RS &l 2
AT —REGE R N REVEHE, Bt, WHRERIRES R T Ha0E.

LR, BEEESTHESR, TLLESEEE, EHRAEBIRRREIEE, RUEELD
SENEWRS, WEFAHER. B REEE.

5.2.1 Hadoop B4}

EARBRERITIHLFE, Google FHEX HELM LA KM T LM RES], FdE R
BEABEFHRETHRAEENER, BEBEROKR, SHERAHILENSE GFSY,
BigTable”. MapReduce %5/ fh U830, AL F=4E T HRCAGSE MM, HEh T 484 F IR I
R

AT, 3 Google &— M RINLAT, HTHAREZEIRE, Google HEAW Lk RS IT
B, RERGH THRAREITE. % Google H]JLFH open doc HEEH 5K, Doug Cutting F1 Mike
Cafarella & AJE T3 2 ML RS [A]SEHL T DFS (Distributed File System, 43 Azl XfFFRS0) Fl
MapReduce Hl#il, ¥ &K ERA Hadoop T H, 3T 2006 4 2 Hifiit Apache L5, Logo
ik 5-6 Fizm.

A 5-6 Hadoop * B #5 Logo

Hadoop & — M@ nT {48 i . 75 810 2 A X E PRI H , 325 Google ) MapReduce
I, RRRBIGAENL 2 BIF 2/ NIAES, R IX ST & BT AR BT 25 BT . A
ALUEAT AT AREREATHIELT, ROMHEHKLE, AN BT, &
KA AR IFIT (Parallel) HE . AR 1 g B3R,

Hadoop T H HI#Z 082 53 17 X3 R 48 HDFS (Hadoop Distributed File System, Hadoop
PRI RG) FmFEREE! MapReduce, HDFS F SR & AR SRt s T Sk . A6k
AR R AR SR R TR, T MapReduce T —F T 3 b B SR 1 947 4R R b

12 GFS, http://labs.google.com/papers/gfs-sosp2003.pdf.

13 BigTable, http://labs.google.com/papers/bigtable-0sdi06.pdf.

14 MapReduce, http://labs.google.com/papers/mapreduce-osdi04.pdf.
15 hadoop i H #hil: 4 http://hadoop.apache.org.
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TURITHEAESS, X6 AR () Bt S 4T R AT

BB I 18] FIHERS A0 H 19 & %, Hadoop 9 3h g Sl tRam K, KB — R 55280 i Uit
SO RRILH ,  an iy b 2 i st AE 0 A SN E RS ZooKeeper, AJ {45 1S 3 KR 45 H i A7
fiti 117 73 A0 2N ELHE 72 Hbase, $24538 SQL f iy Th eI s F & Hive, KM MR R ME
HE R4 Chukwa, FEHIE AT E ORIEE S FHATHELE Pig, ATH R IOHLES 2 S FIEUR
178 %F Mahout, 5%,

Hadoop F M 2% T Hadoop il H (I /-4Han & 5-7 i o

The project includes these modules:

= Hadoop Common: The common utilities that support the other Hadoop modules.
» Hadoop Distributed File System (HDFS™): A distributed file system that provides high-throughp
« Hadoop YARN: A framework for job scheduling and cluster resource management.
« Hadoop MapReduce: A YARN-based system for parallel processing of large data sets.
Other Hadoop-related projects at Apache include:
« Ambari™: A web-based tool for provisioning, managing, and monitoring Apache Hadoop clusters wl

Hive, HCatalog, HBase, ZooKeeper, Oozie, Pig and Sqoop. Ambari also provides a dashboard for viey
MapReduce, Pig and Hive applications visually alongwith features to diagnose their performance chg

e Avro™: A data senalization system.

« Cassandra™: A scalable multi-master database with no single points of failure.

« Chukwa™: A data collection system for managing large distributed systems.

« HBase™: A scalable, distributed database that supports structured data storage for large tables.

+ Hive™: A data warehouse infrastructure that provides data summarization and ad hoc querying.
*« Mahout™: A Scalable machine learning and data mining library.

« Pig™: A high-level data-flow language and execution framework for parallel computation.

« ZooKeeper™: A high-performance coordination service for distributed applications.

A 5-7 Hadoop B M % T Hadoop T B #54~43

255 AR K JER5E, Hadoop M, JH 8 K IR ik T pesz, fEfZs| %, )™
SRV C A% TS I €75 vaf (1 1EC T X 2| W P S A6

1. HDFS

PG I SONE R GG T30 G SR &, T B v SEHLI AR e 0 2 A BRE R, P BtAT PE e
WL TE, ks o S F e K il ATt . DRIk, S0 TH2R 0 WL RSB 2 P SR T R A B i
Sy, B A S LA R L 2 S B SR A B DI AT 0
S, KGAEAH RO A B A AR A b, IR R T oA O R AL

G AT SO R G AL AR S S R, & T AR A RGN, (R
KB, DA T2 S0 A FLAR S, A SO R BN o)A {15 A A7 il 1L
e SO TS T, O ELR S (RS D W 1o ATV AL A SO R A, AT
ﬂ%%'ém&m%%,WﬁmuMWMWﬁmM%m,Mm%ﬂfﬁﬁw‘mww,MMW
Jit . AEIA . A R
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HDFS £ Hadoop I H FT LI — Mo RS, e —AE/MN (Master/Slave) 1]
K RGN, EBHAE — NameNode F1—£¢ DataNode, NameNode 1 57 5 Hfl SU{ R4 iy & 7
), HPEFA ML FREI BSOS BB, LA SO 3 B Y AL AR 21 3R
DataNode | £ 3T &I E FIAER ST sl ERIFFEAEE B . 40 A XS0 RGO — R UAH S &
ST RO, %A NameNode HRTFEH AGZ U B B IOAT B 53R, 4 Al 31 Hdis ik
FEfE7E DataNode M EAMIE LJ5, 7%/ i ff HHM DataNode b izl sCfFudls, 1A %
NameNode T,

HDFS AR 419 & 5-8 Fiw.

HDFS Architecture

Metadata (Name, replicas, ...):
Metadata ops ' /homeffoo/data, 3, ...

\
BIoNps
Read Datanodes \\ Datanodes

l
E E L] - Replication L— %ID
ju

0 [ Blocks
%o \ / \ 4 :
N ) Y
Rack 1 Write Rack 2

A 5-8 HDFS & % 4#'°

HTFBAEZR, KB RERBERAERNT PC IRF L, BIMEZ RN SRR
#] MTBF (Mean Time Between Failures, ~“F3J#FgEF@m ) R, Al TEEAVESSEH R
K, FESBEHHREABREBEIET R HTXFXMERK%ERE, HDFS AR AT ENITTR
HR AR E NS, TSSO 25— R A SR e i, NSRSy S El A, Hal
A E (WHRARHRETF) aTRE, BRiAK 3. ARIERIE T FErE. ol F M R 481 9 1
M2, HDFS XAV RKIERIETHIR TR &0 EREIE 74 3 BN~ Sl
B — N BIABEER — /MR 7 — AN, —DREIARFEBAEARR &L G — DRI A
[FIHLER AT /L, XA SR BE T LA (38 A HLAR A% i 8Os 25 %, A6 ARAIE S 0 0 m FE ) i 4
Ty XEEARUE—E MIPERE, kb T HLAE R Fr K A8 4t

16 & F Ko http://hadoop.apache.org/docs/current/hadoop-project-disthadoop-hdfs/images/hdfsarchitecture png .
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2. MapReduce

MapReduce & —Fi b B i i I () AT FE BRI STAE S, 0 R MR e B3t 47 9F
Tt 5, B 51 Google 7E18 3L, IE1TTE Google [ X U &% GFS |, A3k b4 Ek
{7 B ECM I TR R R &K 5 .

Hadoop S£HL T Google (1] MapReduce #ife SRR SAESE, & RH “Hmiaz” i EAR,
Rt K E A SRR AR 70 A 0 U B AN 7 BOR SERG, SRl S A RS T S
(] 45 BRI B A G5 R

WKl 5-9 7, MapReduce 7] L4324 map Fl reduce BANMYBE, 7E map BB, MapReduce
HE SR AT 55 (4 AN B D E 8 [ /N B Csplit), SR PR Ix 26 1y Boadt— 25 il i 5t
<K,V>. MapReduce HEZEH 4 BE A~ split G —A> map {F55, AT H 7 8 LT map Ab3EE 4,
K split "BV A <KL VIS FIBEAE A i AL 345 map EAT A0 L, 17 map AbEE5E 5 #4321 (¥
] &5 Weagn i b2 B A B, B h<K2,V2>. AN map Kidi AR b ) 4 00, ax syl |
o wh e, R A RPE SRR — AR, TB<K2,listocdl. PR E M HE P Ia 45 R,
F4<K2,list>73 it F A A reduce {T55. 1Mi{E reduce BMBL, reduce 114565 23 %t 4 A 1<K 2,list>%L
P BEAT AR N CALEE, 15 3 245 e, A<K3, V3> B Ui th 3 HDFS SCfF R4 L.

intermediate data

iput ~~Intermediatedata

r- " tput
——————— | sort ._copy merge | —E
\ -reduce

| | | ‘ BN
|| splitt
| ! :
| |
| epte2e) i
) o'

/A 5-9 MapReduce it Ji 4t A

Mapreduce - AMT- 4 (K132 47 5 92 111 JobTracker Fl TaskTracker 2445 il 45 s AL 75 K 21
JobTracker ¥4 Mappers Fl Reducers 43 1it'44 % IH () TaskTracker Jii, [ TaskTracker HefhfTix44{T
%, W 5-10 5. Mapreduce HE4L (R IS 647 A K (915 /5 (1 DataNode) _FoRAAT 5
(1%, TR NS AER S0 5O (0 S0 AL, /D §d e [ 2 b (oA, AR i o SO R
it JobTracker U #EAT 4 M ACAEASHL, 1m . WA TaskTracker & /E MU, JobTracker 23 TLH it
AT
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client

tasktracker
6. retrieve job resources nod
__input/splits R ™

LE | task return [ 1 e |
jobtracker - -
node

A 5-10 MapReduce #94E5-A E

5.2.2 Hadoop IMEIEE

Hadoop FIMRAEFERE I, ARMIMA, ThEEMEMZERBKR, REEERARFAM,
3 H Hbase. Hive IR A #R 25 Hadoop HIMRASAHCEL . (Rt &£ — et B 5k
WA, P NARRREE R SEE, —HiERNEIEHAZ Hadoop R4, ILRFH
M—NTEBEREHERELMER M EKR bug, FHEFEFRILMRASRE DRI HMEHTSE,
M EEE R~ T E XK.

AP EFIEH 1.0.4 BiHI Hadoop, 0.96.0 fit (1] Hbase A1 0.12.0 &) Hive, 43R, EHFTE
BB AHARRE T L ERIERIRERA . RiELZk FARHKRA, 75 8a K ) i e
RAPEREINR, BRI AR bug, UK —BNEREITZE, ARt PaF.

Hadoop ) 442 B Java 4i 5 (19, (K, %23% Hadoop 2 Rii 15 5% 75 Z 48 @ 4T Java 3185 . Hadoop
BESC R ERALARS, SCRp e fraial, xb T ali2E S i H ki, PG C A, BRIERT
EXt Hadoop BEATVEREVPALFIIEAENNA, AR B — DB 56 & 0 koA Mg fr
MR,

17 A E 275 T Hadoop. Storm 55— 46 T FL 71 ¥ 73 Hr sk A5 0 (8, ifg X 26 1T B ma v i 4,
T T % Hadoop 2% T (K9 LAN Y 502 MEAT VR GERALAOGH T4, i 2 (Hadoop - the definitive
guide) B# ( xxx in action) —2[1KiEH).
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{t Hadoop /i 8/ J, namenode #2if ik SSH (Secure Shell) 35 #hF145 11- &4 datanode |
AT BERRR), XL RT A A L %%E SSH RSS. A T R%ERME, SSH FERE A ARVFER
HHLEF i) Hadoop FI /" EAUETHRI A 63, $ATHINMECE SRS, FTURERE SSHIEAT
I AHNER B

H5E, 708 Hadoop H /'

sudo adduser —-ingroup root Hadoop

longlong@ubuntu: /fusr/hadoop/bin$ sudo adduser -ingroup root hadoop
[sudo] password for longlong:
Adding user “hadoop'
Adding new user “hadoop' (1001) with group "root'
Creating home directory ' /home/hadoop'
Copying files from ~/etc/skel'
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for hadoop
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] ¥y

A 422 SSH T %

sudo apt-get install openssh-server

longlong@ubuntu:~$ sudo apt-get install openssh-server

[sudo] password for longlong:

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
python-crypto libstlport4.61dbl thunderbird-globalmenu apturl-common 1ibmtp9
update-manager girl.2-gtk-2.0 python-renderpm python mako python-dirspec
libcupscgil apport-symptoms brasero-common girl.2-gst-plugins-base-0.10
python-debtagshw libdiscid0 aptdaemon-data software-center-aptdaemon-plugins
girl.2-gstreamer-0.10 libexttextcat-data libart-2.0-2 python-wadllib
giri.2-launchpad-integration-3.0 libhyphen0 libburn4 libwpg-0.2-2
liblircclient® dvd+rw-tools libcupsmimel update-notifier-common
python-keyring libslpl cups-filters totem-common 1libquvi-scripts
girl.2-gudev-1.0 libevent-2.0-5 python-reportlab-accel update-notifier
1ibgpod4 rhythmbox-data avahi-utils libmtp-common python-defer
libdmapsharing-3.0-2 python-lazr.uri python-markupsafe uno-1ibs3
libmythes-1.2-0 gir1.2-dbusmenu-gtk-0.4 libgutenprint2 libedata-cal-1.2-13
unattended-upgrades libgweather-common python-smbc libgmime-2.6-0
libedata-book-1.2-11 python-problem-report growisofs media-player-info
1ibmtp-runtime python-packagekit ubuntu-extras-keyring
software-properties-common libwps-0.2-2 libgpod-common pvthon gnomekeyring
ure fonts oansymbol llbcup filters1l libexttextcat0 girl.Z ‘QNPOU 3. 0_

1. B2 & Hadoop F P L% /& R
)4 51) Hadoop H )™
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su hadoop

onglong@ubuntu:~$ su hadoop
Password:
adoop@ubuntu: /home/longlongs il _

el A7E R

ssh-keygen -t rsa -f .ssh/id rsa

adoop@ubuntu:~$ ssh-keygen -t rsa -f .ssh/id_rsa
enerating public/private rsa key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
our identification has been saved in .ssh/id _rsa.
our public key has been saved in .ssh/id_rsa.pub.
he key fingerprint is:
90:bc:c4:3d:69:43:fc:96:cd:41:63:b2:34:¢ca3:02:03 hadoop@ubuntu
he key's randomart image {is:
--[ RSA 2048]----+
0.+..0.+

+.Bo +..

.ssh

2 hadoop root 4096 Oct 22 o
3 hadoop root 4096 Oct 17 ../
hadoop root 1766 Oct 122 1d_rsa
- 1 hadoop root 395 Oct - id_rsa.pub

R APIIE] authorized keys SCIFZH, SHIBIHMAIHLAE L, XA AT LUEH A8 %
EAGRIANES T . FrBAHER, RERE S, SER KB CRAHAMFESE N L.
XM, EREEN R RGE BN S, AP ECHRAENEE, JREkK.
ZREENH F BRI A PEITHRE, WRAT), SEA P RAER, HEAFER shell,
AR E:

cat id_rsa.pub > authorized keys

hadoop@ubuntu:~/.ssh$ cat id_rsa.pub > authorized_keys

hadoop@ubuntu:~/.ssh$

BRINAL I A58 5% 1) authorized keys SCIFRZEREFIG, Tt SSH AC B #4715 04

vim /etc/ssh/sshd _config

A T HX ATV ERAT I
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#AuthorizedKeysFile %h/.ssh/authorized keys

RSAAuthenticat

PubkeyAuthen

hadoop@ubuntu:~/.ssh$ service ssh restart

stop: Rejected send message, 1 matched rules; type="method call", sender=":1.90
(uid=1001 pid=10002 comm="stop ssh ") interface="com.ubuntu.Upstart®_6.3Job" me

ber="Stop" error name="(unset)" requested_reply="0" destination="com.ubuntu.Ups

art" (uid=@ pid=1 comm="/sbin/init")

start: Rejected send message, 1 matched rules; type="method_call”, sender=":

" (uid=1001 pid=9999 comm="start ssh ") interface="com.ubuntu.Upstart0_6.Job"

mber="Start" error name="(unset)" requested_reply="0" destination="com.ubuntu.Ug

start" (uid=0 pid=1 comm="/sbin/init")

hadoop@ubuntu:~/.

2. T#HFfEE Hadoop 8 AV EC B 3T
R 4% Hadoop )71

wget http://archive.apache.org/dist/hadoop/core/hadoop-1.0.4/hadoop-
1.0.4.tar.gz

onglong@ubuntu:~/tempS wget http://archive.apache.org/dist/hadoop/core/ha
.0.4/hadoop-1.0.4.tar.gz

--2013-10-29 06:31:55-- http://archive.apache.org/dist/hadoop/core/hadoop
hadoop-1.0.4.tar.gz

fift = Hadoop:

tar -xf hadoop-1.0.4.tar.gz

¥ <configuration></configuration>%5# b i K e & :
<configuration>
<property>
<name>fs.default.name</name>
<value>hdfs://localhost:9000</value>
</property>

</configuration>
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vim mapred-site.xml

¥ <configuration></configuration>#f e il i FAC & :

<configuration>
<property>
<name>mapred. job.tracker</name>
<value>localhost:9001</value>
</property>

</configuration>

vim hdfs-site.xml

Ff<configuration></configuration>% #e . a0 F L &

<configuration>
<property>
<name>dfs.name.dir</name>
<value>/home/longlong/temp/logl, /home/longlong/temp/log2</value>
</property>
<property>
<name>dfs.data.dir</name>
<value>/home/longlong/temp/datal, /home/longlong/temp/data2</value>
</property>
<property>
<name>dfs.replication</name>
<value>2</value>
</property>

</configuration>

i & Hadoop /45548 & .
vim /etc/profile

TES JE G NG R 94T, /ust/hadoop g Hadoop MIE&1%:

HADOOP_HOME=/usr/hadoop
PATH=$HADOOP_HOME/bin:$PATH

{E hadoop-env.sh 3CfFe, 19/ JAVA HOME [ ¥ 3% 45 it .

export JAVA HOME=/usr/java
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HDFS ¥ A% H IS 5 B0 S0 R G AT #s KAk
hadoop namenode -format

onglong@ubuntu: /usr/hadoop$ hadoop namenode -format
13/10/29 06:52:07 INFO namenode.NameNode: STARTUP_MSG:

FhkFhkEkhkhkhkhkhk kA hhhhdhdrhhhkhkrbhhh bbb d kb hhdhhhhhkdrhhkrkhkhhrdhhhhddhhhi

ISTARTUP_MSG: Starting NameNode
ISTARTUP_MSG: host = ubuntu/127.0.1.1
ISTARTUP_MSG: args = [-format]
ISTARTUP_MSG: version = 1.0.4

ISTARTUP_MSG: build = https://svn.apache.org/repos/asf/hadoop/common/branc
ranch-1.0 -r 1393290; compiled by 'hortonfo' on Wed Oct 3 05:13:58 UTC 201
***********************************************************/

Re-format filesystem in /home/longlong/temp/logl ? (Y or N) y

ormat aborted in /home/longlong/temp/logl

3/10/29 06:52:12 INFO namenode.NameNode: SHUTDOWN_MSG:

dhkkkhkhkhkhkdkhkhkdhkhhkhkhkhkdhkhhkhhhkdhhbhkdhdkhkhdhhhdrhhdrhkhhdhhdhrdhrrhrrbhx

ISHUTDOWN_MSG: Shutting down NameNode at ubuntu/127.0.1.1

***********************************************************/

i1 5] Hadoop:

Llonglong@ubuntu: /usr/hadoop/binS ./start-all.sh

starting namenode, logging to /usr/hadoop/libexec/../logs/hadoop-longlong-n
de-ubuntu.out .

longlong@localhost's password:

localhost: starting datanode, logging to /usr/hadoop/libexec/../logs/hadoop
long-datanode-ubuntu.out

longlong@localhost's password:

localhost: starting secondarynamenode, logging to /usr/hadoop/libexec/../lo
doop-longlong-secondarynamenode-ubuntu.out

starting jobtracker, logging to /usr/hadoop/libexec/../logs/hadoop-longlong
racker-ubuntu.out

1longlong@localhost's password:
localhost: Permission denied, please try again.
longlong@localhost's password:
localhost: starting tasktracker, logging to /usr/hadoop/libexec/../logs/had
onglong-tasktracker-ubuntu.out

»  c¢d hadoop/bin: it A Hadoop ] bin H 3%;
e Jstart-all.sh: Ji4) Hadoop.

ff (7'h.;!JJY#JJJI‘{H!:

onglong@ubuntu: /usr/hadoop/bin$ jps
DataNode
SecondaryNameNode

Jps
JobTracker
TaskTracker
NameNode
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3. HDFS EKRI1Ew S
558 M R%—+f, HDFS 0 —SeIE ARFEAEM AL, MmelE 3. B3I

R MRSt Al ES. JIHE BRI, oot Bt Bucct-iE & . 3 H HDFS
$RALAY shell #1F iy 4 K 2 $088-5 X 1) UNIX shell iy 2284

HDFS Shell #7421/ hadoop fs <args>[1JEa, I A URI E§121E 0S4, URI &L

scheme://authority/path, X} HDFS, scheme 4y hdfs, X} FAH LA R4, scheme & file, 1L
# scheme 1 authority ZH# 2 AR . WREHFEE, WM HECE D H5E BN scheme.
—A> HDFS X8 H %, Wi/parent/child 7] LAZ 7<% hdfs://namenodehost/parent/child, & & {ii]
B [f)/parent/child .

touchz

#3(: hadoop fs -touchz URI[URI ...].

hig: BIg— 30t

#-¥: hadoop fs -touchz /longlong/temp/aaa.file.
£ /longlong/temp H3X T )% aaa.file L1

longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -touchz /longlong/temp/aaa.file
longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -1s /longlong/temp/aaa.file

Found 1 items
2 longlong supergroup 0 2013-10-30 05:35 /longlong/temp/aa

text

#: hadoop fs -text <src>.
Theg: LASCARRIE RIS A A .
#i-F: hadoop fs —text /longlong/temp/aaa.file.

J& 31 /longlong/temp/aaa.file 314 A 25
longlong@ubuntu: /usr/hadoop/binS$ hadoop fs -text /longlong/temp/aaa.file

text: null
longlong@ubuntu: /usr/hadoop/bin$ I

rmr
#%:X: hadoop fs -rmr [-skipTrash] URI [URI ...].
Thég: IBUAMBR, Zar 2452 AMIER Hsf H s RSO, WidR a2 T -skipTrash 2%,

R ERMIBR SO, A [

5 ¥: hadoop fs -rmr /longlong/temp/aaa.file.
JHER/longlong/temp/aaa.file 3 {4
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onglong@ubuntu: /usr/hadoop/bin$ hadoop fs -rmr /longlong/temp/aaa.file
Deleted hdfs://localhost:9000/1longlong/temp/aaa.file

mkdir

f%2: hadoop fs -mkdir <paths>.

Uifig: BUZE paths F55E 19 H 3¢

{7 1-: hadoop fs -mkdir /longlong/temp/bbb.

fiJ#/longlong/temp/bbb H >k :

onglong@ubuntu: /usr/hadoop/bin$ hadoop fs -mkdir /longlong/temp/bbb
onglong@ubuntu: /usr /hadoop/bins |}

Is

t%:: hadoop fs -ls <args>.
Ihig: FIH args #8421
{7-: hadoop fs -Is /longlong/temp/ .

%1| i /longlong/temp/ H =% F i FT 65 LA

longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -1s /longlong/temp/

Found 2 items

drwxr-xr-x - longlong supergroup 0 2013-10-30 05:53 /longlong/temp/aa
- longlong supergroup 0 2013-10-30 05:53 /longlong/temp/bk

longlong@ubuntu:

cp

f#%:: hadoop fs -cp URI [URI...] <dest>.

Ihig: MUE IR SO R HI 2 H f ik

f5]-f-: hadoop fs -cp /longlong/temp/aaa.file /longlong/temp/bbb/.

¥4 /longlong/temp/aaa.file S5 il #1] H 5%/longlong/temp/bbb/ | :

onglong@ubuntu: /usr/hadoop/bin$ hadoop fs -cp /longlong/temp/aaa.file /longlong
temp/bbb/
onglong@ubuntu: /usr/hadoop/bin$ hadoop fs -1s /longlong/temp/bbb

ound 1 items
drwxr-xr-x - longlong supergroup 0 2013-10-30 06:05 /longlong/temp/bb
b/aaa.file

myv

#%1: hadoop fs -mv URI [URI ...] <dest>.

IhE: g SO NP bl # s 21 H 1F sk .

{7 f-: hadoop fs -mv /longlong/temp/bbb/aaa.file /longlong/temp/aaa.file.
¥ LA aaa.file M /longlong/temp/bbb £ 5} #/longlong/temp:
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longlong@ubuntu:/usr/hadoop/bin$ hadoop fs -mv /longlong/temp/bbb/aaa.file /long
long/temp/aaa.file

longlong@ubuntu: /usr/hadoop/bin$ hadoop fs -1s /longlong/temp/

Found 2 items

drwxr-xr-x - longlong supergroup 0 2013-10-30 06:09 /longlong/temp/aa
a.file

drwxr-xr-x - longlong supergroup 0 2013-10-30 06:09 /longlong/temp/bbt
)

5T HDFS Shell i 4 HE L X%, 1§23 F Hadoop B MHINHS.
4. Java i%/5 HDFS

ERZERT, FEBAMASE F1£3] HDFS, (& ¥ HDFS LicH: F#EE A,
HDFS &4t Java i) API SRAEEFEFHEAT VI M) .
BN — LR 1R &

static String localFilePathSrc = "/home/longlong/temp/aaa.f";

static String localFilePathDst = "/home/longlong/temp/bbb.f";

static String hdfsFilePath="hdfs://localhost:9000/longlong/temp/aaa.f";
static String hdfsDirectoryPath = "hdfs://localhost:9000/longlong/";
KA E N\ HDFS:

private static void writeFile() throws

FileNotFoundException, IOException {

Configuration conf = new Configuration();
Path dstFile = new Path (hdfsFilePath) ;
FileSystem fs = dstFile.getFileSystem(conf) ;
fs.copyFromLocalFile (false, true, new
Path(localFilePathSrc),dstFile);
}

¥ HDFS b SCAHF e 5 A< i -

private static void readFile() throws
FileNotFoundException, IOException {
Configuration conf = new Configuration();
Path srcFile = new Path (hdfsFilePath);
FileSystem fs = srcFile.getFileSystem(conf) ;
fs.copyToLocalFile (srcFile, new Path(localFilePathDst)):;

18 HDFS Shell iy 4 . http://hadoop.apache.org/docs/r1.2.1/file_system_shell.html.
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& [77 HDFS H s ) S04

private static void listDirectory() throws

FileNotFoundException, IOException {
Configuration conf = new Configuration();
Path file = new Path (hdfsDirectoryPath);
FileSystem fs = file.getFileSystem(conf);
FileStatus[] filelList = fs.listStatus(file):;
for(int i = 0; i < fileList.length; i ++){

System.out.println("name:" + fileList[i].getPath() .getName ()

"/t/t size:"™ 4+ fileList[i].getLen());

}

}

W HDFS - #3044

private static void deleteFile () throws

}

FileNotFoundException, IOException {
Configuration conf = new Configuration();
Path file = new Path(hdfsFilePath);
FileSystem fs = file.getFileSystem(conf);
fs.delete (file, true);//HALHETiHAMGB

B s N5 HDFS i) 3c At

private static void appendFile() throws

}

FileNotFoundException, IOException {
Configuration conf = new Configuration();
Path file = new Path (hdfsFilePath);
FileSystem fs = file.getFileSystem(conf);
FSDataOutputStream out = fs.append(file);
String outstr = "hello everyone";
out.writeBytes (outstr);

out.flush();

out.close () ;

WL SR A HDFS (SO EAT IS N, 9 4E hdfs-site.xml *P b FAd

<property>

<name>dfs.support .append</name>

+
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<value>true</value>

</property>

25R, HDFS IR HAMSM T A S RGO, AMEAF——NHET .

5.2.3 MapReduce &5

MapReduce A& —Ff H T R RAE K b PR ) i FEA Y, Gefs 78 70 MR AR BE R LA R T Ak
Mg EHYE. ZBERAER RS, FE 54 map Il reduce PIANFTEL, BEANH BCERAT SEAELAHE i
ANFEH , FF BB 2R R 7k F5 52, /MR 245 22 1Y map Fl reduce A R BOR AT AL FE

map ITFETE Z LI org.apache.hadoop.mapred. Mapper %11, FFSCIRFE 1) map /i%. map
7L value [HAFf 1152 HDFS U )—4T (BARIZERFE R 45 R brad ), 1M key {EAZATHY
BR300 ik A 5

reduce I F2 75 Z 5L org.apache. hadoop.mapred.Reducer % 11, Ff H 3% 1) reduce /5
. reduce HIEHIAM key 4 map "4 1) key {H, 10 values WIXTRN T map i F2 5 1% key 4 i
1] value 5 -

AT IXFE AN IESH], kA4 MapReduce F2/7 EAH .

FEAN I SERR A I, WA R FORIXFEN, AT TR U AU ) iR R

I AR 0 ) &, 75 EORH N F B V7 e) H AT HEvE, DUEXS RS0 ) Ak 45 s b R R AT VP
I FH 2% B — IR 7 i) 1 SR RS EO AT T e %, 8 /T Fr A 48 09 H BB Racdt ik .
A AR SERE R T 1) H S Sh Bl EAZAT, AR A R S shell BOASSKREAT 047, wRERS ZE47
JURA Re A 521X #4340, il ik MapReduce K IFAT AT B8 20 0T 55, 78 0 B S 8EHY
o, RIREREES R T4 R .

B E access H & A% 8 4 T HEITEA:

$remote_add $request_time_usec $request method S$host$request uri $http

referer $status S$body bytes sent
Bz Al . m R a) s ESRTTEN TSR urly K refer IR 45 i WK AR LG
I T A Java FEFF, AT LA KR 0 HUS R, DUERE TR

public static void main (String[] args) throws Exception {

String[] remote add = {"124.109.222.29","124.19.222.29",
"124.119.22.59","125.119.222.39","126.119.222.29",
"174.119.232.29","124.119.202.29","125.19.22.29"};

Strlng[] rt_time — {u21n’n43u,n67u’n599n’n12n,n740u’n230n
l|120ll,"455"'“78"'H98l|};

’
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String[] request method = {"GET","POST"};
String[] request url = {"www.xxx.com/index.htm",
"www.xxx.com/list.htm",

"www.xxx.com/detail.htm", "www.xxx.com/userinfo.htm",
"www.xxx.com/publish.htm"};

String[] refer = {"www.google.com","www.baidu.com",
"www.taobao.com", "www.qg.com", "www.sina.com"};

String([] status = {"200","301","302","404","500"};

String[] send bytes = {"3344","2789","490","439274",
"80834","31232","432004","49397","98324",
"48243","432943","432943"};

File file new File ("/home/longlong/temp/ccc.f");

for(int i = 0; i < 10000; i ++){
String line = getOne(remote add) + getOne(rt time) +
getOne (request_method)
+ getOne(request url) + getOne(refer) + getOne(status)
+ getOne(send bytes);
ArrayList<String> lines = new ArrayList<String>();
lines.add(line);

FileUtils.writeLines(file, lines, true);

public static String getOne (String[] array) {
int length = array.length;
Random r = new Random() ;
int rand = r.nextInt (length);

return array(rand] + H

}
HE B H S H A -
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GET www.xxx.com list.htm www.qg.com
GET www.xxx.com list.htm www.qq.com
POST www.xxx.com detail.htm www.sina.com
POST WWW.XXX.COM .htm www.taobao.com
GET www.xxx.com detail.htm www.google.com
POST www.XXX.com .htm www.google.com
POST www.xxx.com publish.htm www.sina.com

GET www.xxx.com,/userinfo.htm www.sina.com
POST www.xxx.com publish.htm www.qqg.com
GET www.XXX.Com .htm www.taobao.com

GET www.xxx.com/ publish.htm www.taobao.com
GET www.xxx.com,/ list.htm www.taobao.com
POST wWwWw.XXX.CoMm .htm www.sina.com

GET www.xxx.com,/detall.htm www.taobao.com

GET www.xxx.com, /detail.htm www.qq.com

¥ H S n#E] HDFS 2.

hadoop dfs -put /home/longlong/temp/ccc.f /longlong/temp/access.log

longlong@ubuntu:~/temp$ hadoop dfs -put /home/longlong/temp/ccc.f /longlong/temp

/access.log
longlong@ubuntu:~/temp$S

S it MapReduce A7t H AT FHEAT AT, Seit R Geeh (94 FURAG Uyl e, JF FLitE 77
2

Wi, B, BESLIUHMARRL, mmprfE., refer {7 55, ?@i{FF‘\ "U'l[ﬂi)jIUJ_%jv i
LB REECES.
1. map 2%

map FEF EEZRRIAR HE L RET R, SEHUIREE, Ui EREER key U
Tt

public static class AccessProcessMap extends MapReduceBase

i)

implements Mapper<LongWritable, Text, Text, Text> ({

@Override
public void map (LongWritable key, Text value,
OutputCollector<Text, Text> output, Reporter

reporter) throws IOException {

/ /AR B EiLR
String[] input fields = value.toString().split(" ");

output.collect (new Text (input fields[3]), new Text ("1"));

}

PPl A AN AT BEAT 43 30, input_ fields[31J& 35K U7 b (9l value N new
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Text("1"), HHRXS 7 0] stk 347 115

2. reduce 125

reduce F27 F 55 8N () ik % B (988 BEAT S8 vH o 80, X map i HH & 31 values {EE/T
Gttt E, HEHEA AU R

public static class AccessProcessReduce extends MapReduceBase

implements Reducer<Text, Text, Text, Text> {

@Override
public void reduce (Text key, Iterator<Text> values,
OutputCollector<Text, Text> output, Reporter
reporter) throws IOException ({
long count = 0;//#HE#
while (values.hasNext ()) {
String valuetemp = values.next ().toString();
long temp = Long.parseLong(valuetemp) ;

count += temp;

output.collect (key, new Text (count+""));

}

key AR & map TP key, iR ) O3LEE, T values WU map 4t 1) value FRI4R
Zro dMEEX) values BEATHE )T, BEAETS AN key XTI SR HBHERE V5 ) T 2 DIk

3. #1147 MapReduce 5%

HUT job 21, TSR AR BT IE, J55E JobName, 3 BAREMA key
Filgn i value ffI4% 3, map fI reduce A (1 class, SCIF#H AR A SO AR, BLA map XF
I PAT 45 505 reduce A W IRAT-55 44

public static void main(String[] args) {

String input = "hdfs://localhost:9000/longlong/temp/access.log";
String output = "hdfs://localhost:9000/longlong/temp/output/" ;

JobConf conf = new JobConf (AccessProcessJob.class);

conf.setJobName ("AccessProcessor") ;

try
/ /3 0b 36,6 B 4% M B 2T o 4y
new Path (output) .getFileSystem(conf) .
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delete (new Path (output), true):;

conf.setOutputKeyClass (Text.class) ;
conf.setOutputValueClass (Text.class) ;

conf.setMapperClass (AccessProcessMap.class) ;
conf.setReducerClass (AccessProcessReduce.class) ;

conf.setInputFormat (TextInputFormat.class) ;
conf.setOutputFormat (TextOutputFormat.class) ;

FileInputFormat.setInputPaths(conf, new Path (input)) ;
FileOutputFormat.setOutputPath(conf, new Path (output)):;

conf.setNumMapTasks (1) ;
conf.setNumReduceTasks (1) ;
JobClient.runJdob(conf) ;

} catch (IOException e) {
e.printStackTrace () ;
}

Hadoop HJ MapReduce SZ#FLL jar f)77 A2 job $04T, Bk, 7HETHIATHAT jar SCIF,
W 5-11 Fior.

Runnable JAR File Specification 7 )
@ The export destination will be relative to your workspace. ‘(L —V-;
Launch configuration:

Export destination:

/home/longlong/temp/testmapreducejar - Browse...

Library handling:

@ Extract required libraries into generated JAR

@ Package required libraries into generated JAR

© Copy required libraries into a sub-folder next to the generated JAR

[F]Save as ANT script

ANT script location: [

- |
14 Browse...

B 5-11 sk ST AT jar A
T AT AT jar F/home/longlong/temp H .
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AT jar SCAFAERCUATS . 7522 MapReduce [ job $R38 RIERE_FHFTHAT:
hadoop -jar testmapreduce.jar com.http.testmapreduce.AccessProcessJob

longlong@ubuntu:~/temp$ hadoop -jar testmapreduce.jar com.http.testmapreduce. Acq
essProcessJob |
Nov 1, 2013 10:46:40 PM org.apache.hadoop.util.NativeCodelLoader <clinit>

INFO: Loaded the native-hadoop library

Nov 1, 2013 10:46:40 PM org.apache.hadoop.mapred.JobClient copyAndConfigureFiles

WARNING: Use GenericOptionsParser for parsing the arguments. Applications should
implement Tool for the same.

Nov 1, 2013 10:46:40 PM org.apache.hadoop.io.compress.snappy.LoadSnappy <clinit>|

WARNING: Snappy native library not loaded

Nov 1, 2013 10:46:40 PM org.apache.hadoop.mapred.FileInputFormat listStatus
INFO: Total input paths to process : 1

Nov 1, 2013 10:46:40 PM org.apache.hadoop.mapred.JobClient monitorAndPrintJob
INFO: Running job: job_local_o0601

Nov 1, 2013 10:46:40 PM org.apache.hadoop.util.ProcessTree isSetsidSupported
INFO: setsid exited with exit code 0

Nov 1, 2013 10:46:41 PM org.apache.hadoop.mapred.Task initialize

INFO: Using ResourceCalculatorPlugin : org.apache.hadoop.util.LinuxResourceCalc
ulatorPlugin@lc695a6

HATSE job i, AT LLE] main R ECP R € W5 B8 e, AR R AN

hadoop fs -cat /longlong/temp/output/*

longlong@ubuntu:~/temp$ hadoop fs -cat /longlong/temp/output/*
.xxx.com/detail.htm 2126
.xxx.com/index.htm 2165
Xxxx.com/list.htm 2280

.Xxxx.com/publish.htm 2193
Www . xxx.com/userinfo.htm
longlong@ubuntu:~/temp$S [ |

i P A RS B A AT N B U 1) IR

5.2.4 Hive {&/A

Hive /&% T- Hadoop (19— 3o e T, T LLYs HDFS 174t B 45 a4 iR 80 SO RIS
SREARIE S, TR TR SQL frifiThig, T LA SQL i) Xy MapReduce 155 3HAT
SEAT . T R S AT, A LA 2 SQL i) (HiveQL) Rl SZHL A #21f) MapReduce 4t
s AN TIF R HI MapReduce FEIY, 4318 &8s G 1 1480 04 o

Hive i] LA¢E HDFS At 5O (5 JE A AE b 45 R Ak B 3 6 4l A £ & A7t /. HDFS L2110,
Hive $L40t % SQL #Eififi 5 HiveQL, AT 4 2 toddfs, Jlikx) HiveQL [IfHT, 4%
1 R S22 1 MapReduce $4F . Hive fih5 S F545 4 5% 1) % R 6% i), ¥ UDF (User-Defined
Function). UDAF (User-Defined Aggregate Function) fil UDTF (User-Defined Table-Generating
Function), 1] LLSZHIAT map FI reduce FLIA it S S MRS T RLAF IR e o

Jits, Hive 108 7 F414F:
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REAHRMISIANZT 5L

CLI——Command Line Interface, wn&fT#: 0, AJLAfE CLI EHBERITHRS &F 1)
HiveQL, KBRS ER.

JDBC/ODBC——324 Hive fEA#IEREETRMRF K, &/ ima] L JDBC 2i#
ODBC #4T#%#:, Hive il thrift 54N REIFITER.

HiveQL fi# #7288 ——3EW # HiveQL LUJ5, Hive &XHEAIHEATIRIEM T TEEDHT. %
B, RELEIMHBHITHMN, BEEREETHRIBITHIT.

TCHYE FE—Hive HIJTEIE — RIRFFFER R BYEERE FE 4, JoiodiE P B 0<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>